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To ensure intact infrastructure systems and a long service life of bridge structures in the operational phase, the 
establishment of a predictive maintenance management based on digital 3D models is essential. These 3D models 
are often not provided, especially for existing bridge structures. In addition, their creation is very complex, re-
source-intensive and involves many stakeholders. Through the use of digital methods and technologies, important 
efficiency steps have been taken in the creation of digital models in recent years. Although semi-automated modeling 
of digital bridge models is possible, the quality agreed upon is not always achieved at the end of each development 
step. 
In this article, an approach is developed to create transparency, safety, consistency and traceability for the gener-
ation process of digital models of existing bridge structures. The approach involves all stakeholders participating 
in the process and creates a decentralized control and documentation mechanism using distributed ledger technol-
ogy (DLT) and blockchain. First, the current status on the use of DLT in the construction industry and bridge 
engineering is presented. Then, the system concept is presented and the basic algorithm is described. The general 
system architecture and the workflow are presented and described in models. Then the basic feasibility of the ap-
proach is presented and the previously shown concept is implemented. The basic functions of the algorithm are 
described and the results are critically reviewed. 
The result of the article is showing the possibilities to use DLT and blockchain to improve the accuracy, transpar-
ency and security in the creation of digital models of existing bridge structures. 
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zation, security, transparency

1. Introduction
Bridge structures are classified as critical infra-
structure [1] and are important for the economy
and society [2–4]. Therefore, a perfect condition
of the structures and an optimized maintenance
management is essential [1, 5]. This can be guar-
anteed by the use of digital building models using

the Building Information Modeling (BIM)
method as a basis [6]. The creation process of the
digital models is performed manually with many
sub-processes and is resource-intensive [7]. In ad-
dition, many different user groups are involved
and there is a high degree of interaction [7, 8].
DLT and blockchain can be used to establish high
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transparency of monitoring and consistency of
documentation of processes [9, 10]. In this way,
all stakeholders are involved in the process chain
and trust and security are increased. Nevertheless,
the whole system is decentralized [11, 12]. The
use of Blockchain and DLT technology ensures
an efficient, secure, trustworthy and decentralized
generation process [9, 10]. For the development
of digital representations of bridge structures,
these added values are not yet used. This article
will investigate this research gap and develop a
new concept for infrastructure systems.

2. Related Works

The use of blockchain technology has already be-
come established in many areas. Most blockchain
usage can be found in the financial sector. Here,
blockchain is used primarily within transaction
protocols for cryptocurrencies, in the field of smart
contracting and data exchange and for financial
transactions [13]. However, first results in the im-
plementation of blockchain technology have also
been achieved with regard to digital twins. In this
context, the use of blockchain technology is con-
sidered to be of great importance, especially with
regard to the use of digital twins in Industry 4.0.
Among other things, it is stated that blockchain
technology enables secure and transparent data col-
lection in the digital twin, offers possibilities for
decentralization, addresses the trust problem be-
tween the parties involved and offers potential for
smart contracts based on the data stored in the
blockchain and for process automatization [14, 15].
One approach provides a new concept, the decen-
tralized digital twin concept (DDTC), to imple-
ment blockchain technology and digital twins in
projects of the BECOM (building, engineering,
construction, operations, and mining) industry 4.0.
The DDTC aims to promote trusted, decentralized
and sustainable digital twins. In this context the
blockchain-technology enables secure information
exchange for the project data value chain and fur-
thermore reduces the technological challenges that
would be encountered when implementing BCT
and digital twins in industry 4.0 [15]. Nevertheless,
the implementation of blockchain-technology in
digital twins currently shows challenges. The
scalability of the blockchain, for example, is an ob-
stacle in view of the continuously increasing num-
ber of digital twins [16]. Similarly, there is the

issue of interoperability between different block-
chain networks and digital twins [14, 17]. It should
also be noted that there are no fixed regulations or
standards governing the use of blockchain and dig-
ital twins in various industries [14, 18].

With regard to the construction industry, first ap-
proaches to the use of blockchain can also be rec-
orded. Especially for smart cities and their devel-
opment the use of BCT is advantageous as it im-
proves the implementation of defined features for
smart cities and helps to achieve transparent, im-
mutable and secure solutions. Potential fields of
application are seen, for example, in citizen partic-
ipation, smart contracts and secure data communi-
cation [19]. In addition, potentials can be seen in
the management and storage of data. In this case
the blockchain-technology is supposed to func-
tion as a public shared database for sensor data
and promotes reliability, transparency and secu-
rity [20]. Complementary to the use of BCT for
smart cities, its use in the context of construction
management is also elaborated among other
things with the aim of managing any building in-
formation that is stored in files. Therefore, differ-
ent scenarios for managing building information
with blockchain are mentioned such as chained
and very decentralized, slightly decentralized, un-
chained scenarios and the use of blockchain for
BIM transactions by integrating it into a BIM
server [16]. Another form of application of block-
chain in the construction industry is its use in the
context of construction inspection. Various fields
of application in the context of construction in-
spection could be identified such as for a digital
construction file, for building inspection and for a
digital land file including prototypical implemen-
tation and evaluation of BCT in these fields [21].
As mentioned before the use of blockchain also of-
fers advantages in terms of smart contracts. In this
BCT can be used above all to achieve greater secu-
rity and efficiency in the handling of data [22] es-
pecially when it comes to cloud computing and
data manipulation in the cloud. In this case the use
of blockchain-based smart contracts is intended to
prevent collisions between cloud providers and
customers and ensures the integrity of data [23].
However, the use of blockchain in smart contracts
can also be pursued in the field of IoT. Herein the
advantages of decentralization and transparency,
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which can be achieved with BCT, can help solve
trust issues in IoT [24].

3. Methodology

The article addresses the development of an ap-
proach for generating digital BIM models of ex-
isting bridge structures based on DLT and block-
chain. It includes the three sections - (i) related
works, (ii) concept development and (iii) imple-
mentation. The first step is to define the status quo
with a literature review to reflect the use of DLT
and Blockchain technology in general in the con-
struction industry and specifically in the field of
infrastructure construction. In this process, the
relevant literature is analyzed and the state of the
art is defined. In the second section, the concept
for secure and transparent generation of digital
BIM bridge models using DLT and Blockchain is
developed and explained. To specify the ap-
proach, a system model is developed to represent
the basic architecture. Furthermore, a sequence
diagram is modeled to represent the process struc-
tures and interactions between the stakeholders
and systems. For a better understanding of the
used algorithms, the included functions are ex-
plained and a pseudo code for two process se-
quences is presented. In the third part of the arti-
cle, the approach is implemented in a minimized
prototype to demonstrate the basic feasibility.
Thereby, the use of DLT and blockchain is imple-
mented and tested of the generation approach. Fi-
nally, the results are discussed, critically reflected
and a research outlook is presented.

4. Development of the DLT-Concept

In the previous two chapters, the status quo was de-
fined and the methodological approach of the arti-
cle was presented. Subsequently, the conception of
the blockchain approach for the generation of digi-
tal models of existing bridge structures is pre-
sented. Thereby, the general process of the model
generation and the involved stakeholders are de-
scribed in the first subchapter. This is followed by
an explanation of the integration and use of Block-
chain for the model process. On the one hand, a
system model of the integration of a blockchain
platform into existing structures is explained and
the individual system components are described.
On the other hand, the adapted and novel evolved
structures of the workflow are presented in a

sequence diagram. This enables an understanding
of the interactions occurring between the individ-
ual participants and the applied system. In princi-
ple, the approach presented in the article is devel-
oped on the basis of [9] and is supported by the ex-
isting special features of the bridge construction
sector and the BIM method.

4.1. General Process of the model generation 

The basic procedure for generating digital and se-
mantically enriched BIM models of existing
bridge structures is based on [8] and is subdivided
into five phases: (i) order placement and basic
definition, (ii) scanning, (iii) geometric transfor-
mation, (iv) as-built data analysis and semantiza-
tion, (v) platform integration and (vi) external ap-
proval for use. A total of five stakeholders are in-
volved within the approach. The main responsi-
bility for the procedure lies with the bridge oper-
ator (role: asset owner). In addition, a BIM man-
ager exists on the client side for supervising the
generation process and the internal quality audits
(role: BIM Manager). Furthermore, a surveying
company (role: Surveyor) is involved on the con-
tractor side for the scan of the bridge, and an en-
gineering company (role: BIM Engineer) is in-
volved for the creation and semantization of the
BIM model. The public construction authority
(role: Public Authority) is involved as an external
party for external acceptance and approval for
use.

In the first phase (Phase 01: Placing of order and
basic definition), the order for the model creation
is placed by the asset owner with the surveyor and
the engineering company. Subsequently (Phase
02: Scanning), the existing bridge structure is rec-
orded holistically by the surveyor using different
laser scanning methods. The resulting scan data is
then processed, homogenized and fused into a
"master point cloud". Afterwards, in the third
phase (Phase 03: geometric transformation), the
master point cloud is transformed by the surveyor
into a digital 3D model. This process step can be
performed manually [25, 26] or with the support
of intelligent algorithms [7, 8, 27]. Parallel to this,
the fourth phase (phase 04: as-built data analysis
and semantization) first focuses on the acquisition
and analysis of as-built documents. In this case,
the BIM engineer uses intelligent algorithms to
analyze and interpret relevant semantic
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information in the building documentation and
maintenance management system. In the next
step, the data is integrated or linked into the digi-
tal geometry model of the bridge from phase 03.
In the fifth phase, the semantically enriched 3D
model is then subjected to an internal quality con-
trol by the BIMManager and, if the agreed quality
is fulfilled, transferred to the open data exchange
format "Industry Foundation Class". The model is
further integrated into a Common Data Environ-
ment, serving as a central project platform that
can be used by all parties involved (Phase 05:
platform integration). At the end, the BIM model
of the bridge is checked once more by the public
construction authority and validated for the offi-
cial use in the operational phase (phase 06: exter-
nal approval).

4.2. Structure of the Blockchain approach 

After establishing a basic understanding of the
process of generating models of existing bridge
structures and the stakeholders involved, an ap-
proach using DLT and blockchain is concretized
for decentralized quality assurance and illustrated
in the systemmodel (see Fig. 1). Each project par-
ticipant becomes a user of the Blockchain (Block-
chain Stakeholder). This increases the Blockchain
to a total of five stakeholders at the beginning and

is set up as a hybrid Blockchain (source) within
the DLT platform. This enables the possibility of
a subsequent integration of additional users and
extension of use into the operational phase. The
DLT platform contains the components of the
blockchain resources and the smart contracts. The
blockchain resources include all relevant compo-
nents of an individual block in the chain. On the
one hand, this is the own hash and the hash of the
predecessor blocks (previous hash). A hash is an
unchangeable character string that acts as the
identification number of the block. On the other
hand, the block provides a timestamp and infor-
mation about the model owner, the current user or
the person responsible for the phase, as well as the
description of the current process phase. [28] The
block also contains a log for documenting all ac-
tions performed and changes made with the chain
used within the previous phase (Provenance data
protocol). For the blockchain approach, all con-
tractual agreements between the project partici-
pants are managed in the form of smart contracts
in the DLT platform in addition to the processing
of real contract documents.

Further data sets on the structure (e.g. structure
management system, as-built documentation,
etc.) and data generated in the phases (e.g. point
cloud data) are stored in further databases. These

Figure 1 System architecture of the approach
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are linked to the CDE and can only be accessed
by project participants via the CDE using gener-
ated encryption keys [29, 30]. The DLT platform
generates these keys for each registered user of
the blockchain. The CDE also stores and man-
ages the BIM model of the bridge structure at the
end. In the application scenario of generating dig-
ital models of existing bridge structures, each
phase of the procedure receives its own block in
the blockchain. Only when all parties involved in
the blockchain agree to the required quality at the
end of a phase the data is uploaded to the CDE
and the next phase can start. If there are reserva-
tions at the end of the phase, the quality of the re-
sults achieved needs to be clarified and optimized
before the procedure can progress further.

4.3. Sequence of the Blockchain approach 

In addition to the basic architecture of the block-
chain-based approach, the sequence of the gener-
ation process and the algorithmic functions are
also significant. This is examined in more detail
in this section and illustrated in a sequence dia-
gram (see Fig. 2). In this diagram, all six main
phases of the generation process are integrated
and, for compact comprehensibility, only the
most relevant sequences of actions between the
individual parties and systems are shown.

The overall responsible party over the DLT plat-
form, the blockchain, the smart contracts and the
flows is the asset owner. Each additional partici-
pant receives exclusive access to the DLT plat-
form with an individual, crypted user address.
Nevertheless, each user has an individual encryp-
tion key generated by the DLT platform for access
and data retrieval on the CDE. In conclusion, only
authorized groups of people are able to participate
in the generation process of the BIMmodel and to
use data from the CDE. All activities performed
during the generation process are tracked on the
DLT platform and stored with logs in a transpar-
ent and traceable manner. When a main phase be-
gins, the DLT platform notifies all project partic-
ipants of its start. In contrast, the successful com-
pletion of a single phase ("ApprovesSuccessful")
is also reported to all stakeholders involved and
forms the transition to the next phase. To initiate
a confirmation message, the actptance of each in-
dividual stakeholder is required in advance. This
confirmation is activated within the DLT platform

and described in the sequence diagram in gener-
alized form with the action

"AcceptanceOfAllStakeholders()".The individual
phases and their associated functions are de-
scribed in detail below:

Phase 01: placing of order and basic definition

The main asset owner is also the initiator of the
generation process and directs it to the DLT plat-
formwith the function "CreateBIM-Model()". Af-
terwards, a project room is created in the CDE by
the responsible person ("CreateProjectRoom()")
and orders are sent to the other project partici-
pants (Surveyor, BIM Engineer and BIM Man-
ager) ("ContractandOrder()"). This is followed
by the confirmation of the agreed quality by all
involved stakeholders ("AcceptanceOfAllStake-
holders()"). With the message "AssetOwnerOr-
deredCreationBIM-Model" the transition to the
second phase takes place. Prior to this, consent is
required from all other parties via the DLT plat-
form.

Phase 02: scanning

The second phase starts with the initialization of
the surveyor's scanning via the "InitiateScan-
ning()" command. As a result, all parties involved
receive a message. After the scan data is stored on
the CDE ("StoreScandata()"), the quality control
of the scan data is performed by the BIM man-
ager, "ApproveQualityofScandata()" Provided the
quality is accepted by the BIM manager and all
other parties give their consent via the DLT plat-
form ("AcceptanceOfAllStakeholders()"), the
phase is completed. This phase is terminated with
the platform reporting "ScanningSuccessful" to
all blockchain stakeholders.

Phase 03: geometric transformation

The third phase again starts with an initiation
command "InitiateGeometricTransformation()"
and the broadcast message to all stakeholders
("StartGeometricTransformation"). After pro-
cessing the scan data to a digital BIM model, its
metadata is stored in the CDE ("StoreGemoetrix-
MetaData()") and again a quality control is per-
formed by the BIM Manager "ApproveQuali-
tyofGeometricMetaData()". At the end of the
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phase, the confirmation of all parties involved is
again obtained ("AcceptanceOfAllStakehold-
ers()") and the finalization is performed by the
platform notification "Geoemtric Transformaion-
Successful".

Phase 04: as-built data analysis and semantization

After the start of the phase by the BIM-Engineer
("InitiateAsbuiltDataAnalysisAndSemantiza-
tion()") the as-built data is stored on the CDE and
the procedure is run. After successful semantici-
zation, the attributed model is stored on the CDE
("StoreSemanticizedModel()") and the quality
check of the BIM Manager ("ApproveQualitySe-
manticizedModel()") is performed. Next, the

phase is completed with the receipt of all confir-
mations in the DLT platform ("AcceptanceOfAll-
Stakeholders()") and the notification is sent to all
stakeholders ("As-builtAnalysisandSemantiza-
tionSuccessful").

Phase 05: platform integration

In this phase the model is transformed into an
open data exchange format and integrated into the
platform. The phase starts with the initiation of
the BIMmanager ("InitiatePlatformIntegratio()")
and the subsequent confirmation at the end of the
process ("ApproveIntegrationAndOpenData-
Format()"). Subsequently, the approval of all pro-
ject participants is required

Figure 2 Sequence model of the blockchain approach
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("AcceptanceOfAllStakeholders()") before the
phase is completed via the DLT platform with the
statement "PlatformIntegrationSuccessful". 

Phase 06: external approval

Before the official use of the BIM model in the
utilization phase, the external quality assurance
and approval by the bridge construction authority
takes place. This process starts by the initializa-
tion command ("InitiateExternalApprovel()") fol-
lowed by the approval when the necessary quality
criteria are met ("AcceptanceOfAllStakehold-
ers()") and the confirmation message is delivered
("ApproveOfTheBIM-Model()"). After that, the
asset owner releases the model by using it ("Re-
leaseForUse()").

The sequence diagram represents the necessary
interactions between the project participants and
the application systems very well (CDE, DLT
platform). The process is shown as an optimal se-
quence. This runs smoothly as long as all project
participants confirm all phases even when using
the block grove and DLT platform. This ensures
the integration of all participants in the complete
workflow and guarantees transparency. If a user's
confirmation request from the DLT platform is re-
jected, a phase must be run through again. This
can result in delays.

5. Implementation

After the description of the basic concept in the
previous chapter, the approach is implemented in a
first prototype as a minimal example. This is used
to demonstrate the feasibility and practicability of
the approach, which is followed by the initial de-
velopment of an algorithm for the blockchain. It
contains all phases of the generation process and
represents all project participants. The setup of the
DLT platform including smart contracts, as well as
the linkage with a CDE are not yet considered in
this article. For the programming of the blockchain,

the object-oriented programming language Python
is used. Each phase receives its own hash, a
timestamp and a hash of the previous phase. After
converting the concept into an algorithm, the
basic implementation of the concept can be con-
firmed. The result of the first blockchain for the
generation of digital models is illustrated in Fig-
ure 3. A coherent chain of individual blocks was
generated. Furthermore, all blocks of the chain
have the identical hash of the previous block. This
confirms the functionality of the system. It also
ensures the decentralization of the approach and
creates a uniform transparency for the generation
process of the digital model of existing bridge
structures.

6. Discussion & Conclusion

The article presents an approach to generate digital
BIM models of existing bridge structures using
DLT technology and blockchain. At the beginning,
the status quo was presented by means of a litera-
ture review on the topics - (i) blockchain and digital
twin and (ii) blockchain in the construction indus-
try. This is followed by the conceptual design of
the approach. In this context, first the basic proce-
dure of the process to generate BIM models of ex-
isting bridge structures was presented, divided into
main phases and the project stakeholders. Subse-
quently, a system architecture was designed and
described to represent the basic components for the
blockchain-based generation approach. To repre-
sent the system interactions and algorithm flow, the
definition of individual functions in the system and
their systematic flows, represented in the sequence
diagram. In the next step, prototype and a func-
tional algorithm was developed. This step estab-
lishes the basic feasibility and practicability.
The approach can provide increased transparency
and decentralized quality assurance for critical in-
frastructure generation. This increases security in
the generation process and trustworthiness in digi-
tal models in operation.
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Existing limitations of the system is the singular
implementation of the blockchain, as a component
in the overall system. In addition, no testing was
done in the context of a case study on a real demon-
strator. These points will be considered and imple-
mented in future research activities of the authors.
Fundamentally, the article provides an approach
for the decentralized generation and subsequent
use of digital models of critical infrastructure sys-
tems. Furthermore, the approach increases the level
of automation and security and promotes collabo-
ration and trust among stakeholders.
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