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Aspects of modern warfare are moved into the information technology space before kinetic
military operations to affect, disrupt, mess up, or influence an adversary's decision-makers.
According to researchers, the concept of information threats can be based on the concept of
information confrontation — a war without declared front lines, where it is practically difficult or
impossible to detect ongoing information operations, but informational and technical, as well as
informational and psychological components of informational threats can be distinguished (M.
Kitsa et al., 2019).

According to Y. Firinci (2020), as technological progress increases, the impact on the military
also increases. Thus, based on the identified means and methods of information warfare, it can
be assumed that one of the most effective methods of information warfare is to influence human
psychological and cognitive behavior by means of INO and PSO (Z. Modrozejewski. 2018; T.
Thomas, 2014).

The goal of this research is to assess the response of a military unit to information threats and
the ability of soldiers to identify information threat attacks. The study hypotheses are tested on a
sample of 152 soldiers of the military unit. To evaluate the resistance of the military unit to
informational threats and to identify the best ways to strengthen the resistance of the soldiers, this
study examined: (1) the ability of military unit soldiers to identify information threat attacks; (2)
factors that determine whether a military unit is resilient to information threats; (3) informational
threats that have the greatest impact on soldiers. The SPSS v29.0 statistical software package was
used and the data collected were analyzed by structural equation modeling.

The results of the study showed that respondents react differently to information threats
depending on their experience and education. The simulation results allow us to assume that
properly prepared soldiers of a military unit are able to identify information threats and take
countermeasures, that is, manage the effects of the information environment. The ability to
purposefully train personnel and apply preventive measures would increase the resistance of a
military unit to informational threats.
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