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Counterfeiting in electronics is a growing fraudulent business and a challenging detecting activity. Industry 4.0 can
be easily affected by counterfeit electronics, considering the massive use of physical devices and the large amounts
of data generated that could be disclosed, causing safety risks and know-how loss. If not detected, counterfeit
electronics can lead to software, hardware, network and information security problems and disastrous system
breakdowns during field operations. The range of counterfeit electronics, from recycled to tampered parts, adds to
this complexity, highlighting the need for advanced detection methods.

This work aims to raise awareness about the risks of using electronics purchased from unauthorized distributors,
which could lead to the procurement of counterfeit devices. It will also provide an overview of methodologies to
mitigate these risks when forced to procure components from unauthorized suppliers. Finally, it will propose a non-
destructive detection approach that relies on electrical measurements and machine-learning algorithms, which could
be trained during in-line operation. It could offer a low-cost solution to this pervasive problem, at least for simple
electronic devices.

Keywords: Counterfeit electronics risks, Fake electronics, Non-destructive detection, Machine learning, IoT,

Industry 4.0.

1. Introduction

The transformation of the industrial structure
facilitated by the extraordinary technological
advancement through the utilization of Artificial
Intelligence (Al), the Internet of Things (IoT), and
big data is called the Fourth Industrial Revolution.
IoT and digitalization have become usual for
Industry 4.0, and many data characterizing
processes are generated. They could be disclosed,
causing security problems and know-how loss. In
addition, as the IoT already involves
heterogeneous field applications (Borgia 2014,
Kelly et al. 2013, Mohammadrezaei et al. 2020,
Pettorru et al. 2023, Dhingra et al 2019, Singh et
al. 2020) and brings numerous new possibilities,
it is expected to be widely applied even more and
more to industry and home solutions. As IoT
integrates  various internet technologies -
powerful devices capable of sensing, processing,
and exchanging data, new low-energy
communication protocols, big data, and cloud

systems - it is obviously very strategic to use
security technologies to deal with security issues.
Up to now, several research groups have
considered cyberattack security aspects and
significant risks and vulnerability to privacy and
security (Radovan 2017, Mishra 2021, Farkas
2024, Hasan 2019), neglecting the critical issues
of hardware reliability caused by electronic
devices acquired from unauthorized distributors.
In the ToT ecosystem, hardware plays a crucial
role and hardware trust across the IoT supply
chain is an urgent issue (Yang et al. 2017). More
cost-effectiveness is generally obtained by using
commercial off-the-shelf (COTS) electronic
components in the IoT perception layer (Sauter
2023). In the unofficial (grey) market (Bopp et al.
1995, Mura 2018), low prices and immediate
availability become very attractive even without
absolute assurances about quality and reliability.
Simply over-relying on unofficial distributors is
no longer safe considering the risk of acquiring
counterfeit electronics. Moreover, it's crucial to
recognize that even minor components within an
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IoT system can significantly influence the overall
application. If these components do not function
correctly, are low-performing, or catastrophically
fail, they can seriously impact the system.
Therefore, attention to every aspect and hardware
involved in the IoT application is essential for
ensuring robust performance and high
availability.

Counterfeit electronic components are fraudulent
copies, imitations, or substitutes marked as
genuine or altered without the legal right to
mislead or defraud. They can be recycled, re-
marked, scrapped and tampered parts. The buyer
is unaware they can have reduced lifespan, show
design weaknesses or internal defects, or give
access to sensitive functionalities/information of
the system. In conclusion, they will probably not
work as expected in terms of performance,
quality, reliability and security. The presence of
counterfeit electronics in critical systems
(military, biomedical, automotive, and space) can
cause substantial reliability risks and safety and
security problems. Reliability risks from
counterfeit electronics are clearly explained in
(Brett 2025, SASC 2012, Stradley 2006, DiMase
2016, Mura 2022, Mura 2024). Avoiding
counterfeit parts becomes particularly acute when
obsolescence necessitates using parts from
sources other than the original manufacturer or
when procurement from an authorized distributor
requests a long lead time. One could be forced to
procure the part from unauthorized distributors,
and the possibility of acquiring fake devices is not
negligible. Consequently, there is an increasing
need for non-destructive detection methods to
spot counterfeit devices and mitigate counterfeit
issues in the IoT perception layer without
incurring high costs.

This work proposes a case study where a viable
non-destructive detection method based on pure
electrical measurements and simple machine
learning algorithms is developed and tested. It
represents a potentially trained in-line low-cost
solution, at least for simple electronic devices.

2. Industry 4.0 and the counterfeit problem

The Industrial IoT (IIoT) refers explicitly to the
use of 10T in the fourth-generation industry. The
aim is to optimize production, quality control, and
predictive maintenance to reduce system
downtime. Data can contain information about
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monitoring and controlling the production process
or related to the place, time, design documents,
materials and parts. By unauthorized propagation
of this information, the production process and
the product can be disclosed. Moreover, devices
that cannot accomplish the intended function can
cause system unavailability or production
unconformities. The prevalent focus regarding
IoT problems concerns securing critical IoT
networks, e.g., by emulating cyberattacks to
protect the connected devices and the networks
they use for communication. Safety, security, and
continuity are the principal challenges in this
context. Considering electronic devices in the
perception layer, the IoT anti-counterfeiting
approaches proposed in the literature rely, in most
cases, on traceability using identifiers/enablers
such as EPC, IMEI, even by employing NFC and
RFID technologies, and DOA-based systems
(Yang 2017, Gayialis et al. 2022, Al-Bahri et al
2018) The physical analysis of the hardware, such
as sensors and their conditioning signals, used for
the realization of IoT systems is not considered at
the state-of-the-art. The present work would raise
awareness that using COTS acquired from
unauthorized distributors exposes one to a high
risk of procuring counterfeit devices and
emphasizes that detection procedures can help
minimize the potential introduction of counterfeit
devices in the supply chain.

3. Counterfeit electronics detection techniques

When dealing with suspect devices, it is important
to use a standardized approach whenever it is
possible or mandatory to do so. This will ensure
consistency and clarity in the work being done.
SAE Aecrospace Standards AS5553 and AS6081
were developed in response to a significant and
increasing volume of fraudulent/counterfeit
electronic parts entering the aerospace supply
chain, posing significant performance, reliability,
and safety risks. The SAE Aerospace Standard
AS6171A (SAE International 2018) and its slash
sheets provide guidance and plenty of helpful
examples for suspect counterfeit part detection. It
includes  non-destructive  and  destructive
approaches. Further Standards are published by
Independent  Distributors  of  Electronics
Association (IDEA), JEDEC Solid State
Technology Association, Institute of Printed
Circuits (JEDEC), Institute for Interconnecting
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and Packaging Electronic Circuits
Electronic Industries Alliance (EIA).

(IPC),

4. The proposed case study

The devices under analysis are low-power audio
amplifiers designed for low-voltage consumer
applications and provided in a plastic dual-in-line
package. This kind of device is widely used in IoT
applications, especially for signal conditioning in
sound sensors-based systems or COTS speakers and
can be integrated into external audio modules as
reported in (Rivadeneira et al. 2024, Jafarzadeh et al.
2021, Babu et al. 2022, Maity 2020, Zhang 2022).
Standard-based destructive approaches are proposed
to authenticate these devices in (Mura 2020, Mura
2021). The physical destruction of a suspected
device to prove its authenticity can be necessary
when performing failure analysis, but it is not an
affordable approach in a systems production line
where authentic devices must be mounted. This
work compares the electrical characteristics of
counterfeit amplifiers acquired from unauthorized
distributors with a vast set of original amplifiers
acquired from an official distributor to train
algorithms to detect counterfeit devices. Electrical
characterization plays a fundamental role (Deen
2017, Mura et al. 2013, Vanzi et al. 2017) in
detecting parametric and manufacturing defects,
anomalies, and failures and, most importantly, in
this context, can ascribe differences in layouts (SAE
International 2016).

4.1. Machine learning based approach

For the study, 233 original and 318 counterfeit
devices were measured. Original devices are
representative of different production lots, while
counterfeit devices belong to three different kinds of
copycat of the original ones. Counterfeit devices are
parts of some sets already analyzed destructively.
According to the manufacturer's datasheet
information, three electrical characteristics were
acquired for each device. The study was structured
into two phases. The first phase involved the study
of the features. In addition to the three features
corresponding to the three measurements, a further
feature, the slope, was included in the set. The
analysis of the features' distribution and correlation
enabled the second phase, which focused on the

selection of the algorithms. The pairplot of the
dataset is reported in figure 1. KNN (k-nearest
neighbours) and linear SVM (support-vector
machines) were selected. The KNN and SVM test
performance comparison is outlined in Table 1 and
Table 2.

Table 1. KNN and SVM test performance
comparison. The lines refer to the training with
three features.

ML Accuracy  Precision  Recall F-Score
model

KNN 99.4% 98.8% 99.7%  99.3%
n=11

SVM 94.3% 92.5% 93.9%  932%

C=10

Table 2. KNN and SVM test performance
comparison. The lines refer to the training with
four features.

ML Accuracy  Precision  Recall F-Score
model

KNN 100% 100% 100% 100%
n=11

SVM 100% 100% 100% 100%
1<C<10

The test results revealed that both algorithms
perform excellently on devices of the same type of
those used in the training phase when four features
are considered. Performances of 100% reported in
Table 2 derive from the data distribution obtained
from the introduction of the fourth feature (the slope
of the quiescent current vs supply voltage). In Figure
1, in the pair plots containing the slope current, the
two classes of devices are perfectly separated,
leading to an effective classification of the
devices in the test phase.

This enables the model to recognize original
devices and counterfeits of the same kind as those
used in the training phase. On the contrary, when
the current slope is not considered, a partial
superposition of the data distributions can be
observed, as in the top-left 3x3 matrix in Figure
1, leading to less accurate test results for the three-
features model, reported in Table 1.
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Figure 1. Pairplot of the dataset under analysis.

Further sets of devices acquired from unauthorized
distributors (A, B, C and D) were verified with best-
performing algorithms to test the algorithm's
capability of recognizing even other counterfeit
types. Results from the classification are reported
in Table 3.

Table 3. Original and counterfeit authentication by
using the algorithms.

ML A B C D

model

KNN Original Original Counterfeit Counterfeit
SVM Counterfeit Original  Counterfeit Original

KNN and SVM coherently classify device B as
original and C as counterfeit (C is from the same
kind of those used in the training phase but
different lot), while devices A and D are classified
differently. In these cases, a prudent strategy
should prioritize the “counterfeif” given by at
least one of the algorithms.

The chemical removal of the plastic packages
enabled the analysis of the layout, confirming that
B is original, and A, C, and D are counterfeits.

Conclusion

The outlined results proposed in this work
demonstrate that machine learning-assisted
electrical measurements can be a highly effective
way to authenticate electronic products when

non-destructive verification is required. This
approach represents a quick and cheap way to
introduce mitigation against the penetration of
counterfeit devices in [oT systems. In non-critical
applications, where the electrical measurements
are a daily part of a non-destructive screening
approach before mounting the devices, the
availability of a vast set of features from original
devices can be quickly obtained. The additional
little effort is related to the population of a dataset
with features belonging to counterfeits. The huge
advantage is that an improved daily in-line
approach for detecting counterfeits is quickly
available, minimizing the risk of counterfeits
entering the production line. It provides a good
balance between risks, testing costs, and benefits
for non-critical applications. Moreover, it can
support a properly planned standard-based
detection strategy in critical applications. The
proposed approach could be adapted for more
complex devices if a reasonable number of
custom features highlighting the analyzed
device's specific characteristics can be identified.
As it can detect different LM copycats, remarked,
and out-of-spec/defective devices, currently,
activities on the LMxxx aim to enlarge the
dataset, train the algorithms for new kinds of
counterfeits and inspect whether even aged devices
are ecasily detectable with this approach.
Additionally, this work paves the way towards the
authentication of the LM when already integrated
into commercial modules, assuming that if the key
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device is authentic, the module is highly likely to be
authentic.
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