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The petroleum sector is a safety-critical sector that is increasingly investing in automation and remote operation 
technologies to increase the safety and efficiency of its processes. For a safe and resilient transition, the petroleum 
sector would benefit from integration of human factors approaches to optimize system design in complex human- 
automation interactive systems. While most research focuses on the investigation of failures and accidents in 
complex systems, our aim in this paper is to explore the design strategies that enhance the overall system 
performance. We consider this a successful design. The research question that we posed was: what human factors 
principles can be deployed in interactive automation and remote operation systems design in the petroleum sector? 
This paper is part of the Meaningful Human Control (MAS) project where a larger literature review was conducted 
to identify successful design principles across various sectors. This article zooms in on the petroleum sector 
literature. Following a set of inclusion criteria, we have selected a representative sample of articles to be included 
in analysis. A total of nine articles were selected for full-text analysis, using the thematic analysis method. 
Interventions deployed and recommended in the petroleum sector were derived from the articles. The results showed 
the importance of predesign stage, inclusion of the right expertise early on. Furthermore, Human-Centred Design 
guidelines should be applied. All the stages must be peer-reviewed, and verification and validation tests must be 
conducted throughout the design process. Additionally, organizational human factors principles, which are key to 
successful automation and remote operations in the petroleum sector, should be incorporated. 
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1. Introduction 

Automated control systems can be highly 
beneficial in offshore drilling rigs due to the 
complexity of their operations (Haas, 2013). 
However, advanced automated systems introduce 
new challenges, as they are more difficult to 
comprehend and intervene in when unexpected 
events occur. By considering human factors and 
design principles in the development of human–
automation interactive systems, the full potential of 
both the human agent and the automation agent can 
be utilized. 

Accidents and unwanted incidents in the industry 
clearly indicate that a focus on human factors and 
human-centred design could be beneficial. For 
example, a design and implementation process that 
did not sufficiently involve end users from the early 
phases led to the evacuation and shutdown of an oil 
and gas platform, which remained closed for 
several months (Sætren et al., 2016). A well-known 
petroleum sector accident where lack of human-
centred design played a role, is the Deepwater 
Horizon accident (National Commission, 2011). 
Another example is the collision between the 
Sjøborg supply ship and the oil and gas platform 
Statfjord A (Petroleumstilsynet, 2019). Cognitive 
challenges were key factors in all these accidents. 
Proper integration of human factors expertise into 
the design process of these systems could have 
prevented these accidents. 

Research supports the early integration of human 
factors in design processes to prevent accidents and 
improve system efficiency and usability (Bennett 
& Flach, 2019; Carayon, 2006; Endsley, 2019). 
Accidents often occur due to a limited 
understanding of real-world use cases and 
workflows. Studies emphasize that involving end 
users throughout the design and implementation 
stages, especially during the planning phase, 
reduces costs and increases effectiveness 
(Beuscart-Zéphir, 2007; Vredenburg et al., 2002). 
Despite the availability of human-centred design 
(HCD) methods, the petroleum sector faces 
challenges in their timely application (Ernstsen et 
al., 2021; Sætren et al., 2016). Human factors 
experts are often excluded from early design 
phases, and key principles of classical design 

approaches inadequately address ergonomic, 
cognitive, and organizational aspects (Johnsen et 
al., 2017; Johnsen & Winge, 2023). To achieve 
better outcomes, it is vital to involve all 
stakeholders affected by design solutions and adopt 
a broader perspective on HCD. This practice 
should not be limited to learning from failures but 
should instead serve as a proactive measure to 
design safe automated and autonomous systems 
based on established literature findings to optimize 
safety, performance, and user satisfaction (Lee et 
al., 2017). The aim of this review is to present a 
general account of some of these principles found 
in the literature. 
 
2. Method   

This review paper examines recent literature 
relevant to the research question: What human 
factors and design principles contribute to 
successful automation and remote operation in 
interactive systems in the petroleum sector? 

This paper focuses on a subset of a broader 
systematic literature review (SLR) conducted as 
part of the Meaningful Human Control (MAS) 
project, which explores digitalization and 
automation design applications in safety-critical 
sectors, with the scope of the project being on 
transportation and petroleum system in particular. 
Since transportation focuses on transport of goods 
and passengers, we decided to group them 
separately from the petroleum sector that has its 
own particular operations, such as drilling 
operation. However, similarities in approaches and 
design principles exists, for example regarding the 
remote centre operation design. 

The search was conducted in November 2022 
using Web of Science, Scopus, Dimensions, 
Compendex, and IEEE databases. Employing the 
PICO (Population, Intervention, Control, 
Outcome) framework, the research team developed 
and refined a search string through iterative testing 
before executing the final search. Duplicates were 
removed, and the remaining abstracts were 
screened and evaluated for relevance. See 
Saghafian et al. (2025) for a detailed description of 
the process. A total of 378 publications remained, 
with the majority of articles focused on the 
transportation sector. The remaining papers that 
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met the inclusion criteria within the petroleum 
sector were selected for further analysis. An 
overview of this process is provided in figure 1. 

 

Fig. 1. The overview of the SLR process. 

The selected articles (see Table 2.) were analysed 
thematically to derive information on what was 
considered successful system performance and 
what principles were associated with that.  

Table 1. The overview of the articles selected for 
thematic analysis 

Author      Year     Reference Type 

Aitken et al. 2017 Conference  

Amezaga et al. 2020 Conference 

Antonovsky et al. 2014 Journal  

Carpenter, C 2022 Journal  

Haas, D 2013 Conference  

Henriksen et al. 2016 Conference  

Hoyle and Peres 2017 Journal  

Patel et al. 2020 Conference  

Thorrud et al. 2020 Journal  

There were six steps in the analysis following 
Braun and Clarke (2006) recommendation: (1) 
reading the full text, (2) coding the parts of the 
article that were relevant for the research question, 
(3) grouping the codes together, (4) review them 
and recategorize them based on their underlying 
common thread, (5) define the groups as themes 

and finally (6) writing the themes and subthemes 
(See figure 2). 

Fig. 2. The overview of the thematic analysis process. 
 

3. Results   

Amongst the derived themes, we choose to focus 
on two relevant themes in this paper:  

(i) what does successful system design entail? 

(ii) what human factors and design interventions 
can lead to successful system performance? 

3.1. Defining successful system properties 
To identify successful design principles, it is 
essential to define success based on sector-
specific literature. However, the concept of 
successful design varies across industries and 
stakeholders, making it difficult to establish a 
universal definition. A practical approach is to 
derive the definition from the sector’s own 
discourse. 
Literature within the petroleum industry indicates 
that a well-designed automation and remote 
operation system enhances efficiency by reducing 
the time required to detect errors (Carpenter, 
2022), thereby minimizing risks and costs. 
Effective design also simplifies operations, 
making them faster and safer (Amezaga et al., 
2020). A key factor in success is the shift from 
reactive to predictive systems, particularly 
concerning alarms and notifications (Aitken et al., 
2017). Additionally, corrective maintenance 
should be based on accurate problem detection 
and the application of the most effective solutions 
(Antonovsky et al., 2014). 

Another critical aspect of successful system 
design is the seamless integration of multiple 
systems. In the petroleum sector, various 
organizations, contractors, and stakeholders 
operate with distinct systems and tools. A well-
designed system must feature an open 
architecture that enables interoperability, 
allowing operators to manage operations safely, 
efficiently, and easily from a remote human–
machine interface (Amezaga et al., 2020). 
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3.2. Human factors interventions  
A number of subthemes were identified that help 
understand what interventions have been 
associated with desired system outcomes. These 
can be considered as lessons learned from 
executed system developments. 

3.2.1. Develop thorough ConOps 
Successful design starts with planning and a well-
thought-out concept and requirements set that is 
documented. This is referred to as the concept of 
operations (ConOps) (Haas, 2013). This 
document outlines the specific problems that 
needs to be addressed, the end goal, the user needs 
and how these needs are going to be addressed, 
the system architecture and requirements and the 
possible constraints, and the demands of the 
various stakeholders that will be impacted by the 
system. The validation and verification of the 
requirements are critical details in ConOps as well 
as strategies to deal with defects in the system. 
Additionally, a Failure Modes Effects and 
Criticality Analysis (FMECA) should be 
conducted to see how the design concept can be 
modified. A successful design process must track 
back to the ConOps where the needs and 
requirements are outlined in detail. Traceability is 
an important theme throughout the design process 
that ensures that each requirement can be checked 
with a parent criterion in the ConOps. It makes 
sure that the design satisfies the requirement 
(Haas, 2013). 
 
3.2.2. Aim for open architecture  
A system architecture consists of the expected 
performance and functionalities, the use of 
technology, the interfaces, and the design 
decisions that are also addressed in ConOps 
(Haas, 2013). A successful system design enables 
the integration of all the subsystems in an open 
architecture operational model that allows all the 
equipment from various stakeholders on the rig to 
be plugged and operated from a common interface 
(Amezaga et al., 2020). The equipment and the 
interface integration should be designed in a 
modular and standardized way (Patel et al., 2020). 
It is beneficial to design the system based on 
existing infrastructure and with the integrability 
of the system in mind. 

 

 

3.2.3. Follow human-centred design guidelines  
One of the HCA design guidelines concerns the 
shared control. This refers to systems where a 
human operator and the automation share 
(Henriksen et al. 2016). One way to design for 
shared control is to determine under what 
conditions do operators experience higher levels 
of stress and have lower reaction time, or higher 
propensity for making mistakes due to stress 
measures for example through body temperature 
(Carpenter, 2022).  

Another way of designing for control is to 
determine the Level of Automation (LoA) at the 
design stage and to decide on how to allocate 
functions between the human and the technology. 
Function allocation can be done based on Fitts’s 
list (Fitts, 1951) that allocates the task to human 
or the machine (Henriksen et al., 2016).  

A well-designed Human-Centred Automation 
(HCA) system enhances both comprehensibility 
and predictability for human operators, ensuring 
they can effectively interact with automation 
(Henriksen et al., 2016). If an operator needs to 
investigate an anomaly or inspect a specific issue, 
the system should save the point of departure and 
allow an easy return to normal operations, 
minimizing the effort required for intervention 
(Henriksen et al., 2016). Additionally, automation 
can be designed to monitor human actions and 
help prevent errors. Research shows that 
automated systems detect failures faster than 
human operators (Carpenter, 2022). Aitken et al. 
(2017) describe an automated system that 
identifies operational stalls or when predefined 
limits are approached. It then notifies the operator 
and allows manual intervention as long as safety 
thresholds have not been exceeded. However, if 
the system detects that operational limits have 
been breached beyond a safe margin, it will take 
necessary action without waiting for the operator 
to override. 

3.2.4. Ensure transparency and consistency 
Although transparency is not explicitly mentioned 
in the reviewed literature, it is implied through the 
need for observability, comprehensibility, and 
predictability in system design. Operators must 
clearly understand the system (Henriksen et al., 
2016), and in complex environments, relevant 
information should be presented intuitively and 
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holistically (Thorrud et al., 2020). Transparency 
should extend beyond the operator to include 
other systems and interfaces, ensuring seamless 
communication between hardware, software, and 
the environment (Haas, 2013). Additionally, 
predictability and consistency are key. The 
operator’s commands should always produce the 
same, immediate, and safe response in a 
predictable and consistent way (Henriksen et al., 
2016). 

3.2.5. Support proactive situational awareness  
Thorrud et al. (2020) emphasize the importance of 
situational awareness by ensuring operators 
receive relevant information for better decision-
making. Automated systems should detect 
discrepancies between theoretical and actual data 
(Carpenter, 2022) and communicate them 
effectively, typically via alarms. However, alarms 
without sufficient context can hinder rather than 
help, making it difficult for operators to diagnose 
issues. Additionally, false alarms can overload 
operators cognitively, reducing their ability to 
respond effectively (Thorrud et al., 2020). 

In high-risk environments like offshore drilling, 
split-second decisions are critical, as errors can 
lead to severe injuries, fatalities, and significant 
financial losses (Hoyle, 2017). Operators must 
process multiple information sources under 
pressure, making alarm design crucial. Instead of 
relying on retrospective diagnoses, systems 
should proactively enhance situational awareness 
through sensors, transmitters, and trend 
visualization of both normal and deviating 
patterns (Thorrud et al., 2020) and help 
distinguish false alarms and improve decision-
making. 

3.2.6. Perform verification and validation tests 
based on ConOps and FMECA  
Patel et al. (2020) emphasize that designers must 
anticipate new risks, especially when 
transitioning from manned facilities to remote 
operations and implement mitigation strategies 
accordingly. To improve system reliability early 
on, Haas (2013) recommends conducting a 
Failure Modes, Effects, and Criticality Analysis 
(FMECA) during the design phase, allowing 
potential issues to be addressed before 
implementation. For validating new technology, 
Patel et al. (2020) advocate using Technology 
Qualification (TQ), a structured approach that 

includes design verification, validation testing, 
material selection, construction monitoring, and 
life cycle management. Additionally, several 
reliability strategies should be integrated into 
system design, such as maintenance analysis, 
minimizing downtime, optimizing inspection 
time, selecting the best corrective actions for 
various failure scenarios, and prioritizing 
predictive maintenance over reactive 
maintenance (Patel et al., 2020). 
 
3.2.7. Test and evaluate the system design stages  
Simulator testing plays a crucial role in evaluating 
system resilience and training operators in safety-
critical environments. It allows for controlled 
fault introduction to assess tolerance, resilience, 
and safety boundaries (Haas, 2013). Aitken et al. 
(2017) suggest enhancing simulations by 
incorporating real-time operational data. This 
refines programmable logic controllers that 
intervene when performance deviates from target. 
This approach improves automation predictability 
and reliability for operators. 

Throughout the entire product life cycle, peer 
reviews are essential to ensure objective feedback 
on design modifications (Haas, 2013). However, 
designers must be cautious of over-automation, as 
some tasks still require human supervision due to 
cost or complexity (Henriksen et al., 2016). This 
aligns with the compensatory principle from 
Fitts’s list (1951), which emphasizes balanced 
task delegation between humans and automation. 
Additionally, designers must adopt a long-term 
perspective, prioritizing safety and design 
reliability over short-term pressures of time and 
budget constraints (Haas, 2013). 

3.2.8. Update industry-wide standardization and 
guidelines 
The literature highlights the importance of 
standardization and guidelines in the petroleum 
sector. While several industry standards exist, 
further standardization is necessary for remotely 
operated, minimally manned, and unmanned 
facilities (Patel et al., 2020). Standards evolve 
over time to address emerging challenges, and 
implementing standardized verification and 
validation tests can help reduce automation-
related accidents (Haas, 2013). Another key 
aspect is the need for standardized system design 
and integration to enable seamless cooperation 
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among multiple interfaces and systems. Amezaga 
et al. (2020) stressed the importance of 
standardizing interfaces in the petroleum sector. 
The current lack of standardized equipment and 
interfaces has led to redundant equipment in 
hazardous red zones on rigs, further complicating 
an already complex system. Lessons from the 
aerospace industry demonstrate how rigorous 
software standardization contribute to safe, 
reliable, and high-performing systems, allowing 
human-technology collaboration under extreme 
conditions (Haas, 2013). These established 
standards could serve as a model for the 
petroleum sector to enhance its standardization 
processes, improving both safety and operational 
efficiency. 
 
4. Discussion and conclusion 

The aim of this paper was to identify human 
factors and design principles and practices that 
enhance the success of human–automation 
interactive systems in the petroleum sector. The 
research question was what human factors and 
design principles contribute to successful 
automation and remote operation in interactive 
systems in the petroleum sector? 

Successful system design starts from planning and 
continues after system is in use and expands into 
standardization. The ConOps play a key role, and 
they could be based on mature design examples. 
Open architecture and ensuring integration of 
systems must be considered. Human-centred 
design principles, transparency, situational 
awareness must be incorporated in design. 
Automation behaviour must be predictable and 
consistent so that it can be relied on. Using 
simulation, verification and validation testing, 
peer-reviewed evaluation throughout system 
lifetime are necessary. The system design and the 
industry standards must be kept up to date. 

It relies on developing a shared understanding of 
both the desired outcomes and the process to 
achieve them. The team of relevant stakeholders 
collaboratively defines success and participates in 
co-creating the Concept of Operations (ConOps). 
When this predesign stage is executed effectively 
with the inclusion of appropriate expertise, 
potential complexities and setbacks can be 
identified early, allowing for expanded system 
buffer margins and a more resilient design. 

Adhering to human-centred design (HCD) 
guidelines is essential, with an emphasis on 
supporting transparency and proactive situational 
awareness through design. Peer reviews, as well as 
verification and validation tests, should be 
integrated at every stage of the design process. 
Additionally, applying organizational human 
factors principles, such as ensuring proper resource 
allocation, fostering co-creation and teamwork, 
and integrating multiple systems, interfaces, and 
workflows is critical for advancing successful 
automation and remote operations in the petroleum 
sector. 

The regulations should become clearer and more 
forceful with implementing the validation and 
verification tests based on ConOps, including 
peer-reviewed and approved design steps and 
practices. What is missing here in the literature 
reviewed, is the importance of designing for 
relationships between the agents that will be 
interacting with and through the system after a 
system is built and put into use. In other words, 
the system design must consider how various 
stakeholders will be interacting and how this 
might change, and how it may be managed best. 
This is aligned with organizational human factors 
where technical support, training and 
accountability is emphasized. This is when co-
creation can be perpetuated. Indeed, a shift from 
user-centred design to co-creation is called for 
(Sanders and Stappers, 2008), especially in 
complex, multi-stakeholders and evolving 
systems such as the petroleum sector.  

There is not much empirical evidence of specific 
design interventions that have been proved to 
have a significant effect on the system outcome. 
This is partly because in different contexts, 
successful system design outcome is defined 
differently. Furthermore, the design guidelines 
are either very specific and focused on the 
logarithmic adjustments, or they are very broad 
and often descriptive. The thematic analyses of 
the papers could identify some of the good 
practices but there is a gap in the literature 
regarding quantifying the impact of these 
practices on the successfulness of the final system 
outcome. It seems to be generally agreed upon 
that HCD concepts such as situational awareness, 
transparency, and workload are important 
considerations in design. However, despite 
measures in place to quantify these variables, they 
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are very context-bound, meaning that every 
system, user, context, and out-of-design domain 
event influences these factors differently. More 
data needs to be gathered across contexts and 
sectors to create better models of interaction 
between these variables.  

Future research can focus on how to 
operationalize successful design better and how to 
measure this success. The difficulty of doing so is 
that success is not a singular outcome of a singular 
intervention but a desired outcome of a myriad of 
elements in the system performing well and 
interacting well with other elements. Future 
research can try to simulate the design processes 
with and without the suggested intervention to 
measure whether and how they exert an influence. 
More studies are needed to understand the 
complex system and to distinguish what exact 
design development intervention is needed, by 
whom and when at every level of the system to 
achieve an overall satisfactory outcome based on 
ConOps and a predefined success outcome. 
Furthermore, as automation is increasing across 
the industry, more research is needed to 
understand emerging human factors and design 
principles needs for advances of artificial 
intelligence in increasingly more automation 
applications in petroleum sector. 
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