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Third-party risk management is crucial for organizations to manage potential risks associated with outsourcing and
supply chain operations. While the topic of third-party risk management has been widely discussed in professional
literature and regulatory papers, it remains an emerging area of research in scientific literature.

The purpose of this theoretical paper is to examine the overall landscape of research devoted to the third-party risk
topic and to answer key questions: 1. What is the definition of third-party risk in scientific research? 2. What types
of risks are managed within third-party risk management frameworks, and 3. What is the essential difference
between third-party risk, vendor risk, and supplier risk concepts?

To achieve this goal, a systematic literature review using the PRISMA 2020 methodology was conducted. A total
of 107 unique publications were identified in the Scopus and Web of Science databases using the keyword “third-
party risk” and analyzed using a two-stage approach: first through an abstract review, followed by a full-text
analysis. The papers included in the final set were further analyzed using bibliometric and content analysis methods.
From a theoretical perspective, the research findings provide a comprehensive overview of previous work on the
topic of third-party risk, highlighting future research opportunities. From a practitioner's perspective, this research
helps clarify the conceptual differences between vendor risk, supplier risk, and third-party risk, supporting the
development of a more effective organizational risk management program.

Keywords: third-party risk, operational risk, supplier risk, vendor risk, risk management, systematic literature

review, risk governance.

1. Introduction

Modern business ecosystems depend heavily on
third-party relationships, meaning that most
business processes cannot operate without products
or services provided by external parties. This
reliance makes the risks associated with external
parties more significant (Ramasubramaniam and
Singh 2020; Keskin et al. 2021).

In recent years, regulators have paid more
attention to third-party oversight, motivating
organizations to improve their third-party risk
management practices (Ramasubramaniam and
Singh 2020). One important regulation in this area is
the European Union’s Digital Operational
Resilience Act (DORA), which came into effect on
January 16, 2023, and will apply to the entire
financial sector starting January 17, 2025. Among
other aspects of digital resilience, DORA focuses on
ICT third-party risk, defined as “ICT risk that may
arise for a financial entity in relation to its use of ICT
services provided by ICT third-party service
providers or by subcontractors of the latter,
including through outsourcing arrangements”
(European Commission 2022).

While the regulation introduces the principle
of proportionality - stating that financial entities
should manage ICT third-party risks based on how
critical certain services are and their impact on
financial service continuity - it does not provide a
detailed framework or specify the types of risks to
be managed.

This paper explores several key research
questions:

RQ1: What is the definition of third-party risk
in scientific research?

RQ2: What types of risks are managed within
third-party risk management frameworks?

RQ3: What is the essential difference between
the concepts of third-party risk, vendor risk, and
supplier risk?

Since the author’s first language is not English,
the text has been proofread using OpenAl GPT-4o
and Grammarly to correct any spelling or grammar
errors. The author has reviewed the text after using
these tools and takes full responsibility for the
content of the publication.
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2. Research Design and Methodology

A systematic literature review was conducted
following the PRISMA 2020 methodology (Page et
al. 2021) to address the research questions. The
keyword “third-party risk’” was searched on October
12, 2024, focusing on papers’ titles, abstracts, and
keywords. The search was carried out in the Scopus
(Elsevier, n.d.) and Web of Science (Clarivate, n.d.)
databases, resulting in 108 sources from Scopus and
26 sources from Web of Science. After removing
duplicates, 107 unique papers were identified.

The identified papers reveal a growing interest
in the third-party risk topic over time. Before the
year 2000, the interest was minimal, with no
publications or just 1-2 documents. A gradual
increase began after 2000, with significant growth in
publications starting around 2015. The interest
peaked in 2024, with 15 publications recorded
within an incomplete year. The trend in the number
of publications over time is illustrated in Figure 1
below.

1975 1979 1983 1987 1991 1995 1999 2003 2007 2011 2015 2019 2023 2.
Year

Fig. 1. Number of conference proceedings and research
papers containing the keyword “third-party risk” in the
abstract, title, or keywords published per year (Elsevier,
n.d.)

The abstracts of the identified papers were
further analyzed using the following inclusion
criteria:

1) The research should explicitly address third-
party risk.

(i)  The term “third-party risk” must be applied
within an operational risk management
context of organization.

For example, it was observed that in the field
of aviation (n=34 from the retrieved papers), third-
party risk is often discussed in the context of "safety
(risk) for the people on the ground, who are
involuntarily exposed to an aircraft accident”
(Aalmoes et al., 2015), therefore such papers were
excluded from the analysis. Another exclusion

criterion was the focus on risks to a third party, rather
than risks originating from third parties.

Based on the inclusion and exclusion criteria,
31 papers were selected for further analysis. Of
these, five papers were unavailable to the author,
leaving 26 papers for detailed review. After applying
the criteria to the full texts, 10 papers were excluded,
resulting in a final set of 16 papers included in this
analysis. The process of paper selection and analysis
is depicted in Figure 2 below.
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Fig. 2. Systematic literature review process

3. Research Findings
3.1. Bibliometric analysis results

The analysis included a total of 16 publications,
comprising five conference proceedings and 11
scientific articles. The topic, in the reviewed context,
first appeared in publications in 2016. It began to
gain more attention in 2019 and reached its peak in
2024, with five papers published.

2
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Fig. 3. Papers included in the analysis based on
publication type and year (Author’s research)
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The analysis revealed no recurring authors or
publication sources among the papers. Two of the
analyzed papers did not include the author’s
affiliation. For the remaining 14 papers, authors
from 18 different countries contributed to the
research on third-party risks. The most represented
country was India, with four papers, followed by the
United States of America and the United Kingdom,
each with two publications.

A full-count co-occurrence keyword analysis
was conducted using the VOSviewer tool
(“VOSviewer,” n.d.), which analyzed 63 keywords
from the reviewed papers. Among these, 13
keywords were interconnected, resulting in the
identification of three thematic clusters, as shown in
Figure 4:

e Cluster 1 (keywords: blockchain
technology, encryption, internet of
things, privacy, security) focusing on
technological solutions to third-party
risk.

e  Cluster 2 (keywords: information, risk,
self-assessment) highlighting a process-
oriented perspective on third-party risk.

e Cluster 3 (keywords: construction,
engineering, integrity, risk-based due
diligence, third-party) emphasizing

third-party risk management within
specific industry settings.

Although the number of analyzed papers is
relatively small, the results illustrate that the topic
of third-party risk in scientific research extends
beyond a single domain. The findings reflect a
multi-dimensional approach, addressing the topic
from practical, technical, and systematic
perspectives.

3.2. Context analysis results

The analyzed papers were further studied using
context analysis to identify the primary focus
areas of prior research on third-party risk.

From an industry perspective, five papers
are not linked to any specific industry, focusing
on general research. The remaining papers
explore specific sectors, with manufacturing,
construction, finance, and technology each being
covered twice. Other industries, such as
healthcare, pharmacy, and smart cities, appear
only once. This distribution aligns with the
balance of conceptual and empirical studies

among the analyzed papers: six are conceptual or
theoretical, while 10 are empirical.

ENEE

Fig. 4. Keywords co-occurrence clustering results
(“VOSviewer,” n.d.)

The conceptual papers can be categorized into
two groups:

e  Four papers focus on innovative methods and
tools for improving third-party risk
management (Ramasubramaniam and Singh
2020; Fortner 2021; Mohta, Singh, and Arya
2024; Agrawal et al. 2024).

e Two papers highlight existing gaps and
propose strategic roadmaps for industry and
policymakers. One discusses prior research
in operational risk management (Jadwani,
Parkhi, and Mitra 2024), while the other
provides a comparative gap analysis
between DORA and ISO 27001:2013
standard (Neumannova, Bernroider, and
Elshuber 2023).

The 10 empirical papers focus on the
following areas:

) Three papers propose new  risk
management frameworks, either
concentrating on (Aliane and Zakariya
2023; Vitunskaite et al. 2019) or including
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(Tang et al.
management.

(i1) Two papers introduce new tools designed
for risk management, including third-party
risks (Abbasi et al. 2023; Jallan and Ashuri
2020).

(i)  Three papers either propose new
procedural approaches for third-party risk
management (Sehgal and Ambili 2024;
Roy et al. 2022) or enhance existing ones
(Monev 2021).

(iv) Two papers focus on evaluating current
methods. One analyzes solutions for
managing cyber third-party risks (Keskin
et al. 2021), while the other examines the
correlation between

2024) third-party risk

responsible
purchasing and improved supply chain risk
management (Kéhkonen et al. 2016).

3.2.1. Definition of third-party risk

Only six of the analyzed papers provided
definitions of third-party risk, which are listed in
Table 1. Among these, only one definition
specifically addressed risks in the IT domain
(Ramasubramaniam and Singh 2020), while the
others do not explicitly relate to a particular
operational area of third parties.

Table 1. Definitions of third-party risks

Nr. Definition

1 “Inless mature third-party risk
management programs, the scope of third
parties is restricted to typical IT service
providers. In some cases, the scope is
extended to include business process
outsourcing arrangements”
(Ramasubramaniam and Singh 2020).

2 “Third-Party Risk Management (TPRM)
is the process used by companies to
monitor and manage interactions with all
external parties, particularly their
vendors” (Keskin et al. 2021).

3 “Third-party risk involves assessing and
managing the risks associated with
external entities such as sales agents,
lobbyists, business development,
consultants, customs or visa agents, joint
venture and consortium partners, etc”
(Roy et al. 2022).

Proc. of the 35th European Safety and Reliability & the 33rd Society for Risk Analysis Europe Conference

4 “The risks associated with utilizing
external suppliers and service providers
for business operations” (Mohta, Singh,
and Arya 2024).

5 Risks related to disruption for the
organizations arising from the
relationships with third-party providers —
definition summarized by the author of the
research (Jadwani, Parkhi, and Mitra
2024)

6  “Risk related to dealings with third
parties, subcontractors, and joint venture”
(Jallan and Ashuri 2020).

The definitions reveal a lack of a unified
view of what constitutes third parties and the risks
they pose to organizations. Consolidating the
various perspectives, third parties can broadly
include service providers (such as IT service and
outsourcing providers), vendors, suppliers,
partners, subcontractors, consultants, or any other
external entity interacting with an organization.

This gap creates challenges for
organizations in establishing consistent third-
party risk management frameworks. Differing
interpretations across organizations or sectors can
lead to inconsistencies in risk assessment and
mitigation. On the other hand, customizing the
scope is essential, considering the industry in
which the organization operates and its specific
operational needs.

3.2.2. Types of third-party risks

Nine papers addressed the types of third-party risks,
offering varying levels of detail. Some papers
categorized the risks broadly, while others provided
more specific examples or focused on particular
aspects of risks that may arise from external parties.
In total, six categories of third-party risks were
identified, offering a comprehensive overview of the
potential range of these risks.

1) Regulatory and Compliance. This
category includes compliance and regulatory
risks, such as conformity to tax laws,
sanctions, and legal aspects
(Ramasubramaniam and Singh 2020; Roy et
al. 2022; Mohta, Singh, and Arya 2024).

(i)  Operational. This category can be divided
into three subcategories:

a. General Operational Risks: Risks

associated with managing a third-party

governance framework
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(iii)

(iv)

V)

(vi)

(Ramasubramaniam and Singh 2020;
Mohta, Singh, and Arya 2024).

b. Supply Chain and Partner-Process

Issues: Includes risks such as supply

chain disruptions, siloed processes,

hindered visibility, onboarding risks,
and inefficient collaboration (Fortner

2021; Kéhkonen et al. 2016). It also

addresses such supplier-related factors

as geographical location, industry type,
partner profile, proximity to officials,
reasons for partnership, and contract
complexity (Roy etal. 2022; Kahkénen
et al. 2016). Additionally, it includes
fourth-party and nth-party risks
associated with suppliers and sub-
contractors in the extended supply
chain (Ramasubramaniam and Singh

2020; Fortner 2021).

Concentration Risk and Contingency

Planning: Risks arising from over-

reliance on specific third parties or a

lack of contingency measures

(Jadwani, Parkhi, and Mitra 2024,

Abbasi et al. 2023).

Financial. This category includes

financial risks such as high intermediary

fees and cost exposures (Abbasi et al.

2023; Kahkonen et al. 2016; Mohta, Singh,

and Arya 2024).

Security and Privacy category, which can

be divided into:

a. Vendor and Supply Chain
Cybersecurity Risks: Risks related to
the cybersecurity vulnerabilities of
vendors and supply chains (Keskin et
al. 2021; Mohta, Singh, and Arya
2024; Jadwani, Parkhi, and Mitra
2024).

b. Data Privacy Risks: Risks such as
data security breaches, leakage, and
sovereignty issues 01/01/25 1:45:00
PM.

Strategic. This category includes strategic

risks related to alignment with business

objectives and frameworks, such as
outsourcing  strategies  (Neumannova,
Bernroider, and  Elshuber  2023;

Ramasubramaniam and Singh 2020).
Ethical and Social category, which is
represented by:

a. Reputational risks and conflict of
interest, both including risks of
corruption, bribery, and collusion
(Roy et al. 2022).

b. Corporate social responsibility. Risks
involving human rights and other
social responsibility aspects (Roy et
al. 2022; Kdhkonen et al. 2016).

The variety of identified third-party risks
reflects the complexity and breadth of issues
organizations must address in their third-party risk
management practices. While some risks, such as
regulatory compliance and operational concerns, are
widely acknowledged across industries, others, like
ethical, social, or cyber risks, are context-specific
and often industry-dependent.

The inclusion of security and privacy risks in
seven out of nine papers highlights the increasing
relevance of digital threats in today’s interconnected
environments, where vulnerabilities in third-party
systems can have significant consequences.
Similarly, the identification of fourth-party and nth-
party risks underscores the growing need for
organizations to extend their risk management
practices beyond direct partners to include the entire
supply chain.

3.2.3. Third-party risk differentiation from
vendor and supplier risks

While examining the definitions of third-party risks,
it may seem that they are synonymous with supplier
or vendor risks. Some authors support this
perspective, stating that third-party risks can be used
interchangeably with vendor risks and supply chain
risks (Schelegia and Fleser 2021; Keskin et al.
2021).

However, a closer look at the definitions does
not support such a position. The definition of third-
party risk proposed by Keskin et al. (2021) already
included the vendor as one of the external party
types that requires a specific focus.

A review of vendor risk definitions
demonstrates variability in focus and scope:

1) “Efficient management
vendor risks entails evaluating and
addressing possible security breaches
linked to technological solutions or
services rendered to financial institutions”
(Wang et al. 2024).

of third-party



272

(i1) “Vendor risk concerns the possibility that
the seller is fictitious or otherwise invalid”
(Mascha, Miller, and Janvrin 2011).

(iii) “Vendor risks are the risks that the client
bears when contracting the project to an
external vendor rather than conducting it
in-house. Vendor risks are unique to
outsourced IT projects and are not
applicable to in-house projects” (Natovich
2003).

(iv)  “Degree to which individuals believe that
if they purchase products or services
through the Internet, they will suffer losses
caused by Internet vendors” (Herrero and
San Martin 2012).

From the above list of definitions, it may be
concluded that there is no unified view of vendor
risk definitions, as the interpretations vary
significantly. Vendor risk can be analyzed from two
main perspectives: that of an organization or an
individual customer. Additionally, the scope of risks
associated with vendors is often narrower compared
to the broader concept of third-party risks.
Furthermore, vendor risks are frequently associated
with IT service vendors, reflecting their
differentiated position in risk management
frameworks.

The term "supplier risk" is strongly linked to
"supply chain risk" and is often used
interchangeably in research. Examples of definitions
include:

@) “This paper considers the risks of two
types of poor supplier performance: late
delivery and poor quality supply. This
paper refers to these risks as supplier
risks” (Zhou et al. 2022).

(i)  “Supplier risk deals with their short-and
long-term capability to deliver products,
parts, and services in accordance to the
requirements” (Phusavat et al. 2015).

(iii) “Supplier risk profiles consist of risk
events that can have an adverse impact on
buyer organizations. Risk events are
incidents whose occurrences result in the
disruption of overall supply chain
performance” (Lockamy 2011).

(iv) “Perceived supplier risk (or supplier risk)
refers to the buyer's expectation of
probable disruption on the supplier's side
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that causes loss to the buyer due to
unavailability of a sourced item (Nguyen
et al. 2017).

As with vendor risks, supplier risks lack a
universal definition, and authors often propose
definitions tailored to the specific objectives of their
studies.

The differences outlined above confirm that
third-party, vendor, and supplier risks are separate
concepts rather than interchangeable terms. While
third-party risks encompass a broader range of
external relationships, vendor risks are typically
associated with specific contractual relationships
and are often linked to the technological context of
the provided products or services. Supplier risks, by
contrast, are closely tied to supply chain
performance and operational reliability.

4. Discussion and Conclusions

Third-party risk is an emerging topic that
continues to gain increasing attention in academic
research year by year. While the definitions of
third-party risk show some variation, they are
relatively homogenous compared to the
definitions of vendor and supplier risks, which
remain  fragmented and require further
exploration to standardize and clearly distinguish
these terms.

Additionally, further research should focus
on analyzing the differences among third-party,
vendor, and supplier risks, going beyond the
comparison of the definitions to the comparison
of types of risks included in each category.
Another area of exploration is the evaluation of
existing tools and frameworks for third-party risk
management, assessing their effectiveness, and
identifying areas for improvement. Despite the
progress in identifying and categorizing third-
party risks, gaps remain in the standardization of
these classifications across industries. This would
help organizations adapt to the evolving risk
landscape and ensure a consistent approach to
third-party risk management practices.

Addressing  these  challenges  would
contribute to the development of more robust,
unified, and actionable third-party risk
management approaches, supporting both
academic advancements and  practical
applications in this critical area.
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