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Model-Based Safety Analysis (MBSA) is a growing method for performing safety analysis. It aims to offer a closer
integration with system modeling environments compared to traditional RAMS approaches. MBSA has proven
particularly effective for assessing the safety of complex systems. However, in extended enterprise projects, one of
the challenges to its use is the exposure of sensitive information embedded within the models, which may be subject
to intellectual property (IP) protection. This includes detailed insights into the system being modeled, its internal
management, and its reconfiguration processes. To address these concerns and enable continued use of MBSA in
collaborative projects, models shared between companies may differ from those used internally.

We introduce two key activities —simplification and masking— to transform the original model while maintaining
the necessary level of detail for collaboration. These activities regroup diverse pre-existing model transformation
techniques, allowing models to range from “white boxes”, where most details are accessible, to “’black boxes”,
where only minimal information is shared.

Simplification is the process of reducing the complexity of an existing model. This process involves eliminating
unnecessary details and focusing on essential behaviors, thereby optimizing calculations and improving the overall
usability of the model.

Masking refers to the practice of concealing certain details or aspects of an existing model to protect intellectual
property. This process ensures that proprietary information remains confidential while still allowing for collaborative
work on a project.

In this paper, we propose and illustrate the use of simplification and masking for exchange of MBSA models. We
discuss the possible tradeoffs between IP protection and assurance of correct results. In addition, we highlight that
effective communication between suppliers and integrators is essential to ensure that the shared models comply with
all safety-related project requirements, while respecting IP constraints.

Keywords: MBSA, Co-Simulation, Model Exchange, Collaborative design, Safety, RAMS, IP Protection, Simplifi-
cation, Masking.

1. Introduction sign: data about the system has to be shared in
a way that makes it usable, but it also has to be
shared in a form that protects sensitive informa-
tion.

Traditional approaches (e.g. fault trees), which
are grounded in abstract mathematical equations,
struggle to manage complexity efficiently. Model-
based approaches provide a representation of the

The design of complex systems in extended en-
terprise projects often requires collaboration be-
tween multiple stakeholders, such as integrators
and suppliers. This implies sharing data and mod-
els of the system, which can be sensitive for some
of the stakeholders. Therefore two critical needs

rose from extended enterprise collaborative de- i :
system closer to the architecture. This makes them
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a more favorable paradigm for addressing com-
plexity. Among model-based approaches, Model-
Based Safety Analysis (MBSA) provides a struc-
tured framework for assessing the safety of com-
plex systems by integrating Failure Propagation
Models (ARP4761A (2023)). Currently, if some-
one wants to share an MBSA model in order to
integrate it with another model, the MBSA tool
saves and exports the model as a file that may
contain too much information. The information
collected by the final user might depend on the
rights given at the export. However, in the context
of extended enterprise, not all the information
contained in the model can be shared. Combi-
natorial explosion also poses a problem as the
models obtained through the combination of other
models can be very time-consuming in terms of
computations.

In this paper, we explore how simplification
and masking processes can allow the sharing and
collaboration of MBSA models while protecting
proprietary information.

Section 2 describes relevant works related to
MBSA models and collaboration. Section 3 pro-
vides a comprehensive description of masking
and simplification concepts, along with ideas that
could be used to operate them. Section 4 describes
an electronic architecture, along with its MBSA
modeling and the application of masking / simpli-
fication processes to create a model for exchange.
Section 5 discusses the results of the model for
exchange’s modeling and creation. Finally, sec-
tion 6 gives an overview of the work done and
its results, along with perspectives for its use and
further developments.

2. Related works

The use of models has been more and more
common during the last years. The Model-Based
System Engineering (MBSE) is an approach used
in various industries in different domains of ac-
tivities INCOSE (2024). This technique has in-
spired its adaptation to areas such as safety, where
MBSA begins to gain popularity. The AltaRica
language, created by LaBRI starting 1995 Sig-
noret (1998), is one language for MBSA develop-
ment. The second version of the language, named

AltaRica Data-flow Boiteau (2006), helped with
the development of MBS A tools. However, imple-
menting new aspects can be complicated, so some
projects were developed to demonstrate the real
benefit of those methods.

MBSA models use formal languages dedicated
to safety. They explicitely represent the architec-
ture through components and the flows between
them. They represent the dysfunctional behavior
at the component level and compute the global be-
havior of the system through interactions between
the components.

At the beginning of the century, European
projects ESACS 2, ISAAC ® and then MISSA °©
worked in particular on providing robust tools
and methodologies to apply MBSA in aeronautics,
dealing with complex systems and several stake-
holders

This led to the MOISE project ¢ from IRT Saint
Exupéry has defined a method for consistency
between MBSE and MBSA models Prosvirnova
et al. (2017a). The objective of the method is
to assist safety model review by system archi-
tect. This method belongs fully to the category
of “multi-model”. The study case of this project
is AIDA Prosvirnova et al. (2017b), a drone for
preflight inspection.

Then the S2C project © from IRT Saint Exupéry
and IRT System X also used the AIDA study
case, in order to verify the project’s 3 objec-
tives: a generic process of System Engineering
/ Safety Analysis consistency; an MBSA model-
ing guide Project (2023); tools and methods to
ensure consistency between MBSE and MBSA
models Demachy and Guilmeau (2022).

In parallel, the aeronautic standard ARP4761A
(2023) was under update starting 2014, in order to
integrate the MBSA as part of acceptable safety
method. The official release of the revision A was
in December 2023.

Finally, the CoSMoS project f from IRT Saint

2https://cordis.europa.eu/project/id/G4RD-CT-2000-0036 1
Phtps://cordis.europa.eu/project/id/501848
Chttps://cordis.europa.eu/project/id/212088
dhttps://sahara.irt-saintexupery.com/MOISE
Chttps://www.irt-saintexupery.com/s2c/
Fhttps://www.irt-saintexupery.com/le-projet-cosmos-
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Exupéry (still on-going) which aims to provide
means to share RAMS objectives and results of
different system levels operated through hetero-
geneous MBSA models while complying with IP
constraints; to analyse the sensitivity and ensure
the representativeness of MBSA analyses results
depending in their inputs; to adapt the granularity
of the MBSA model to the need.

3. Methodology

To tackle the problem of model sharing, we pro-

pose two concepts: Masking and Simplification.
These concepts are not modeling ideas such as
saying that "a model is a simplification of reality”,
but rather operations of transformation of models.
In order to produce an exchange model, a model
is taken and masking and simplification of this
model are operated. In this section we give an
overview of what we call Masking and Simplifi-
cation.

3.1. Masking
3.1.1. Definition

We call masking the practice of concealing certain
details or aspects of a model to protect intellec-
tual property, while keeping the model unchanged
for the tool. This process ensures that proprietary
information remains confidential while still al-
lowing collaborative work on a project. Masking
is not limited to a single level of project archi-
tecture; instead, it requires thorough discussions
and trade-offs between involved parties to reach
a mutual agreement on what information can be
masked and what must remain visible.

The concept of masking is closely related to the
idea of a black box, where the internal workings of
a component are hidden, and only the inputs and
outputs are exposed. This approach is commonly
linked to the Functional Mock-up Unit (FMU) and
Functional Mock-up Interface (FMI) methods,
which facilitate the exchange and integration of
models across different tools and platforms while
protecting sensitive internal details. The FMI is
the preferred method to obtain a model resistant to
retro-engineering. However, its implementation in

accroitre-la-maturite-de-lutilisation-des-analyses-mbsa/

MBSA tools is not available at the moment, so the
level of IP protection applied on current MBSA
models have to go through tradeoffs between the
duration of the masking process and its purpose.

3.1.2. Application

This section will describe the application of the
masking process on a model, based on the black /
grey / white box concept as shown in Amara et al.
(2015).

e Transforming the model into a black
box means hiding everything inside this
model and only exposing inputs, out-
puts, and the model’s overall behavior.
By doing so, others can use the model
for exchange without gaining access to
the proprietary or sensitive information
it contains. This approach is used to pro-
tect intellectual property, and can be per-
formed by tools such as FMI® to have a
maximum protection.

e On the opposite, a white box is a model
with everything accessible. No protec-
tion has been applied and everyone has
visibility on what is inside it.

e A grey box is a model with a mixture
of masking and complete visibility. As
implied by the scale of grey, there are
infinite possibilities, but a common grey
box model can be obtained by masking
one block inside a white box model.

In summary, the masking process can be very
useful for increasing the IP protection level of a
model that will be shared with different stakehold-
ers.

3.2. Simplification
3.2.1. Definition

A model, by its nature, is a simplification of re-
ality. It is however possible to simplify an exist-
ing model. We call simplification the process of
reducing the complexity of a model to enhance
its clarity. As information might be lost during
this process, simplification shall ensure that the

&https://fmi-standard.org/
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results are consistent with the original model. This
process involves eliminating details unnecessary
from the integrator’s point of view and focusing
on essential components, consequently optimizing
calculation’s efficiency and performances, and im-
proving the overall usability of the model.

The simplification aspect can be summarized in
3 main categories:

(1) Simplification for clarification: a simplified
model is easier to understand and communi-
cate. Such models have a full traceability with
the original ones.

Simplification borderline with optimization:
the model is simplified so that the final user
can obtain results more efficiently. Such pro-
cess can lead to traceability difficulties for
justifying the results.

Simplification borderline with masking. An
extreme simplification can lead to a model
very different from its original one, almost
similar to a masking process, with few to no
traceability.

2

3

These categories are not independent, they can
overlap with another.

3.2.2. Application

The application of the simplification process can
be different in function of the category previously
mentioned, hence the following detail per cate-

gory:

(1) Simplification for clarification: in Figure 1,
there are several ways to simplify the model,
each one exposed by a square of a defined
color. The simplification depends on what the
user wants to show: do they want to have
a single block for the system (blue square),
do they want to have one block per engine
(red square), or do they want to assemble
the power supply with the computer (green
squares)?

Simplification borderline with optimization:
in Figure 2, the model architecture is simpli-
fied by performing a simplification of the state
machine, using a Cartesian product. The states
corresponding to one beam failed are gathered

2

into a single state. The same goes for the states
corresponding to two beams failed. It reduces
the failure possibilities, without degrading the
results (in this very use case), but enhancing
the calculation performances.

Simplification borderline with masking: an
initial model can be remodeled using its sim-
ulation results to build its new version. In
MBSA, there can be lots of sequences of
different orders for a single model. The sim-
plification process applied here consists in
gathering all the sequences of the same order
into one event, then to build a model with all
the identified events. Doing so, the simplified
model has no information about the original
one, but the sequences details can be delivered
in an appropriate documentation.

(©)

In summary, the simplification can sometimes
be used for the IP protection, but only in case of
extreme simplification where the hidden informa-
tion cannot be traced back. In the vast majority
of the cases, other simplification processes can
be deemed sufficient to hide information under a
block, sharing in the end a grey box model.

4. Application on the Wheel Braking
System (WBS)

4.1. WBS presentation

The WBS is the example used in the appendices
of the document ARP4761A (2023), to show the
reader how to apply the different safety methods
explained in the core of the document. It is a fic-
tional system, whose main function is described as
“Decelerate on ground”. In the MBSA appendix
of the document (Appendix QY), the system is
specified and its associated model is produced in
order to check the system compliance to safety re-
quirements. The final results are built on a MBSA
model accessible to all "',

4.2. Use case based on WBS

The masking and simplification processes defined
above will now be applied on the WBS model
from ARP4761A (2023) appendix Q9.

Bhttps://satodev.com/en/mbsa-analyses/mbsa-models/
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Fig. 1.

Fig. 2. Simplification for optimization

The focus will be on the Brake System Control
Unit (BSCU) of this system, as it is the one match-
ing all the requirements for this paper. Note that in
this paper, the logic blocks were refined in order to
separate the hardware part from the software part,
as shown in Figure 3.

4.3. Masking

For the masking process, the BSCU can be
adapted into a supplier-defined level of grey box,
to match the supplier’s IP protection level re-
quired. In the original model, the more detailed
view allows to show how the failures propagate
in the system using step-by-step simulation. In the

Simplification for clarification

final model, all the logic blocks could be modified
in order to show only their inputs and outputs.

In case of a white box, the BSCU model will be
exported as-is to the customer.

In case of a black box, the model sent to the
customer is a single box whose behavior is based
on the entire unit behavior. The customer will
have only access to the box, which will cover IP
protection in the vast majority of cases.

For all three cases, the inputs and outputs of the
exported model shall match the customer needs.

4.4. Simplification

The model simplification can be different based
on the categories detailed in section 3.

Categories (1) and (2) : Figure 4 is a simplifi-
cation of the Figure 3, as the logic blocks are now
without sub-level architecture.

The updated model reaches both categories (1)
and (2) because:

(1) The model is now easier to understand, as its
architecture modification allows to review it
on a single level, without compromising its
initial behavior.

(2) The model has been optimized, as the logic
blocks’ hardware and software failures are
now integrated in the logic blocks themselves.



38

Proc. of the 35th European Safety and Reliability & the 33rd Society for Risk Analysis Europe Conference

Contrel = BSCU

SE : | PowerMenitorl
Memiver WV
—| Hominal
PPower | Loss
Monitorl Degraded
- Mensror sV
|_Mominal State E:;:IMI Hominal
Power | Incorrect | BPower| Loss
Degraded |}y Neninorz
S —— - o Horioa
A ate | L .
State = o incorgec
ncorrect : e | st
R
Asbaking_Honitors U bk
s e_Cai_ i ors =
Woraal_cadMonitoe Channel 2
n
None —
Commandl Command”
Nornina Nominal
L—#Power | Loss Loss
Degraded Degraded
Mominal Mominal
State | Loss State | Loss
o Incorrect . Incorrect
Fig. 3. Use case: BSCU MBSA model with hardware and software separation on logic blocks

% InternalPowerl

% InternalPower2

Control = BSCU
53
Ty
inhibl inhib
Honitorl Monitors
Nominal Nominal
Power | Loss Power | Loss
Degraded Degraded -
- — amz,
Nominal |innins Nominal inmibs —8
State [ Loss State [ Loss
Incorrect Incorrect Selection Mgt
[uey Channel 1
Channel 2
-
None .
Commandl Command?
Nominal Nominal
Power | Loss Power | Loss
Degraded Degraded
ominal |_Nominal
State [ Loss State [ Loss
ncorrect ncorrect

Fig. 4. Simplified BSCU MBSA model, categories 1 and 2

The calculation will be quicker and the results
easier to understand.

For the simplification category (3), a model has
been built based on the cutsets associated to each
failure mode of the BSCU’s outputs. In order to
clarify the process, Figure 5 shows how to model

the behavior of one output from the computation
results, based on its possible transition paths from
the initial state "OK” to the final state "Failed”.
To create this model, the computation results
were assumed to be a set of cutsets from order
1 to order 3. Then, all cutsets of order N are
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Fig. 5. Simplified BSCU, category 3

gathered into a set of (N-1) intermediate states and
N events. The cutsets’ probabilities are summed
into a single order N probability, which will be
evenly distributed between all transitions. When
all those events are triggered, the output goes into
its final state.

Example: for the order 2 cutsets, we have one
intermediate state between the output’s initial and
final state. The probabilities associated to the tran-
sitions [’State = OK” to "State = Degraded step
1”] and [’State = Degraded step 1” to “State =
Failed”] are equal to the square root of the sum
of the order 2 cutsets’ probabilities.

As a result, the final model will likely be a
grey box: its content will be shared with the stake-
holders, but without a proper documentation, the
model will hide all the information necessary to
understand its behavior.

5. Modeling results

Based on what has been described in the previous
section, Table 1 summarizes the results of the sim-
plification and masking processes and their impact
on the IP protection of the model for exchange.

In the end, the best way to have an high level
IP protection is to hide some characteristics of the
initial model. If this is agreed with the stakehold-
ers, this can be done through a black box with an
associated documentation only describing what is
necessary in the final model.

In case of grey box, the process is more or less
equivalent, as it depends on the level of masking
applied on the part(s) chosen to be hidden.

For the majority of application cases, the sim-
plification process does not intend to provide IP

Table 1.

applied to the model for exchange

IP protection in function of the process

IP Protection level

No IP protection
Maximum [P protec-
tion

Process
White box
Masking| Black box

Grey box Depends on the level
of grey applied on the
model produced

Simplifi- Simpliﬁciatign No IP protection
cation for clarification

Simplification | No to slight IP protec-

borderline with | tion, because some sim-

optimization plification actions can
result in hiding parts of
the model produced

Simplification | Depends on the level of

borderline with | masking applied on the
masking model produced

protection to a model, but more a clarification and
/ or a calculation optimization. The category (3)
can be assimilated to a grey box, which can lead
to a masking if no appropriated documentation has
been delivered to the stakeholders along with the
model.

Another aspect mentioned is the assurance of
correct results associated to those models for ex-
change. For the ones without IP protection, the re-
sults’ correctness is easy to prove, as there was no
intention of hiding information. For the rest, the
proof of results’ correctness mainly depends on
the traceability set in place by the model provider:
the more information provided to understand the
results, the more correctness the results will have.
This last aspect can also reveal the importance of
mutual trust between stakeholders, which sets the
basis for the level of information shared. Effective
communication can enhance this trust and foster
optimal collaboration.

6. Conclusions and Perspectives

As MBSA’s popularity increases, it might be used
by various stakeholders of an extended enter-
prise’s project. The idea of exchanging MBSA
models is slightly gaining interest, but for this
exchange to be as efficient as with previous anal-
yses, some consensus has to be found between the
stakeholders.
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As presented in this paper, there are processes
of simplification and masking that can be applied
to an existing MBSA model. Those processes
have to be agreed between the stakeholders before
applied on the model for exchange, in particular if
the traceability between the results obtained by the
model and the remaining project’s documentation
is difficult to perform.

Model simplification is meant to improve the
usability of the model, whereas model masking
is used to strenghten IP protection. While proper
documentation aids in validation, it may not con-
tain the necessary information when IP protection
is high. Building mutual trust among stakeholders
can reduce IP restrictions, enabling greater infor-
mation sharing and facilitating the verification of
results.

A study, performed with the CoSMoS (cf. sec-
tion 2) projects’ members but also with people
outside the project, shows that nowadays the cus-
tomers are more used to receive models that can-
not be modified or accessed by them (note: here
the term "models’ does not refer to MBSA but to
other types of models, such as Fault Tree Analy-
sis). Only a few models, among the ones received
by the customers, are modifiable (meaning only
the model parameters can be updated to obtain
new results) or executable (meaning the model can
only be executed). This shows that the final cus-
tomer is used to have models that are not entirely
accessible, and not entirely hidden: grey boxes.
In the end, this study showed that the models
for exchange are more likely to be simplified in
categories (1) and (2), or masked as grey box with
only one level of black box within the model for
exchange. The final customer should not modify
their expectation on the model’s level of details.
Doing so, the models for exchange provided as
black boxes are not supposed to exist, and might
remain theoretical as they would introduce too
many questions, mainly about their results’ cor-
rectness.

As for traditional analyses, a good communica-
tion between stakeholders to understand the needs
and the associated means to answer them will be
the basis for an efficient MBSA-based collabora-
tive project.
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