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Abstract 
Game theory and risk and reliability analysis are reviewed in the context of infrastructures and networks. Players 
maximize utilities in static or repeated games, determining equilibria or min-max solutions under complete or 
incomplete information. This review examines attacker-defender dynamics, resource allocation, and network 
interdependencies. It identifies gaps in earlier reviews, which insufficiently focused on risk analysis within 
infrastructure systems. The study synthesizes methodologies, highlighting game-theoretic advancements in defense 
strategies, system survivability, and network resilience. It further evaluates interdiction strategies in power grids and 
transportation networks, outlining future research needs. 
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1 Introduction 

Risk analysis and strategic decision-making have 
long shaped infrastructure security. Early risk 
considerations can be traced back to hunter-
gatherer societies assessing predatory threats. 
Deisler and Schwing (2000) describe how 
Phoenician shipowners pooled insurance against 
maritime risks as early as 1500 BC, an early form 
of collective risk management. 

Modern risk analysis integrates probability theory 
and decision science to anticipate system failures 
and external threats (O'Connor & Kleyner, 2012). 
Reliability, a key aspect of risk analysis, is 
defined as the probability that a component or 
system will function as intended for a specified 
period under given conditions. 

Game theory, first formalized by Von Neumann 
(1944), models strategic interactions between 
rational players. A game requires at least two 
players, each with a set of strategies that influence 
the resulting payoffs. Cox (2009) highlights how 

risk analysis and game theory reinforce each 
other: while risk analysis assesses probabilities of 
different outcomes in attacker-defender scenarios, 
game theory directly models adversarial decision-
making. Bier et al. (2009) demonstrate that game 
theory enhances reliability theory by accounting 
for adaptive threats, allowing defenders to 
optimize their strategies in response to intelligent 
adversaries. 

The primary purpose of the review is both to fill 
gaps in the literature and provide a structured 
overview of game-theoretic applications in risk 
and reliability analysis, particularly in 
infrastructure security. The reviewed articles have 
been included using the search terms game theory, 
risk analysis, infrastructure and networks in Web 
of Science. The key themes emerging are those in 
this review’s section headings. 

2 Comparing with earlier reviews 
Previous reviews have explored attacker-defender 
models in security contexts, but few have 
examined infrastructure interdependencies. Bier 
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and Tas (2012) assess game theory in infrastructure 
security, while Hausken and Levitin (2012) focus 
on defense strategies in reliability systems. 
However, these studies lack an in-depth analysis of 
cascading failures and network resilience. More 
recent reviews (Hunt & Zhuang, 2024; Seaberg et 
al., 2017) discuss attacker-defender dynamics but 
overlook strategic risk modeling for critical 
infrastructure. This review integrates these 
perspectives while extending the focus to 
interconnected systems. 

3 Reliability systems involving defense and 
attack 

Reliability systems are critical for infrastructure 
security, balancing defensive investments against 
attack strategies. Hausken and Levitin (2012) 
classify these systems into structures, defense 
measures, and attack tactics, highlighting 
redundancy and adaptive protection as key 
strategies. 

Cox et al. (1996) model reliability as a two-player 
game, optimizing inspections and repairs under 
uncertainty. Azaiez and Bier (2007) extend this by 
incorporating strategic adversaries, showing how 
economic constraints shape resource allocation. 
Ben Yaghlane and Azaiez (2017) expand this 
perspective by defining system survivability as the 
probability that a system continues functioning 
under attack, contrasting it with conventional 
reliability measures that assume passive failure 
rather than adversarial threats. 

Defensive strategies depend on system 
architecture. Bier et al. (2005) and Hausken (2008, 
2010) analyze series and parallel systems, 
revealing that redundancy improves system 
survivability. Levitin and Hausken (2009a, 2009b) 
and Peng et al. (2016) further explore how target 
separation and false targets enhance resilience. Ben 
Yaghlane et al. (2019) and Suryahatmaja et al. 
(2023) analyze survivability in attacker-defender 
models, incorporating factors such as cost 
minimization, critical path identification, and 
maximizing minimum survival probability. 

Hausken and He (2016) emphasize dynamic 
countermeasures, advocating for deception tactics 
and real-time monitoring to strengthen defenses. 
By distinguishing between frequentist and 
Bayesian approaches, Ben Yaghlane and Azaiez 
(2019) highlight how defenders can adapt their 

strategies based on information availability. The 
integration of game theory into reliability and 
survivability systems helps optimize resource 
allocation, improving infrastructure resilience 
against intelligent adversaries. 

4 Multiple-target attacker-defender games 
In many security scenarios, defenders must allocate 
limited resources to protect multiple targets from 
strategic attackers. Traditional models often 
assume a single defender and a single attacker, 
optimizing resource distribution to minimize 
losses. However, some studies explore more 
complex scenarios, such as Insua et al. (2016), who 
analyze multiple uncoordinated attackers using 
adversarial risk analysis, considering cascading 
effects in rail security. A key challenge is 
optimizing resource allocation. Bier et al. (2008) 
and Nikoofal and Zhuang (2012) examine cases 
where defenders protect all targets while attackers 
select one to strike, contrasting with models where 
both players choose subsets of targets. 

Temporal aspects are another critical factor. Shan 
and Zhuang (2018) investigate how defense 
strategies evolve in a multi-period game, 
distinguishing between myopic defenders, who 
focus on short-term gains, and long-sighted 
defenders, who allocate resources with future risks 
in mind. Their work highlights the importance of 
dynamic defense strategies that account for 
changing attack probabilities and cascading 
threats. 

Defender-attacker interactions vary in their 
assumptions about timing, information, and 
rationality. While most models assume the 
defender moves first, simultaneous-move games 
also exist, particularly in high-speed decision 
environments such as cybersecurity and critical 
infrastructure protection. Some models integrate 
probabilistic reasoning to estimate detection and 
attack probabilities, enhancing predictive accuracy 
for real-world applications. 

The literature also explores empirical validation, 
incorporating data from sectors such as 
transportation, energy, and counterterrorism. 
Zhuang and Bier (2007) analyze strategic attacker 
decisions in infrastructure settings, while Zhang et 
al. (2021) and Aziz et al. (2020) refine attacker-
defender models using behavioral and stochastic 
factors. Such studies highlight the need for 



3Proc. of the35thEuropeanSafetyandReliability& the33rdSociety forRiskAnalysis EuropeConference

balancing theoretical rigor with practical 
applicability, ensuring that resource allocation 
models are adaptable to real-world security threats. 

Overall, multiple-target attacker-defender games 
provide essential insights into optimizing defensive 
measures across interconnected systems. Future 
research should focus on incorporating uncertainty, 
dynamic threat evolution, and empirical validation 
to refine these models for broader practical use. 

5 Multiple targets at multiple levels involving 
defense and attack 

In many security scenarios, targets are structured 
into hierarchical levels, requiring defenders to 
allocate resources across multiple layers of 
protection. These layers can range from 
individual targets to groups and overarching 
networks. Traditional models often assume 
independent targets, with a single defender and 
attacker. However, Levitin and Hausken (2012) 
and Hausken (2013) extend this by considering 
targets arranged in series, parallel, and hybrid 
structures, influencing how vulnerabilities 
propagate through networks. 

Strategic defense planning becomes increasingly 
complex when multiple levels of organization 
exist. Golalikhani and Zhuang (2011) and Levitin 
et al. (2014) introduce models where defenders 
can select from more than two levels of 
protection, allowing dynamic adjustments based 
on threat severity. This contrasts with 
conventional models that assume fixed resource 
allocation across two levels, overlooking the 
adaptive nature of real-world security measures. 

Another key consideration is the sequencing of 
moves. Most studies assume the defender acts 
first, providing a structured framework for 
allocating defenses before attackers respond. 
However, simultaneous-move models introduce 
greater uncertainty, as both players must 
anticipate each other’s strategies in real time. 
While early research treats these interactions 
deterministically, recent work has explored 
stochastic and dynamic approaches to better 
reflect real-world uncertainties. 

Practical applications of multi-level defense 
strategies span various domains, including critical 
infrastructure, military defense systems, and 
cybersecurity. Yolmeh et al. (2023) examine 

layered protection in transportation networks, 
while Hausken (2017) and Peng et al. (2014) 
explore security investments in interconnected 
systems. These studies highlight the trade-offs 
between centralized and decentralized defense 
strategies, demonstrating how resource allocation 
priorities shift based on interdependencies within 
multi-tiered targets. 

Future work should enhance multi-level defense 
with probabilistic models. Addressing attacker 
learning mechanisms, cascading failures, and 
real-time decision-making will further refine 
these models, making them more applicable to 
modern security challenges. 

6 Interdependence between targets and in 
networks and infrastructures 

Interdependencies between targets significantly 
influence defense and attack strategies, as actions 
on one target can create cascading effects on 
others. This complexity arises in critical 
infrastructure systems, where nodes and links form 
interconnected networks. Attackers exploit these 
dependencies to maximize disruption, while 
defenders must allocate resources strategically to 
mitigate systemic risks. 

Kunreuther and Heal (2003) analyze 
interdependent security across various domains, 
including the airline industry, fire protection, and 
cybersecurity, demonstrating how risk mitigation 
in one sector influences others. This notion extends 
to financial systems, where systemic risk 
propagates through bankruptcy and contagion 
models. Ignoring interdependencies leads to 
suboptimal security investments. 

Several studies examine resource substitution 
across interdependent targets. Lakdawalla and 
Zanjani (2002) and Enders and Sandler (2004), 
investigate how strategic actors redistribute efforts 
when one target becomes more resilient, 
highlighting adversarial adaptation in dynamic 
security environments. Hausken (2006) extends 
these concepts by modeling competitive security 
investments across sectors, illustrating trade-offs 
between concentrated and distributed defense 
strategies. 

A critical concern in interdependent security is 
cascading failures, where initial attacks trigger 
chain reactions. Bier and Tas (2014) and Li et al. 
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(2015) analyze models of sequential breakdowns 
in infrastructure systems, showing how attack 
strategies evolve based on defender responses. Wu 
et al. (2016) and Wang et al. (2015) develop 
probabilistic frameworks to predict the likelihood 
of secondary failures, emphasizing the need for 
preemptive mitigation strategies. 

Empirical studies further validate these models. 
Alderson et al. (2015) assess the vulnerability of 
transportation networks, demonstrating how 
disruptions in one node affect overall connectivity. 
Rao et al. (2016) and He et al. (2020) analyze 
resilience strategies in energy grids, revealing the 
effectiveness of decentralized risk management. 
Shan and Zhuang (2020) examine multi-sector 
dependencies, emphasizing the role of 
coordination between independent entities in 
maintaining system stability. 

Future research should enhance these models by 
integrating real-time monitoring, adaptive resource 
allocation, and behavioral game theory to better 
capture decision-making under uncertainty. 
Addressing multi-agent coordination and refining 
probabilistic assessments will further improve the 
applicability of interdependence modeling in 
security contexts. 

7 Preserving the operation of networks 
through interdiction strategies 

Networks commonly conceptualize nodes and arcs 
with one-way or two-way flows, in contrast to the 
previous sections conceptualizing targets with or 
without interdependence. Players may exert efforts 
into both nodes and arcs, which again contrasts 
with the focus on targets in the previous sections. 
Examples of arcs are railway tracks, roads, and 
channels for information, telecommunication, 
water, gas, and electric power. The stronger focus 
on arcs implies different solution methods. For 
example, Mrad et al. (2021) identify the most vital 
disjoint and non-disjoint cut-sets of a network, to 
determine the least costly attack. Carlyle et al. 
(2007) calculate resource constrained-shortest 
path optimal routes for manned or unmanned 
aircrafts encountering various threats. Gharbi et 
al. (2010) apply dynamic programming to 
optimize an attack to disconnect a network. Oh et 
al. (2018) present a decomposition algorithm to 
optimize the route and speed of a ground convoy 
moving through a network subject to attack. 
Garnaev et al. (2014) evaluate Bayesian network 

defense where the attacker’s motivation us 
unknown to the defender. Yolmeh and Baykal-
Gürsoy (2021) consider a damage-maximizing 
attacker hiding objects within a network. 
Alderson et al. (2013) identify critical 
components in a network subject to multiple 
simultaneous attacks. 

8 Disrupting the operation of networks 
through interdiction strategies 

A defender may prefer to disrupt networks, e.g. for 
flows of illegal material, drugs, enemy troops, and 
communication between adversaries. Wood 
(1993) applies integer programming to determine 
how a defender interdicts the flow of drugs and 
chemicals through river and road networks. 
Washburn and Wood (1995) develop two-person 
zero-sum games where an evader minimizes its 
detection probability, and the interdictor applies 
probabilistic arc inspection, generalized to 
multiple evaders or interdictors, and unknown 
origins and destinations. Cormican et al. (1998) 
utilize stochastic integer programming where the 
interdiction successes are binary random 
variables. Israeli and Wood (2002) apply Benders 
decomposition and a mixed‐integer program for 
resource constrained interdiction. Royset and 
Wood (2007) use Lagrangian relaxation involving 
max-flow min-cut problems to minimize the 
maximum flow through a network. Akgün et al. 
(2011) consider the interdiction of maximum 
network flow by converting an NP hard bilevel 
minmax problem into a mixed integer problem. 

9 Electric power grids 
Common networks are electric power grids 
involving generators, transformers, transmission 
lines, etc. Bier et al. (2007) consider optimal 
resource allocation for defense against 
interdiction of the power transmission line with 
the highest dynamically changing load in an 
iterative procedure. Brown et al. (2006) and 
Brown et al. (2005) develop trilevel models where 
the players move in different sequences, gather 
data from red-team exercises, and pinpoint 
vulnerabilities. Salmerón and Wood (2015) and 
Salmerón, Wood and Baldick (2009) apply and 
generalize Benders decomposition to single out 
critical components. Several of these models are 
also applicable for other systems involving 
communication, water flows, etc. 
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10 Transportation 
The literature mostly considers general 
transportation networks of goods, humans, etc. 
Numerical methods are usually applied to handle 
the complexity. The arcs can be roads, railways, 
etc. on land; narrow straits such as the Suez Canal 
at sea; and air corridors, restricted air space, etc. for 
air transportation. Congestion, common in road 
networks, is analyzed by Alderson et al. (2011), 
Alderson et al. (2018), and Bier and Hausken 
(2013). They determine optimal travel routes 
subject to defense and attack. Salmerón, Wood 
and Morton (2009) apply a stochastic mixed 
integer model to minimize interference with ships 
carrying military cargo subject to attack. Further 
research examples are by Zhang et al. (2013), 
Baykal-Gürsoy et al. (2014), Zhang et al. (2018), 
and Kosanoglu and Bier (2020). Future research 
should address cyber security associated with 
wireless communication between driverless 
vehicles and data centers, see Hausken et al. 
(2024). 

11 Conclusion 
Game theory has emerged as a critical tool in risk 
and reliability analysis, particularly for 
understanding attacker-defender interactions, 
optimizing resource allocation, and enhancing 
infrastructure resilience. This review has 
highlighted how game-theoretic models 
complement traditional risk analysis by accounting 
for strategic behavior, adversarial adaptation, and 
interdependencies within critical systems. 

By synthesizing findings from existing literature, 
this study has identified key research gaps. While 
previous reviews have examined defender-attacker 
dynamics and infrastructure security, limited 
attention has been given to cascading failures, 
evolving threats, and dynamic risk mitigation in 
interconnected networks. Furthermore, integrating 
empirical validation with theoretical models 
remains an ongoing challenge. 

A key takeaway is that defensive strategies must 
evolve to address complex, multi-layered, and 
interdependent threats. Traditional reliability 
measures that assume passive failures are 
insufficient when facing intelligent adversaries. 
Instead, game-theoretic approaches provide a 
structured framework for optimizing security 
investments, balancing proactive and reactive 
measures, and anticipating adversarial behavior. 

Future research should focus on multi-agent 
coordination, real-time decision-making, and 
hybrid modeling approaches that integrate game 
theory with probabilistic risk assessments and 
behavioral analysis. Expanding applications to 
emerging domains such as cyber-physical security, 
artificial intelligence-driven risk assessment, and 
adaptive infrastructure protection will further 
enhance resilience against strategic threats. 

Ultimately, this review underscores the importance 
of bridging theoretical advancements with real-
world applications. By refining attacker-defender 
models, incorporating empirical insights, and 
addressing uncertainty in strategic decision-
making, game theory can significantly improve the 
protection and reliability of critical infrastructure 
systems. 
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