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Reliable systems such as nuclear power plants, oil tanks, computation clusters, wind farms, or satellites fail rarely.
One could argue that studying accidents of an individual unit provides sufficient insight for risk-informed decision
making. This approach might hide potential risks that arise from the fact that there are multiple units with a similar
risk profile that share dependencies. A nuclear power plant might consist of several units located at the same site, an
oil terminal contains almost identical tanks, and a wind farm comprises multiple wind turbines. Studying the effects
of dependencies between units might increase risk understanding and provide new perspectives for system design
and operation. We investigate feasibility of a multi-unit analysis for applications where models for individual units
exist. The analysis methods might differ on the basis of the size and complexity of the models. Large nuclear power
plant fault trees might require different algorithms than significantly smaller models of oil tanks. Our exploration
is based on the multiunit sequence method developed for the nuclear industry. We also include comparisons with
analyses that use Monte Carlo simulations.
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1. Introduction satellites might form a constellation, and wind
farms contain multiple wind turbines exposed to
the same weather conditions. Studying the effects
of dependencies between units or their vulnerabil-
ities to external shocks provide additional value
for risk management and wider perspectives for
decision makers.

Risk models from different industries and ap-
plications differ in the mathematical formalisms
used, scope of the analysis, their size, resolution
and complexity. One of the widely used methods
utilizes fault trees and event trees. We investigate
feasibility of a multi-unit analysis for applications
where models for individual units exist. Methods
for analysis of dependencies between units might
differ based on the size and complexity of the
models.

We present the Multi-Unit Sequence Method
Holmberg et al. (2019); Béckstrom et al. (2024)
developed for the nuclear industry where multi-
unit analyses attract significant attention TAEA
(2019, 2023); EPRI (2021); Zhou et al. (2021).
Different application domains serve as examples
on which we discuss applicability of the Multi-

Risk-informed decision making greatly benefits
from mathematical models describing reliability
or availability characteristics of a system in a
formal manner enabling automated analysis by
computer codes. Some types of technical utilities
consist of a series of similar systems — units. For
reliable systems, an analysis of a single unit brings
a lot of understanding of utility vulnerabilities and
strengths. Consequences of a single unit failure
might be severe enough to invest in preventing it
happen.

Decision makers might be still interested in
understanding risks connected to the whole site
or the whole connected utility. Failures of mul-
tiple units with a similar risk profile cannot be
fully derived from single unit models when they
share dependencies or can suffer from an external
interference that affects several units at the same
time. A nuclear power plant or an oil terminal
consist of several units located on the same site
where it is practical to share some support sys-
tems, a computer cluster contains many identical
computers interconnected in the same building,
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Unit Sequence Method together with the types of
restrictions and approximations that models from
these domains. We also include comparisons with
analyses that use more dynamic models than fault
trees and evaluate them by Monte Carlo simula-
tions.

2. Types of Models

Different types of industrial systems utilize math-
ematical models for reliability and availability
that vary in the complexity and behavior aspects
captured by their logical structure. Some systems
require detailed modeling of physical phenomena,
others rely on combinatorial decomposition of po-
tential failure scenarios, while some focus on the
evolution of the system in time and its reactions
on unexpected events. Let us illustrate this on a
couple of examples.

2.1. Oil tanks in an oil terminal

Oil tanks represent a relatively simple type of sys-
tem. Failure behavior arises from leaks of stored
fuel that can be caused, for example, by pipe
ruptures. Ignition sources and wind speed and
direction determine afterwards, whether a leak
leads to a fire or an explosion. The analysis of
the complete terminal with multiple tanks might
rely on the frequencies of local incidents Alzbutas
et al. (2021) or model local incidents by simple
fault trees Fuentes-Bargues et al. (2017).

The breakdown of local incidents is important
in analyzing dependencies between failures of
different tanks within the same terminal. When
the frequencies of incidents are obtained from a
physics models or from operating experience, it
behaves as a black-box for the multi-unit analy-
sis. We might derive physics models for failures
of multiple tanks or we might collect operating
experience also for multiple failures.

Fault tree models could be used to also consider
dependencies or the impact of external factors.
The method based on Common Cause Failure
(CCF) modeling described in Section applies also
here. A single integrated fault tree model would
probably require an acceptable analysis time with
modern fault tree solvers.
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2.2. Nuclear power plants

Probabilistic models for nuclear power plants con-
sist of event trees and fault trees. The combination
of event tree sequences and fault trees for major
accidents of individual units such as core damage
or large early release of radioactivity yield very
large combinatorial models. The underlying fault
tree can consist of tens of thousands of gates and
basic events. On the other hand, the dependencies
between individual units on the same site are kept
relatively low compared to the single unit models.

Creating an integrated model for a multi-unit
scenario IAEA (2023) might challenge the capa-
bilities of the current event tree/fault tree solvers.
For many nuclear Probabilistic Safety Assessment
(PSA) studies, an integrated model will be out of
the scope of modern solvers Zhou et al. (2021).
Approximate approaches such as the Multi-Unit
Sequence Method described in Section 3.1 must
be applied, so that the important dependencies
will be included in the calculation and the results
help building insight into the importance of these
dependencies.

2.3. Nuclear fuel reprocessing plants

Another example from the nuclear domain deals
with a fuel reprocessing plant Yamamoto et al.
(2024). A utility of this type contains a larger
number of similar units that share support systems
such as cooling. By this, the multi-unit aspect of
the overall risk becomes much stronger than for
nuclear power plants. Although the reprocessing
units themselves are not as complex as nuclear
power plant units, analysis of the integrated model
becomes also computationally infeasible without
employing any approximations. The Multi-Unit
Sequence Method (Section 3.1) can be applied
also here.

2.4. Wind farms

The renewable energy sector has grown consid-
erably over the past several decades. Wind farms
with many identical wind turbines became a com-
mon part of the scenery both inland and offshore.
One of the factors that influences the failure rate of
the individual wind turbines is the wind velocity.
This typically affects all wind turbines located
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within the same wind farm. It also varies on hourly
basis. only this dependency calls for a more dy-
namic model in the sense that the evolution of
the system and its environment over time plays
a crucial role in the failure behavior. Fault trees
represent a static picture of a system.

A dynamic model that captures a state of the
system and its evolution in time requires differ-
ent analysis methods than an event tree/fault tree
model. Typically, Monte Carlo simulations are
used. There are multiple modeling formalisms for
such systems, including Stochastic Petri Nets, Dy-
namic Fault Trees, Markov Processes, or Knowl-
edge Bases written in the Figaro modeling lan-
guage. A multi-unit analysis in this context can
benefit from the concepts developed for static
models. Dependencies can be modeled as Com-
mon Cause Failures, including the effect of exter-
nal events. The dynamic model must include the
possibility to fail components in several units by a
single, multi-unit cause.

A multi-unit analysis benefits from a structured
approach where adding or removing units (wind
turbines, in this case) does not require larger
changes in the model. In the ideal case, this should
require only selecting the type of the added unit
and specifying its relations to the rest of the plant.
We investigate some properties of a model written
in the Figaro language in Section 4.1.

3. Event Tree/Fault Tree Models

This section introduces multi-unit analysis algo-
rithms for models based on fault trees and possibly
also event trees. These formalisms are used for
probabilistic safety assessment in many domains,
for example nuclear, aerospace, automotive, en-
ergy, and transportation. Fault trees present a static
view of failure scenarios. Even large models with
a detailed resolution can be handled by current
analysis tools. The results give insight into overall
risk profile and also ranking of systems and com-
ponents according to different measures of their
contribution to the risk.

Event trees enable a structured way of modeling
scenarios leading from an accident initiating event
through a sequence of successful or failed applica-
tion of mitigation barriers. These scenarios might

lead to an undesired consequence or to a safe end
state of the accident sequence. Event trees refer
to fault trees as models for the mitigation barrier
failures and possibly also for the initiating event.
In its turn, a set of sequences in an event tree can
be translated into a single fault tree where a failure
of the top gate represents reaching the end of at
least one of the sequences.

We assume that there are event/fault tree models
for individual units. Moreover, we have identified
undesired consequences relevant also for multi-
unit scenarios. This is by itself in many cases
a non-trivial task with a lot of research defin-
ing methodologies for specific applications IAEA
(2019, 2023); EPRI (2021). In the nuclear domain,
such a consequence can be a damage of the reactor
core (Core Damage, CD). This gives us a set of
event tree sequences that reach this consequence
and the equivalent fault tree that represents the
same failure logic, so called master fault tree.

An essential step in a multi-unit analysis defines
dependencies between the units. There can be dif-
ferent sources and types of dependencies:

(1) Initiating events (if present in the model) might
start an accident sequence in multiple units.
Failures modeled by basic events in several
units might be correlated. The occurrence of
this failure in one unit might mean that the
actual probability of the corresponding events
in other units is higher than the independent
mean value.

Failures might model unavailability of equip-
ment which is shared by several units. A cool-
ing system might cool two units. A diesel gen-
erator might produce auxiliary power for all
units. If it is unavailable, it is unavailable for

(ii)

(iii)

all involved units.

Mobile equipment can be used only at one unit
at a time. A single unit case might expect that
this equipment is allocated to this unit. A multi-
unit case must calculate with the fact that it will
be allocated only to one of the units.

Human reliability analysis (HRA) might reveal
dependencies between operator actions in mul-
tiple units or dependencies arising from operat-
ing procedures or safety culture.

(iv)

v)
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The type of dependencies that can be best cap-
tured by modifications in fault trees is Item ii,
where Item iii is a special case of Item ii. For
other types, a modification of basic event prob-
ability for relevant scenarios is sufficient. The
dependency treatment for Item ii follows the es-
tablished Common Cause Failure (CCF) treatment
with parametric models. Let us, for simplicity of
presentation, adopt the Beta parametric model in
this paper. This means that either all failures occur
independently or all dependent components fail
because of a multi-unit reason. The original fail-
ure probability is partitioned among independent
events and the multi-unit one.

A complete treatment of the dependencies re-
quires an integrated model of all units. Such a
model can be built by the following steps (see,
e.g., [AEA (2023)):

e Initiating events must be unified across all units,
irrelevant initiators screened out, relevant ones
possibly re-calibrated to account for the fact
that not all initiating event occurrences lead to
a multi-unit accident.

e Events without dependencies must be local to
each unit model. We can imagine renaming
them with a unique and previously not used pre-
fix UNITXX_, where XX is the number of the
unit. Such renaming is not necessary if names
in each model are unique. We assume this in
the rest of the paper.

e We perform standard CCF replacement of basic
events with dependencies by gates and newly
created events (so called Multi-unit events) as
depicted in Figure 1 and Figure 2 for the case of
two units. Independent events get the prefix SU_
and we assume that their names are unique (do
not occur in other units). Multi-unit events are
shared among the units and get a special prefix
MU..

e We create product of all sequences leading to
the consequence (so called Master Event Tree
approach). This is logically equivalent to taking
an AND of the master fault tree for individ-
ual units (so called Single Top Fault Tree ap-
proach). If we have a Binary Decision Diagram
(BDD) representation of the master fault trees
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for all units then it is equivalent to the AND
operation on these BDDs. Note that the shared
events are exactly the initiating events and the
multi-unit events.

Replacement for A
(sharing depend.

accros units)
@DEP-EVENT-1

1
A occured because A occurred in unit 1
of a multi-unit cause | |independently
\ MU_A || SU_AT \

O O

Fig. 1. A fault tree replacing the event A1 from Unit
1 which has dependencies with another event in Unit 2.

Replacement for A
(sharing depend.

accros units)
@DEP-EVENT2-1

1
A occured because A occurred in unit 2
of a multi-unit cause | |independently
\ MU_A || SU_A2 \

O O

Fig. 2. A fault tree replacing the event A2 from Unit
2 which has dependencies with another event in Unit 1.

3.1. Multi-unit sequence method

We could now solve the integrated model by stan-
dard Boolean methods. Some of the scenarios will
include independent failures and some multi-unit
failures, affecting several units. For smaller unit
models, this could be computationally feasible.
For large-scale models such as those from the
nuclear industry, this will be in most cases compu-
tationally infeasible. Moreover, the exact quantifi-
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cation of these scenarios requires treating multi-
unit cause and independent failures as mutually
exclusive.

The Multi-Unit Sequence Method Holmberg
et al. (2019); Bickstrom et al. (2024) brings three
advantages:

e [t separates multi-unit dependencies from sin-
gle unit models. This makes modeling more
structured and makes it possible to obtain risk
measures related to multi-unit events.

e It enables approximative treatments of the
multi-unit dependencies and quantification on
the single-unit level.

o [t takes care of the mutually exclusive treatment
of multi-unit and independent failures for de-
pendent events.

This method treats occurrences of multi-unit
events separately and quantifies sinlge-unit mod-
els dependent on which multi-unit events have
occurred. Let us visualize multi-unit dependencies
in a multi-unit event tree as in Figure 3. Failure
in this event tree means that events in both units
occurred simultaneously by a multi-unit cause.
Success means that these events are independent.

IES A ‘

L]
L]

I

Fig. 3.  An example multi-unit event tree with initia-
tors aggregated to a single one and two function events
representing dependencies between basic events A and
B in both units.

Failure sequences are easy to quantify. Each
failure sequence sets the shared multi-unit event
to True, e.g., MU_A < True. By this, independent
failures are pruned away. The probability of this
branch is determined by the dependency factor /3
as - P(A).

Success sequences need greater care. We know
that the multi-unit event has not occurred (i.e., we
can set it to False as by MU_A < False). This

leaves us still with several combinations:

SU_A1, SU_A2
SU_A1, - SU_A2
- SU_AIL, SU_A2
- SU_A1, - SU_A2

For each of the combinations, we have a different
assignment of True, False to basic events SU_A1
and SU_A2. For each of them we also know how
to quantify the probability of this combination
based on the original event probabilities, the [3-
factor and the rules for the complement.

We have now a representation of the multi-unit
case. For each of the branching points in the multi-
unit event tree, we have a number of combinations
to be taken care of. In case of two units and
dependencies between pairs of basic events, we
have five combinations. For each of them, we must
set the truth values of the multi-unit event and the
single-unit events and re-evaluate the integrated
model. For a multi-unit event tree with three pairs
of dependent events, this gives 125 evaluations of
the integrated model. For eight pairs of dependent
events, we have 390625 evaluations.

The combinatorial explosion can be handled
only for small models with a very short analysis
time. For large-scale models, we need some ap-
proximations.

We can approach the calculation complexity
from two directions. We can limit the number of
model evaluations needed. There can be a cutoff
mechanism that stops exploring branches in the
multi-unit event tree when their probability falls
below a certain threshold Béickstrom et al. (2024).
Another option is to group basic event dependen-
cies and treat them as a single, composed, func-
tion event in the multi-unit event tree Yamamoto
et al. (2024). Yet another approximation does not
explore all possible valuations of independent fail-
ures and successes in the multi-unit event tree.
Instead, it resolves all valuations probabilistically,
leaving their state unchanged, but adjusting their
probability. We explore this option and the degree
of approximation in Section 3.3.
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3.2. Approximative fault tree solutions

Another approximation direction decreases the
time needed for model evaluation under differ-
ent multi-unit scenarios. Quantification time of
a BDD or a Minimal Cut Set (MCS) list is a
small fraction of the time needed to build a BDD
or generate a MCS list from a master fault tree.
Therefore, the first attempt for a multi-unit anal-
ysis should be to obtain an exact representation
of the combinatorial logic by a BDD or by a
MCS list. This will, however, not be possible in
many real-life cases where the underlying fault
tree model is complex. In this case, an approxi-
mate representation of the master fault tree can be
used.

A MCS list generated with a cutoff or an ap-
proximate BDD, possibly also built from a MCS
list generated with a cutoff represent a compu-
tationally feasible solution. Ultimately, analysts
determine the trade-off between the precision and
the computation time needed to generate an ap-
proximate result for a single-unit model.

It might be difficult to estimate the error
caused by a cutoff-based approximation. Different
branches in the multi-unit event tree might set
multi-unit events to True and by this increase the
probability of some scenarios, which in its turn
would bring them above the cutoff if we recalcu-
lated the MCS list or the BDD from the original
fault tree model. Increasing the precision in the
cutoff error estimation presents an important topic
for future research.

3.3. Independent Failures

A precise solution treating independent failures
and a multi-unit failure as mutually exclusive ex-
plores all combinations of failure and success of
independent events. This might lead to a large
number of re-quantifications of the single-unit
models. We can approximate this treatment by not
exploring all combinations of independent failures
in the multi-unit event tree. Independent failures
are not set to True or False. Their failure probabil-
ity is adjusted to reflect the fact that the multi-unit
event did not occur. The questions to solve here
are:

Proc. of the 35th European Safety and Reliability & the 33rd Society for Risk Analysis Europe Conference

e How to quantify the success in the multi-unit
event tree, and

e How to update the failure probabilities of the
basic events with dependencies where the fail-
ures are considered independent.

A conservative treatment disregards from the
success quantification in the multi-unit event tree.
In this case, the probability of the independent
failures can be determined by the CCF model.
In case of the S-model, the value is (1 — 3) -
P(A), where A is the original event with a depen-
dency. This over-approximates the combination
where independent events do not occur (e.g., —
SU_A1, = SU_A2). If the multi-unit failure has
a high probability and the fractional contribution
of the independent failures is low then this over-
approximation can be significant.

Another option quantifies the success branch
as the complement to the failure branch. In case
of a -model, the probability of success is 1 —
B - P(A). If we now use the S-model also for
the quantification of the independent basic events
then we under-estimate the combinations where
at least one of the independent failures occurs. A
conservative treatment uses a scaling factor for
the quantification of independent failures which
removes the multi-unit event tree success prob-
ability. The value of independent events is then

(1=5)-P(A)/(1 = - P(A)).

4. Method application

The Multi-Unit Sequence Method is applicable to
all models based on event trees and fault trees, ir-
respective of the domain or type of the system. For
small models, we can work with the exact analysis
in the Multi-Unit Sequence Method. The preferred
option is to encode the complete logic into a BDD
and to quantify this BDD. For a moderate number
of dependent basic events, it is possible to treat
all combinations of independent failures as well.
When the numebr of dependent events grows, one
can switch to the approximate quantification of
independent failures as described in Section 3.3.
For large-scale models, the Multi-Unit Se-
quence Method requires further approximations.
Single-unit models must be solved approximately.
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Both options of a MCS list or a BDD can be used.
In most of the cases, the cutoff in the multi-unit
event tree and the approximate treatment of inde-
pendent failures will help to decrease the analysis
time.

4.1. Dynamic Models — a Wind Farm

Wind farms present an example where the failure
behavior of the plant requires a more dynamic
model than fault trees. Such models are typically
analyzed by Monte Carlo simulations. We present
a sketch of a model according to the Knowledge
Base methodology Bouissou et al. (1991). The
model consists of high-level components, their
configurations, and their relations. A set of com-
ponent types available for modeling specific sys-
tems forms a knowledge base. Deterministic and
stochastic behavior of component types, includ-
ing possibilities to relate to other components, is
described in the modeling language called Figaro.
This defines the complete set of behaviors of a
specific model.

One of the possible multi-unit dependencies is
caused by an external factor — the wind speed.
We can define a component type for wind speed
modeling over time in the knowledge base. This
component type can determine wind speed from
a mathematical model, possibly with a stochas-
tic element. Alternatively, it can utilize historical
data for a certain area. All wind turbines in the
model that are located in the same area should
be connected to the component for wind speed in
this area. The failure rate of each individual wind
turbine will be influenced by the current speed of
wind. This type of dependency is fully dynamic
and does not have a corresponding equivalent in
fault tree models.

Another type of dependency can be caused by
incorrect maintenance. A failure because of main-
tenance of an individual wind turbine can have
two causes. Either it is a failure independent of
all other maintenance activities. Or, it is a failure
common to several wind turbines maintained dur-
ing the same occasion (e.g., by the same mainte-
nance crew or using the same maintenance ma-
terial). Maintenance scheme can be again mod-
eled as a separate component type, for example

by defining maintenance groups — sets of wind
turbines that are maintained together. This com-
ponent type can also contain stochastic models
for underlying maintenance failures. This corre-
sponds to CCF modeling of multi-unit dependen-
cies in the fault tree case.

5. Conclusions

This paper discusses multi-unit scenario analyses
in a number of domains that share common ele-
ments but differ the type and in the complexity of
single-unit models. We show that the Multi-Unit
Sequence Method developed in previous work is
applicable in all situations where single-unit mod-
els consist of event and fault trees. The concepts
of multi-unit dependencies and their treatment in
a multi-unit event tree can be used in other mod-
eling scenarios as well.
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