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This study seeks to enhance understanding of the tester’s role in building trust in autonomous maritime systems. 
As ongoing maritime developments point towards the implementation of advanced navigation systems with the 
potential to enable autonomous- and remotely operated ships, the industry aims to enhance safety, efficiency and 
reduce its environmental footprint. However, assessing the reliability and robustness of intelligent and complex 
systems, envisioned to operate in complex and dynamic environments, poses significant challenges towards 
existing regulatory frameworks and assessment practices. Hence, to build trust in autonomous systems and ensure 
that safety requirements are met, comprehensive and systematic testing is necessary. In this context, automated 
testing through simulation is an important method. This approach involves automatically and iteratively probing 
the system under test with a range of scenarios. However, considering the potential size of the scenario space, an 
automatic approach to evaluating system outputs is needed. Still, whilst automatic evaluation can greatly improve 
the efficiency and coverage of the test process, human testers provide significant added value through their 
domain expertise, knowledge, and experience. This includes evaluating the overall results of the automatic 
process, performing spot-checks on individual cases, and investigating specific results. Together, the aggregate of 
these evaluations supports the tester in building confidence in the system’s test results, and trust in the system’s 
overall performance. Considering the novelty of autonomous navigation systems, this paper reviews relevant 
regulations, challenges related to requiring safety equivalence, and the need for testing. Furthermore, this paper 
explores the anticipated role-change of human testers and reflects on how to support them in their new tasks.  
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1. Introduction 

The development of autonomous and remotely 
operated ships continues, and future ships are 
foreseen to be increasingly equipped with 
advanced novel navigation systems, promising to 
enhance safety, efficiency, and environmental 
sustainability. In response, the International 
Maritime Organization (IMO) is developing the 
Maritime Autonomous Surface Ships (MASS) 
code, set to become mandatory in 2030 (IMO 
2024).  

Within the developments towards ship 
autonomy, systems that can perform collision 
and grounding avoidance without human 
involvement receives much attention (Chang et 
al. 2024). Unlike human navigators, autonomous 

systems use algorithms and sensor technologies 
to drive decision making. However, such 
systems typically lack the inherent adaptability 
and resilience found in humans. Human 
navigators can use their training, education, 
intuition, experience, and expertise to adapt to 
unexpected situations, and make decisions based 
on a contextual understanding. This enables 
navigators to efficiently adapt to changes in their 
environment, such as nearby vessels or changing 
weather. 

Autonomous navigation systems, in 
contrast, follow programmed protocols and may 
overlook subtleties unless explicitly designed to 
detect them. In other words, autonomous system 
capabilities are confined to the knowledge and 
expertise of developers, which often differs from 
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that of human navigators. Due to the high risk of 
major accidents from inadequate performance, 
autonomous navigation systems must undergo 
thorough testing. A comprehensive process can 
identify potential flaws, vulnerabilities, and 
evaluate system performance under various 
conditions. Testing is therefore an essential part 
of development, commissioning, and 
deployment and ensures the system meets the 
requirements for maritime safety and efficiency 
(Barr et al. 2015; Pedersen et al. 2023; Karolius 
et al. 2024). However, real-life testing may be 
infeasible due to its complexity and cost. 
Consequently, virtual- or simulation-based 
testing can enable a more cost-effective- and 
scalable testing approach (Pedersen et al. 2020). 
Additionally, simulation allows for testing of 
potential failure scenarios without any associated 
risk from real-world testing.  

A considerable amount of research is 
available on methods, strategies and frameworks 
for testing autonomous systems in the maritime 
domain. For example, Xiao et al. (2023) 
introduced a virtual test rig using advanced 3D 
ocean models, along with a method to evaluate 
the performance of obstacle avoidance. 
Furthermore, Pedersen et al. (2020) used a 
simulation-based test framework, implementing 
evaluation metrics developed by Woerner 
(2016). Also, Torben et al. (2022) introduced 
formal methods, and described how this can be 
combined with contract-based design to 
automate simulation-based testing. Moreover, 
Tornese et al. (2022) applied hardware-in-the-
loop testing to evaluate autonomous collision 
avoidance system. Finally, Vatle et al. (2024) 
implemented Adaptive Stress testing, a method 
developed for testing safety-critical systems in 
the automotive and aircraft domain.  

While these methods introduce novel test 
methods and frameworks, they often overlook 
the role of the tester. Typically, the final 
decision-making authority resides with the 
human tester, considering their knowledge of 

informal specifications, expectations, norms and 
domain-specific information that can guide the 
testing process (Barr et al. 2015). Consequently, 
this sets expectations to the integration of the 
tester’s role in testing autonomous systems.  

While there is currently no mandatory code 
for autonomous maritime systems, future 
regulations are likely to be based on existing 
procedures and requirements for conventional 
ships. Therefore, it is important to bridge the gap 
between the test methods used for conventional 
systems and those anticipated for autonomous 
systems to understand the evolving role of the 
tester in the context of autonomy. To explore this 
further, this paper elaborates on the challenges in 
current practices when conducting automatic 
testing of autonomous navigation systems and 
how human testers can play a role in addressing 
these. 

2. Background 

2.1 Regulatory framework 

Currently, human navigators are responsible for 
carrying out collision avoidance maneuvering 
with the assistance of bridge equipment such as 
radar, Global Navigation Satellite System 
(GNSS), Automatic Identification System (AIS), 
and steering and control systems.  

The International Convention for the Safety 
of Life at Sea (SOLAS) outlines the minimum 
standards for the equipment and operation of 
ships with respect to safety (IMO 2009). Flag 
states are responsible for ensuring that vessels 
under their flags comply with these 
requirements. Specifically, the regulations under 
Chapter V of SOLAS apply to all ships on 
voyages not exempted by SOLAS Chapter V 
Reg. 1, setting broad requirements for 
navigational safety and equipment. SOLAS Ch. 
V Reg. 15 describes principles for safe 
navigation and outlines how support systems 
shall aid the bridge team in providing situational 
awareness and navigating the ship safely, 
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thereby minimizing the risk of human error. In 
addition, Ch. V Reg. 34 outlines the 
requirements for safe navigation and avoidance 
of dangerous situations set towards the master.  

IMO resolutions MSC.191(79) (2004) and 
MSC.252(83) (2007) establish the performance 
standards for integrated navigation systems and 
presentation of navigational information to 
support safe navigation. The former outlines the 
various navigational tasks that an integrated 
navigation system (INS) must support. For 
instance, in the context of collision avoidance, 
the radar system is employed to acquire targets 
and assess collision risks. IEC 61924-2:2021 
(2021) specifies the testing methods and the 
expected test results for the INS, ensuring 
compliance and reliability.  

Performance criteria for the collision 
avoidance task are depicted in the Convention on 
the International Regulations for Preventing 
Collisions at Sea (COLREG; IMO 1977). 
COLREG establishes the “rules of the road” for 
all vessels navigating at sea. It outlines the 
responsibilities and actions required by each 
vessel, making adherence to these regulations 
essential for safe and efficient navigation. 

It is the responsibility of the flag state to 
ensure that vessels sailing under their respective 
flag complies with these regulations. SOLAS 
Ch. V Reg. 18 requires type approval of 
maritime of navigation system. Many flag states 
have appointed notified bodies, organisations 
designated by the national administration, to 
inspect, survey, and verify compliance on their 
behalf (EU 2014). Such independent third parties 
have strict requirements to competence, integrity 
and impartiality of their judgements as they are 
responsible for examining and verifying 
technical designs and attest that these meet 
relevant safety requirements.  

2.2 Safety equivalence 

An important principle regarding ship autonomy 
is the “equivalence principle”. This principle 

states that if a system is built with alternative 
designs, it should be demonstrated that its safety 
performance is equivalent to, or better than, 
conventional designs (IMO 2013). This principle 
is also reflected in the guidelines from various 
classification societies (DNV 2021; Korean 
Register 2024; Bureau Veritas 2019). However, 
measuring and capturing human behavior is a 
complex task, making it difficult to establish a 
human baseline for comparison (Koopman and 
Widen 2023). Also, autonomous systems may 
introduce new risks or have effects unaccounted 
for by traditional risk analysis methods. For 
example, differences in responses to a vessel on 
collision course may create confusion in 
environments where both humans and 
autonomous ships interact. Consequently, it is 
unclear whether this change in operational 
behavior may affect the operational risk picture 
and thereby the system’s safety equivalence. 
Hence, systematic testing is needed to 
adequately evaluate the collision avoidance 
system’s performance.  

2.3 The need for testing 

Testing is the process of assessing a function or 
system to determine its performance, quality, or 
reliability (IEEE 2022). This typically involves 
conducting tests to measure specific 
characteristics or identify any deviations from 
the intended behavior. In this approach, the 
system is methodically stimulated under various 
conditions, and its responses observed and 
analyzed (Barr et al. 2015). This stimulation is 
achieved by designing and executing a range of 
test cases to expose the system to various 
scenarios. This way, the system is evaluated in 
the complete Operational Design Domain 
(ODD), assessing the system's robustness during 
normal operation and failure modes (Rødseth et 
al. 2021). 

The entity that performs the assessment is 
also referred to as the test oracle; a human or an 
automated system (IEEE 2022). Determining 
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whether a test passes or fails can be achieved by 
quantitative or qualitative evaluation metrics. 
Consequently, there is an important relationship 
between test case generation and the test oracle, 
as the test cases are directed towards what is 
being measured. Similarly, the response from 
stimulating the system should guide the tester 
towards areas requiring further attention.  

In the test regime, system developers, 
quality assurance testers, and user acceptance 
testers, contribute towards verification and 
validation of the system. In addition, third-party 
testers typically verify compliance with 
established standards or regulatory frameworks. 
Unlike system developers, third-party testers 
may treat the system as a black box, focusing on 
the behavior of the final system rather than its 
internal mechanisms. Additionally, extensive 
expertise within the domain is used in the 
evaluation. Consequently, regulatory bodies 
mandate and conduct third-party testing to 
ensure compliance with standards and 
regulations (European Commission 2024). 
However, testing autonomous navigation 
systems is not without its challenges. 

3. Challenges in testing autonomous 
navigation systems 

3.1 Extent of the problem space 

Considering the number and combinations of 
parameters constituting a test scenario, the 
number of possibilities becomes exponentially 
large. This makes it extremely challenging for a 
human tester to manually process and evaluate 
possible scenarios and results. Consequently, a 
major obstacle is to determine which, and how 
many, simulations are needed to reach 
satisfactory test coverage. Pedersen et al. (2023) 
used a long-tail distribution to describe this 
challenge. The head of the distribution represents 
scenarios that have a high probability of 
occurring, e.g., within months of operation. 
These are scenarios that must be identified pre-

deployment through testing. As possible 
encountered failures are mitigated, the scenario 
distribution moves to the right reaching 
scenarios that have a low probability of 
occurring, e.g., every 100 years. At some point 
along the curve, it may be assumed that the 
testing has reached an acceptable residual risk 
level after which it can be decided that the 
system is sufficiently tested to enable 
deployment. To arrive at this point, a large 
number of- and variation in scenarios is needed. 

3.2 Interpretability of collision regulations 

Since ships equipped with autonomous 
navigation systems are designed to operate 
alongside conventional vessels, it is reasonable 
to assume that they should comply with existing 
regulations such as the COLREG. However, the 
rules were intentionally made flexible to apply to 
a wide range of situations, which introduces 
challenges in terms of how to interpret 
qualitative terms such as "safe speed", "ample 
time", "readily apparent", and "good 
seamanship” (IMO 1977).  

 Consequently, several research 
activities exist aimed to formalize the COLREG 
into testable criteria. Torben et al. a (2022) 
introduced formalization of COLREG using 
temporal logic, a method suitable for capturing 
temporal and spatial dependencies, which 
facilitates the modelling of complex traffic 
encounters. Based on a similar approach, 
Krasowski and Althoff (2024) proposed a 
framework to evaluate COLREG. Woerner 
(2016) used a different approach introducing 
mathematical formulations to evaluate COLREG 
through penalties and scores for single-ship 
encounters. However, despite these efforts, 
converting qualitative terms into a clear and 
explicit format to assess the performance of the 
collision avoidance system remains challenging. 

3.3 Dependency on software 

As autonomous systems are heavily software 
dependent, potential imperfections in the 



2379Proc. of the35thEuropeanSafetyandReliability& the33rdSociety forRiskAnalysis EuropeConference

 
 

software code may affect system functions 
(Sullivan and Chillarege 1991). Hence, the 
potential for coding errors and feature changes, 
post-deployment software updates are expected 
throughout its lifecycle (Saravanos and Curinga 
2023). Due to the complexity of the code, it is 
challenging to predict how these updates will 
affect the overall behaviour of the system. 
Although current regulations require that 
changes in design and characteristics are 
considered, they do not explicitly mandate 
additional software testing (EU 2014). This is a 
significant challenge, as updates are expected to 
continuously improve on the software’s 
performance and functionality. 

Also, autonomous navigation systems may 
use learning algorithms that enables them to 
adapt and improve their performance over time 
(Ye et al. 2023). This changeability of the 
system implies that its ODD, tested during the 
initial conformity assessment, may evolve over 
time (Charmet et al. 2023). As the system adapts, 
its behaviour may diverge from what was 
originally documented, posing challenges for 
ensuring ongoing compliance with safety and 
performance standards. Hence, the traditional 
approval approach may not be sufficiently 
satisfactory and may require continuous 
assessments to ensure safety and performance 
standards are met. 

4. Testing autonomous navigation systems 

4.1 An automated test framework 

Pedersen et al. (2020) introduced a prototype 
automated framework for testing autonomous 
navigation systems. Here, a scenario manager is 
responsible for generating the scenarios. It uses 
information describing the environment and 
system, such as metocean data and vessel 
configuration, to generate scenarios. This 
information is then interfaced towards a 
simulated environment containing the system 
under test and dependant systems. The scenario 
manager is responsible for configuring the 
internal parameters in the system and setting up 
the positions, courses and speeds of interacting 
vessels. The output of the simulation is then 
interfaced to the test oracle and subsequently 
evaluated. The test evaluation module builds 
upon rules and regulations such as COLREG to 
determine the performance of the system. To 
automate the test process, the framework applies 
a search method that uses the results from the 
test oracle to automatically generate new test 
scenarios targeting areas where the system 
performs insufficiently. Consequently, the 
system is iteratively probed with numerous 
scenarios that are automatically evaluated and 
input to new scenarios are made based on the 
outcomes of earlier ones (see Figure 1). 

 

 

 

Figure 1. The test process. 
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4.2 The role of the tester 

While automated testing frameworks may 
significantly enhance efficiency of the test 
process and the coverage of the scenario space, 
human testers can provide significant added 
value by contributing with their domain 
expertise (Fraser et al. 2015). That is, despite a 
high degree of automation in both the creation, 
execution, evaluation, and iteration of the tests, a 
human tester is involved to initiate, configure, 
and monitor the test process, scrutinize the 
automatically generated test results, perform spot 
checks, and perform manual evaluations of 
individual test cases where needed. By being 
closely involved in the automatic test process, 
and perform manual testing where needed, 
testers can build an intricate mental model of the 
system (Rouse and Morris 1986, 7). In doing so, 
testers learn the system’s limitations, 
capabilities, reliability, functioning, and gain an 
understanding of its logic and components 
(Endsley 2023). This way, they can assess the 
trustworthiness of the system (Lee and See 
2004). 

Considering the uncertainties and 
vulnerabilities associated with collision 
avoidance maneuvering, trust in the system’s 
ability to handle possible collision situations is 
an important consideration for testers in their 
evaluation of the system for operational use. In 
performing individual tests of specific scenarios 
based on previous test experiences, known 
problem areas, edge cases, risk assessments, 
observed weaknesses of the tested system, and/or 
documented collision accidents, the 
trustworthiness of the system can be evaluated. 
As such, experience with how the system 
handles overall- and individual test cases is an 
important determinant of the tester’s confidence 
in the system. Together, automated results, 
combined with the human tester’s experience-
based testing approach should provide a degree 

of insight into the system’s capabilities that is 
sufficient to form an educated assessment of its 
performance. 

5. Conclusion 

With increased degrees of autonomy, the role of 
the navigator transitions from one performing 
collision avoidance maneuvering to one 
supervising a system performing collision 
avoidance maneuvering (van de Merwe et al. 
2024). As systems with increasing degrees of 
autonomy take on more of the tasks previously 
performed by navigators, testers “inherit” some 
of the operational responsibilities that typically 
reside with navigators. 

Consequently, increased degrees of 
autonomy add a burden of responsibility 
previously not present in third-party testing of 
maritime systems. Considering this change, 
increased focus should be given to how to 
support human testers in this new role, and 
ensure methods, tools, and knowledge is made 
available to engender trust in the system, and 
confidence in the test results. 

This paper discussed how the complexity 
and uncertainty associated with autonomous 
systems introduce new challenges in the form of 
automatic testing. As a result, the role of the 
tester must evolve to effectively address these 
challenges. 
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