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A key element of Systems-Theoretic Process Analysis (STPA) method is its hierarchical safety control structure
(HSCS), which defines how safety constraints have to be enforced within the system. In fact, any hazard analysis
conducted using the STPA approach is only as effective as the quality of its underlying control structure. To pave the
way for the application of STPA in autonomous railway systems, this paper proposes a HSCS for semi-automated
train operations in European railways. The design is based on input data derived from European railway system
requirements, functional and technical architectures of subsystems, and a comprehensive review of existing research
works in the domain. This structure clarifies the control relationships (controllers and controlled processes) between
diverse technical and operational actors, and defines the associated information flows. Starting from this HSCS, it is
then possible to effectively perform the remain steps of STPA process (i.e., identifying unsafe control actions and
determining loss scenarios).
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1. Introduction

Early adoption of automation technologies signif-
icantly influenced the evolution of railway sys-
tems (Clark, 2012). Incremental technological en-
hancements, such as advanced signaling and pro-
tection systems, maximized the exploitation of
rail-based transportation. Particularly, the automa-
tion of driving tasks within urban rail transit
demonstrably augmented network capacity, im-
proved energy efficiency, and reduced operational
costs (Cohen et al., 2015). These advantages
pushed the railway industry to extend such ad-
vanced technologies to mainline and high-speed
operations.

In Europe, driverless train operations aim to
substantially transform mainline railways. How-
ever, beyond regulatory and technical challenges,
full automation introduces safety concerns at
each hierarchical level (regulatory, organizational,
operational and technical) of the railway sys-
tem (Singh et al., 2021). The railway domain
has an immutable principle: it is forbidden to
degrade its safety level. To this principle is added
a second imposed by Europe: it is forbidden to
curb the interoperability of networks (Cebulski,

2020). To meet these principles, the introduction
of new products, services, procedures, and / or
technologies into the railway system must be sup-
ported by a body of evidence (through safety/risk
studies) that demonstrates that the overall level of
safety (for users, operating staff, and third par-
ties) is globally at least equivalent to the current
level (Boussif et al., 2023).

Traditional hazard and safety analysis methods
such as FMECA and FTA focus on hazards arising
from component failures or simple combinations
thereof (Barnatt and Jack, 2018). These meth-
ods are inadequate for addressing the complex
nonlinear interactions and dependencies typical
of automated sociotechnical systems (Hollnagel,
2004). Thus, more sophisticated and systemic ap-
proaches capable of analyzing such dynamic sys-
tems are required.

Systems-Theoretic Process Analysis (STPA) has
emerged as a holistic approach for analyzing haz-
ard and safety. Unlike traditional methods, STPA
focuses on systemic interactions and potential
control deficiencies (Ejaz and Chikonde, 2022).
STPA examines how inadequate control actions,
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feedback loops, and safety constraints operate and
potentially fail across an entire system’s hierar-
chy. Demonstrated to be highly effective in var-
ious safety-critical industries, STPA is increas-
ingly recognized as an efficient tool for address-
ing the complex safety challenges presented by
autonomous systems (Dghaym et al., 2021; Ab-
dulkhaleq et al., 2017).

According to the STPA handbook (Leveson
and Thomas, 2018), a Hierarchical Safety Control
Structure (HSCS) is essential, as the approach
relies on identifying inadequate control scenarios
that could lead to the hazards. Consequently, the
effectiveness of any STPA analysis is directly de-
pendent on the quality and completeness of its
safety control structure. As highlighted in (Chaal
et al., 2020; Glomsrud and Xie, 2019), the absence
of detailed information about the control structure
remains a significant challenge in applying STPA
to autonomous systems.

In a previous paper (Tonk and Boussif, 2024),
we reviewed the application of STPA in the rail-
way domain, and analyzed various comparisons
between STPA and existing approaches. This re-
view highlighted the key aspects of STPA and the
importance of a well-defined HSCS for hazard
and safety analysis. These elements are essential
for safety assurance activities at the overall sys-
tem level for autonomous train operations (Tonk
et al., 2023). Recognizing this necessity and in-
spired by similar research efforts (Allison et al.,
2017; Chaal et al., 2020) in other transportation
domains, our objective to address this gap by
advancing the development of a railway-specific
HSCS serving as a foundation for the future ap-
plication of STPA for automated railway systems.
In this paper, we propose a hierarchical safety
control structure for semi-automated (GoA2) train
operations in European railways. This structure
clarifies the control relationships (controllers and
controlled processes) among various technical and
operational actors while defining the correspond-
ing information flows. The design is based on
insights derived from European railway system re-
quirements, functional and technical architectures
of subsystems, and a comprehensive review of
existing peer-reviewed research in this domain.

The remainder of this paper is organized as
follows: Section 2 discusses the foundations of
STPA and HSCS. Section 3 introduces the techni-
calities of the interoperable European railway sys-
tem and automation. Then, Section 4 presents the
methodology and main contribution of the paper,
that is, the HSCS for GoA2 autonomous trains.
Finally, Section 5 provides a brief discussion with
concluding remarks and perspectives.

2. STPA & Hierarchical safety control
structure

STPA is a proactive hazard analysis method based
on Systems Theoretic Accident Model and Pro-
cesses (STAMP) accident model rooted in sys-
tems and control theories. Based on systems’ the-
ory, safety is considered as an emergent property
that evolves as the result of a dynamic outcome
of complex interactions within systems. STPA
considers the management of this property as a
control problem within a sociotechnical frame-
work, where a dedicated control structure en-
forces safety constraints to control system behav-
ior (Leveson, 2004, 2012) .

The STPA Handbook (Leveson and Thomas,
2018) presented four main steps to be carried out
during the hazard analysis process:

(1) define the analysis purpose by identifying po-
tential losses, the system’s environment, and
hazards at the system level, along with con-
straints;

(2) establish a HSCS to detail functional rela-
tionships and interactions, including feedback
control loops;

(3) examine control actions to pinpoint potential
unsafe actions that could cause losses under
specific environmental conditions;

(4) identify causal factors and scenarios that
could lead to these unsafe actions and subse-
quent hazards.

Clearly, the STPA process requires a HSCS of
the system which captures the functional relation-
ships through feedback control loops. A typical
HSCS is organized across five hierarchical levels:
(1) Congress & Legislatures (2) Regulatory, (3)
Company Management, (4) Operations Manage-
ment, and (5) Operating Process (Leveson, 2018).
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At the operating process level, the HSCS is a
representation of operational and technical com-
ponents, including both human and automated
systems, interacting with actuators and sensors to
control a physical process, see Fig. 1.

Fig. 1. General control structure – operating process.

3. European railway and automation

All railway systems around the globe are designed
to operate two physical components: the infras-
tructure (tracks, switches, signals, etc.) and the
rolling stock. The infrastructure is a static and
fixed component, while the rolling stock is the
mobile component which is designed to move
along the rails, providing mobility for passengers
and freight. Within the Single European Rail-
way Area (SERA), rolling stock can operate over
infrastructure established by different European
Union (EU) states, a principle referred under the
Interoperability Directivea.

The considered directive establishes conditions
for achieving interoperability within the Union
rail system, specifying essential requirements
for subsystems including components, interfaces,
procedures, and system compatibility. Established
for regulating accessibility and safety of cross-
border railway operations within EU, this direc-
tive organizes the technical operations of the rail-
way system into eight subsystems, categorized
into structural (Infrastructure, Energy, Trackside
Control Command and Signaling (CCS), On-
board CCS, and rolling stock) and functional (op-
eration and traffic management, maintenance, and
telematics applications for passenger and freight
services) groups. These subsystems are designed
and operated with respect to Technical specifica-

aDirective (EU) 2016/797 on the interoperability of the rail
system within the EU

tions for interoperabilityb (TSIs), which aim to
harmonize technical standards across the Euro-
pean rail network. The automation of train driving
functions is mainly realized using both trackside
and on-board components of the railway CCS
subsystem, as discussed in section 3.1.

3.1. Automation in railway

The automation of train driving functions started
in the urban rail transit domain. The IEC622901
(2014) describes Grade of Automation (GoA) as
the “automation level of train operation, in which
a train can be operated, resulting from shar-
ing responsibility for given basic functions of
train operation between operations staff and elec-
tronic/electrical system”. The GoA allocates the
responsibility for several basic functions to either
on-board staff or technical systems, such as train
operation, train speed control, train stopping, train
door control and disruption management.

In urban rail transit domain, the automation is
implemented through the concept of automatic
train control (ATC). The ATC comprises three
subsystems, Automatic Train Protection (ATP),
Automatic Train Operation (ATO), and Automatic
Train Supervision (ATS), which reflect the pro-
gressive automation of the safety functions, driv-
ing operations, and traffic management, respec-
tively. One of the successful implementations and
integration of ATC system, in urban railways, is
the Communication-based Train Control (CBTC)
system.

In European mainline and high-speed railways,
the automation is mainly implemented within the
the European Rail Traffic Management System
(ERTMS), as part of CCS. ERTMS is a signaling
and speed control system which is composed of
three subsystems: European Train Control System
(ETCS), Railway Mobile Radio (RMR)c and Au-
tomated Train Operation (ATO). Similarly to the
urban rail systems, the functions of ATS are per-
formed by a so-called Traffic Management System

bIntroduction to Technical specifications for interoperability
cNotice that RMR consists of both Global System for Mobile
Communications-Railway (GSM-R) and Future Railway Mo-
bile Communication System (FRMCS), implemented simulta-
neously or independently.
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(TMS). The ETCS is a safety-critical ATP system,
while ATO is optional and enhances functionality
across GoAs. Concurrently, RMR provides voice
communication for train drivers and signalers, and
data transmission for ETCS.

In mainline railways, the concept of GoA serves
as a taxonomy for categorizing the transfer of
train driving authority from human operators to
technical systems. This taxonomy is essential for
understanding and standardizing the varying lev-
els of technical automation within the railway
sector (Brandenburger and Naumann, 2019). The
ERTMS/ATO Operational Principles’ specifica-
tion (ERA UNISIG, 2023) distributes the different
responsibilities of train driving functions between
human and technical systems across all GoA’s (see
Fig. 2).

Fig. 2. Grade of Automation levels (UITP, 2018).

In GoA1, the driver plays a central role, guided
by ATP (ETCS or national systems) and supported
by TMS and Train Management (TM). Optional
Driver Advisory Systems (DAS) can augment this
setup by providing optimal speed and timing ad-
vice to enhance efficiency.

GoA2 introduces the ATO (both on-board and
trackside) system that automatically handles driv-
ing tasks such as traction and braking, closely
interacting with TMS to synchronize train move-
ments with the operational timetable and manage
traffic effectively. The ATO system may also com-
pute DAS trajectories, which can be displayed as
guidance for the driver in GoA1 scenarios.

In GoA3 and GoA4, complexity increases as
the ATO system begins to interact not only with
TMS, but also with train management to automate
daily railway operations, such as train configu-
rations and staff management. GoA4 represents

the pinnacle of automation, where all driving and
on-board tasks are fully automated, eliminating
the need for any on-board staff, contrasting with
GoA3 where some staff roles are retained.

Train operations in both GoA3/4 modes require
advanced technologies (integrated with ATO) to
ensure safe operations; this includes, but is not
limited to, perception system, obstacle detec-
tion, digital mapping, localization, and emergency
management. Thus, ensuring that the system can
operate safely and efficiently without human in-
tervention. Finally, we recall that our focus in this
paper is on the railway components involved in the
GoA2 train operating process and their systemic
interactions.

4. Railway HSCS for GoA2

An HSCS consists of controlling units (con-
trollers), the controlled process, and the flow of
control actions and feedback between them (Re-
jzek et al., 2018). In railways, HSCS components
include human operators and technical systems,
working in collaboration or assistance to perform
a set of functions relevant to train operations.
In this section, we establish an initial HSCS for
GoA2 train operations within the European rail-
way system.

The HSCS established in this work focuses on
systemic interactions related to train driving op-
erations, along with their underlying system hi-
erarchy and interactions. Notice that both the hu-
man operator (i.e., train driver) and the technical
system (i.e., ATO) are jointly involved in driving
operations.

4.1. Methodology

From the literature, Chaal et al. (2019) have es-
tablished a method for developing a hierarchical
system structure for the (future) autonomous mar-
itime systems, starting from functional specifica-
tions. Inspired by this work and recognizing the
particularities of the European railway system, we
present our two-step methodology used to estab-
lish the HSCS of the railway, illustrated in Fig. 3,
as follows.

Step 1 involves gathering information from
three primary sources:
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Fig. 3. Methodological approach used to develop the
HSCS.

(1) European railway policies and regulations,
which provide information on the organizational
structure of the system, including administrative
bodies, regulatory authorities, and railway com-
panies. They define the roles, responsibilities, and
interactions of these entities, which are crucial
for governance and decision-making within the
HSCS.
(2) TSIs and ERTMS specifications, which de-
fine the technical and operational standards re-
quired to meet essential requirements (mainly
safety) and ensure interoperability. Most impor-
tantly for our work, they outline the interfaces
and interactions between these subsystems and
their underlying components (see Fig. 4). This
information is fundamental to defining the control
actions and feedback loops within the operational
and technical layers of the HSCS.

Fig. 4. ATO over ETCS reference architecture (Wang
et al., 2022).

(3) European R&I projects, which propose spec-
ifications for future standardization, focusing on
defining the functional and technical architectures
of automated railway systems. For example, the
“X2Rail-1” project detailed the essential function-
alities, interfaces, and system specifications of an
interoperable GoA2 train control system. Ongoing
reviews of ATO over ETCS GoA3/4 specifications
in the “X2Rail-4” project will lead to updated
ERTMS / ATO specifications. Other projects, such

as “OCORA,” “TAURO,” “MOTIONAL,” “EUL-
YNX,” and “R2DATO,” standardize technical as-
pects of various subsystems for safe GoA4 train
operations. These architectures are transformed
into control structures that represent the opera-
tional and technical layers of the system.

At the end of Step 1, a preliminary version of
railway HSCS was developed based on a review of
the aforementioned sources. In Step 2, this version
was iteratively refined using insights from peer-
reviewed studies, particularly on automatic train
operations, STPA control structures, and safety of
automated systems. We specifically acknowledge
(Wang et al., 2022; Yin et al., 2017) for their
contributions regarding ATO technology.

4.2. The control structure

Fig. 5 illustrates the high-level hierarchical safety
control structure for GoA2 train operations. In
the diagram, each yellow box represents a sys-
tem component or human actor within the railway
system. On the other hand, gray boxes represent
the physical processes. Red lines indicate control
actions or information transmissions, while blue
ones represent feedback mechanisms. The con-
trollers at the top of this diagram are part of the
operation and traffic management (OTM). Notice
that the trackside components are located on the
left, and the on-board components are located
towards the right of this diagram.

Starting from Planning System, long-term and
advance timetables are shared with Infrastructure
Manager’s traffic dispatchers, such as Operations
Manager, and Railway Undertaking (RU) Super-
visor. Operations manager interact with RU su-
pervisor who interact with Train driver via Train
management. Together, the Operations Manager
and the RU supervisor also provide status reports
to the planning system when modifications are
necessary.

During real-time operations, trains often de-
viate from their scheduled targets. Such distur-
bances and disruptions are managed by the TMS
while optimizing the utilization of rail infras-
tructure. Previously, human signalers (as part of
TMS) commanded Interlocking for route setting
and trackside signaling, but this function has been
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successfully automated and is now managed by
Automatic Route Setting commanded by a traffic
dispatcher remotely.

The on-board and trackside components of the
CCS (including ETCS and ATO) enable train
drivers to command the train (that is, rolling
stock) under the constraints of the railway sched-
ule while maintaining safe distances from the
preceding and following trains. Transmission be-
tween trackside and onboard components is facili-
tated through the ERTMS RMR system, except for
trackside signaling observations, which, accord-
ing to the ETCS application level, are performed
visually by the train driver or communicated to
the ETCS driver machine interface (refer ERA
UNISIG (2016)).

Notice that Fig. 5 provides a high-level HSCS.
In Fig. 6, we further detail the safety control struc-
ture described above by illustrating the systemic
interactions involved between different compo-
nents of the railway.

5. Discussion and Conclusion

This paper presents an HSCS specifically de-
signed for semi-automated (GoA2) train opera-
tions within the context of European railways.
The HSCS enables the tracing of distinct sys-
temic interactions between human and automated
controllers to facilitate GoA2 train driving-related
functions. It also clarifies the system hierarchy,
interfaces, control actions, and feedback mecha-
nisms between these components.

The HSCS is established as a foundation for
the effective application of the Systems-Theoretic
Process Analysis (STPA) method in hazard and
safety analysis of automated railway systems. It
facilitates the final two steps of the STPA process:
identifying unsafe control actions and loss sce-
narios. This enables the identification of potential
unsafe control actions during GoA2 operations,
such as mode confusion leading to human error
on the part of the train driver.

In the future, this HSCS will be further en-
hanced by including railway components involved
at non-technical hierarchical levels, as discussed
in section 2. Additionally, our aim is to adapt
the HSCS to support higher levels of automation,

Fig. 5. Railway HSCS for GoA2 (semi-automated)
train operations.

specifically GoA3 and GoA4. Once these exten-
sions are completed, the enhanced HSCS will en-
able a more effective application of STPA, facil-
itating systematic identification of unsafe control
actions and failure scenarios. This will be partic-
ularly important during GoA mode transitions in
autonomous trains with dynamic autonomy. This,
in turn, will support the derivation of appropriate
safety constraints and requirements, contributing
to the safety assurance of fully autonomous/ unat-
tended (GoA4) train operations.
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Fig. 6. Railway HSCS for GoA2 (semi-automated) train operations.


