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Fault tree (FT) analysis is a widely used technique in system reliability engineering, providing a structured method
for identifying the root causes of system failures. By visually representing failure pathways, FTs help engineers
assess potential risks and implement preventive maintenance strategies. However, the construction of FT's remains a
significant bottleneck, especially for large and complex systems due to the intricacies involved in manually modeling
failure modes and capturing system behavior which increase the risk of incomplete failure analysis of the system.
This paper proposes a survey of automatic construction methods of FTs. We classify related works into three well-
known categories: knowledge-based, model-based, and data-driven. Our survey highlights the formalisms used
to model the system under analysis, the algorithms used to build the ft, the scope of their application, and their

limitations.
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1. Introduction

System reliability is critical for preventing un-
expected breakdowns that can lead to significant
economic losses, including disrupted production
and diminished client trust. Fault Tree (FT) anal-
ysis is a widely used method for system reliability
assessment. An FT is a directed acyclic graph that
illustrates the logical relationships between failure
events and their contribution to a defined critical
system failure, known as the top event (TE). It
enables both qualitative analysis of failure propa-
gation and quantitative analysis of the TE’s prob-
ability. Despite these advantages, building an FT
often requires substantial domain expertise, time,
and effort, especially for complex systems. This
challenge has sparked considerable research inter-
est in automating its construction, which would
greatly enhance the usability and scalability of FT
analysis.

The scope of this paper is to provide a con-
cise overview of various FT construction meth-
ods. For a comprehensive review of FT analysis
frameworks and tools, readers may refer to (Zhu
et al., 2023) and Baklouti et al. (2017). The most
recent review paper on FT construction methods
is Berres and Schumann (2016), covering meth-
ods from 1989 to 2015. Our paper provides an
update on recent advancements and addresses the
evolving trends and challenges in FT construc-
tion. The methods are categorized into three main

approaches: knowledge-based, model-based, and
data-driven. Knowledge-based and model-based
approaches rely on expert knowledge of the sys-
tem described by modeling languages or graphs
and converting them into FTs. These methods
are effective when domain knowledge is avail-
able and enables consistency across fault analyses.
They were particularly popular in the latter half
of the 1900s in the form of expert systems till
the 2000s model-based approaches with the rise
of model-based system engineering (MBSE) and
safety assessment (MBSA) approaches to manage
the growing complexity of systems. Meanwhile,
data-driven approaches have seen rapid growth
since the 2010s, coinciding with advancements
in data science and the increasing availability of
failure datasets. These methods construct FTs us-
ing patterns uncovered from extensive operational
data, offering a scalable and adaptable solution for
modern systems.

Our literature review summarizes key insights
from previous studies, it is structured as follows:
it begins in Section 2 with an overview of our
research methodology. Section 3 presents a review
of knowledge-based approaches, while Section 4
concerns model-based approaches, and Section 5
is dedicated to data-driven approaches. Then, the
paper concludes in Section 6 with a discussion,
highlighting the main findings and suggesting ar-
eas for future research.
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2. Research methodology

The literature search used ScienceDirect, Web of
Science, IEEE Xplore, and Google Scholar with
these keywords: "Fault Tree" combined with "con-
struction”, "generation", "synthesis", "induction",
"inference", and "derivation". Papers were ini-
tially screened by title and keywords, followed by
an abstract review if relevant. Those passing this
stage were saved for further review, including the
introduction and conclusion. Papers deemed rele-
vant were also checked for forward searches, and
their references were used for backward searches
to capture any missed-out papers.

3. Knowledge-based approaches

The first category, knowledge-based approaches,
relies on formalizing domain expertise to repre-
sent the relationships between system components
and their failure modes. From this knowledge, al-
gorithms for FT construction or rule-based meth-
ods for FT deduction are elaborated.

3.1. Structured tables and diagrams

Typically, rule-based languages in the form of
tables or graphical system representations are used
to encode the system’s logical relationships. To
construct FTs, trace-back algorithms are com-
monly employed to trace the defined TE back
to the system boundaries, identifying the related
components along the way. This method is used to
construct FT from Salem et al. (1977); Wang and
Liu (1993)’s decision tables, De Vries (1990)’s
electrical circuits diagram, and Majdara and Wak-
abayashi (2009)’s function and state transition ta-
bles.

Wang and Liu (1993) refined Salem’s method
by minimizing decision tables, reclassifying event
types, and using a virtual transfer component to
reduce redundancies. The Automatic Fault Tree
Construction Code (AFTC) is introduced in Han
et al. (1989) to synthesize FT using decision
tables, flow diagrams, Common Cause Failure
models, and super component models to simplify
repetitive components and subsystems.

Roth et al. (2015) captures failure propagation
in a failure network derived from the multiple do-
main matrix, and FTs are extracted through struc-
ture analysis after identifying TEs using hierarchi-
cal function decomposition. Camarda et al. (1978)
converts minimal path sets from Reliability Block
Diagrams (RBD) into FTs. The TREE-EXPERT

(Xie et al., 1993) uses a knowledge tree to map
logical relationships and overcome limitations in
Probabilistic Safety Analysis.

A directed graph (digraph) consists of nodes
and edges used to represent fault propagation
within a system. It models dependency paths and
fault propagation, offering flexibility by captur-
ing diverse behaviors. Lapp and Powers (1977)
created an algorithm that constructs FTs from di-
graphs, capturing sequential behaviors with time-
dependent edges, although it primarily models
static fault modes. Nevertheless, this limitation
is addressed by the Reliability Imbedded Design
Language (RIDL) (Vemuri et al., 1999).

Control loops are mechanisms within control
systems designed to continuously monitor and ad-
just system behavior through sensors, controllers,
and actuators. These loops prevent process devia-
tions but are challenging to model in FT formal-
ism as they must be identified before constructing
the FT and require consistency checks to ensure
mutually exclusive events do not occur simulta-
neously. Taylor (1982) improved Fussell (1973)’s
algorithm by adding support for loops, accepting
graphical inputs, and using a library of minitrees.
Though automated, the method still requires man-
ual pruning and misses some hazards. In address-
ing process plant complexities like control loops
and bypasses, Kelly and Lees (1986) developed
FLTGEN which generates FTs from unit-based
minitrees.

Causal trees with branches as fault paths and
control/non-control loops as nodes are mapped
into FTs in Bossche (1991). Wang et al. (2002)
proposed an algorithm using mini cause-and-
effect trees to model control loops between system
components in the chemical process industry and
construct FT. The algorithm works directly from a
process block diagram but requires a TE library
and user input to initiate events if they are not
found in the library.

Digraph-based approaches are very suitable for
modeling process systems and control loops, but
modeling discrete quantities can be inconvenient,
especially when some discrete parameters have
wide ranges of variation, which could lead to
very large digraphs with lots of directed connec-
tions among the connections (Majdara and Wak-
abayashi, 2009). Also, digraphs are limited to
model static fault modes (Vemuri et al., 1999).
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3.2. Logical reasoning-based from
knowledge

The tool KB3 (Renault et al., 1999) enables users
to describe systems using a rule-based language
(FIGARO) or a GUL. The tool automatically gen-
erates FTs using a backward chaining method.
By leveraging shared component libraries created
using FIGARO, KB3 ensures consistency across
FTs in different reliability studies. Elliott (1994)
introduced the Reliability Analysis Expert Sys-
tem, generating FTs from functional block dia-
grams and simplifying them via Boolean algebra
and modularization. State machines model system
states and transitions, suitable for systems with
sequential or conditional behaviors. Liggesmeyer
and Rothfelder (1998) proposed a formal risk
analysis where FTs are generated from system
behavior described as finite-state machines. How-
ever, this approach is challenged by state explo-
sion as system complexity grows.

3.3. FT generation from model checkers

Model checkers represent an alternative approach
to backtracing a system model. For example, the
NuSMV (Bozzano and Villafiorita, 2007) verifies
temporal logic formulas that define the reachabil-
ity of a faulty mode of a system model. The gen-
erated counterexample then serves as the basis for
FT construction. Another model checker tool is
Eucalypt (Rae and Lindsay, 2004), which derives
FTs from process algebra.

4. Model-based approaches

The second category, model-based approaches,
uses a representation of the structure and be-
haviour of the system studied in a specialized
modeling language. Based on the model of the
system defined in this particular modeling lan-
guage, model-based approaches propose special-
ized methods to build FTs from undesired be-
haviour.

4.1. UML and SysML

The UML and SysML are former system descrip-
tion languages widely used in MBSE due to their
flexibility and compatibility with various model-
ing tools. UML represents structural and behav-
ioral aspects through various diagrams. It allows
customization with constraints and stereotypes,
making it adaptable for modeling failure-related
properties in FT construction. In Pai and Dugan
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(2002), UML is used to model system depen-
dencies and component failure attributes to con-
struct Dynamic FT (DFT). SysML extends UML
with additional diagrams for modeling hardware
and software in system engineering. Xiang et al.
(2011) used the Maude language to generate FTs
from SysML diagrams. Yet their method is mainly
suited for IT systems and in later design stages.

Mhenni et al. (2014) proposed a semi-
automated approach to generate FMEA and FTs
using SysML, where functional and internal block
diagrams inform preliminary analyses, later re-
fined by experts.

Baklouti et al. (2019) generates DFTs using
SysML structural and class diagrams with redun-
dancy profiles. A depth-first search traces failure
propagation, creating sub-trees based on redun-
dancy types and switch requirements, which are
then concatenated to form the DFT.

A component FT (CFT) focuses on the reliabil-
ity of smaller, reusable components that integrate
into larger systems. The tool ALFRED (Hofig
et al., 2015) extends CFTs across system layers
using SysML safety models as input to address
the lack of support for inter-layer dependencies
between software and hardware in CFTs. This
method enhances modularity but requires that all
dependencies be defined for effective system-level
analysis.

4.2. Mode automata and Altarica

Mode automata are high-level languages used to
model complex systems. They decompose sys-
tems hierarchically into subsystems with finite
states (modes) where only one state is active at
a time. Each state defines outputs based on input
flow values, and it can switch states in response
to events, providing various model perspectives to
emphasize different aspects.

AltaRica is a formal specification language
based on mode automata designed to represent
failure logic according to system structures and
functions. It enables the generation of FTs that
closely reflect real system designs. Rauzy (2002)
derived Boolean equations from AltaRica for FT
construction by deriving the system’s behavior
from state machines and computing a graph of
all reachable states. Then, the logical expressions
needed to reach each state are identified, and con-
sistent expressions are retained to generate the FT.

Yakymets et al. (2013) proposed the Safety
Modeling Framework for FT analysis, where
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SysML diagrams are converted into AltaRica lan-
guage, which enables minimal cut sets (MCSs)
extraction using the ARC tool. The MCSs are then
structured into FTs.

Li and Li (2014) refined AltaRica’s fault model-
ing, which was designed by deriving failure logic
from system nodes and component nodes destined
for FT construction.

4.3. MATLAB-Simulink

MATLAB-Simulink is widely used for engi-
neering system modeling and simulation due to
its robust interface. Papadopoulos and Maruhn
(2001) proposed a continuous safety assess-
ment approach for programmable systems. Using
Simulink to model the system, Hazard and Oper-
ability Studies (HAZOP) are conducted to identify
hazards and an FT is generated by selecting sub-
systems that contribute to the TE. The downside
of using HAZOP to uncover system dependencies
and cause-effect relationships is that it demands
significant modeling effort and expert analysis
(Roth et al., 2015).

Similarly, Latif-Shabgahi and Tajarrod (2009)
developed a method to construct FTs from
MATLAB-Simulink block diagrams that include
failure models. Their approach manually extends
the model structure, enabling the FT construction
code to generate either DFT or SFT. Compo-
nents are connected based on their types to de-
termine gate assignments, leveraging Simulink’s
toolbox and avoiding digraphs, transition tables,
or knowledge-based rules. Nevertheless, it does
not address cycles within models (Berres and
Schumann, 2016). However, each subsystem has
a limitation on the number of components it can
contain in a Simulink model, limiting its usage
on large and complex systems. Additionally, if
the same component performs multiple functions,
it must be treated as separate, virtually distinct
components.

4.4. AADL

Architecture Analysis and Design Language
(AADL) supports system architecture modeling
for real-time systems, including component de-
scriptions and failure data through its Error Model
Annex. Unlike behavioral models such as AltaR-
ica and Simulink with HiP-HOPS, which lack
inherent support for architecture representation,
AADL inherently integrates system components
through its core language. Nevertheless, AADL

is designed for embedded systems, making it less
suitable for complex systems engineering, and it
has limitations that restrict certain failure mode
specifications.

Joshi et al. (2007) converted AADL models to
SFT by extracting the error model, organizing it
into graph nodes, and using a recursive algorithm
to generate and optimize an intermediate FT for
commercial FTA tool compatibility.

Dehlinger and Dugan (2008) proposed convert-
ing AADL models enriched with an Error Model
Annex to DFTs, incorporating spares, functional
dependencies, and failure sequences through dy-
namic event/failure trees to capture dynamic fail-
ure propagation.

4.5. GO model

The GO model is a success-based system proba-
bility analysis technique suited for modeling sys-
tems exhibiting multi-state and time-sequential
characteristics. It is constructed directly from the
system principle diagram, flowchart, or engineer-
ing diagram, thus closely resembling the system
principle diagram. Zhang et al. (2015) defined
mapping rules to convert the GO model into FT.

5. Data-driven approaches

The third category, data-driven approaches, is re-
lieved of the constraint of having an expert of
the system or a detailed model of the system.
This approach only needs data sets relying on the
nominal and failure-mode behaviour of the sys-
tem. From these data sets, machine learning (ML)
and/or heuristic algorithms provide FT inference.

5.1. Decision tree and classification
algorithms

The Binary Decision Tree (BDT) is frequently
employed to generate a tree formalism when
Boolean data for FT construction is provided.
Nolan et al. (1994) proposed the induction of FTs
algorithm based on the ID3 decision tree induction
algorithm. Their algorithm learns the FT structure
by recording system states and undesired events,
requiring no detailed system analysis.

Juri¢ié and Znidargi¢ (1996) integrated process
models with ML to generate BDTs for continuous
industrial processes. Using interval-based compo-
nent models and physical laws, the process un-
der fault conditions is simulated with a Monte
Carlo simulation to generate training examples.
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This hybrid method to model a system is proposed
to merge knowledge about the process operation
from various sources. A multi-strategy ML ap-
proach (ID3, CN2, KNN, Bayesian classification)
was applied to identify thresholds and create deci-
sion trees linking symptoms to faults. While the
approach was effective for simple cases, its ap-
plicability to dynamic systems and more complex
cases remains uncertain.

Berikov (2004) proposed synthesizing FTs
from stationary multivariate time series by us-
ing decision trees to forecast and identify events.
Each decision path forms FT nodes, enabling a
simple, generalizable approach that handles both
qualitative and quantitative data, even with limited
or low-quality datasets. However, expert input is
needed to determine non-terminal nodes.

Contrasting to the correlation that BDTs cap-
ture, Causal Decision Trees (CDTs) describe
causal relationships needed for cause-effect anal-
ysis. Nauta et al. (2018) introduced the LIFT al-
gorithm inspired by the CDT to construct SFTs.
Assuming that the TE, intermediate events (IEs),
and basic events (BEs) are present in the dataset,
the LIFT algorithm creates an SFT that contains
solely the TE and then iteratively increases the
depth of the FT by generating all combinations of
IEs and BEs. The choice of gates is decided using
the standard Mantel-Haenszel Partial Association
test (PAMH). The advantage of this approach is
that causality between the BEs is found, but an
exhaustive test has to be carried out, resulting in
exponential time complexity with increasing BEs,
and this approach is sensitive to noise (Linard
et al., 2019).

Verkuil et al. (2022) addressed the limitations of
Boolean-based data-driven FT methods for con-
tinuous sensor data. They applied the C4.5 al-
gorithm to discretize real-time data into Boolean
values tailored to each TE and used the LIFT algo-
rithm to construct the FT. The authors replaced the
PAMH coefficient with the Phi coefficient, which
adapts better to varying dataset dimensions at the
cost of identifying correlations between failures
instead of causality.

Niloofar and Lazarova-Molnar (2023) com-
bines their approach of Data-Driven Fault Tree
Analysis (DDFTA) (Lazarova-Molnar et al.,
2020a) with a Naive Bayesian classification model
(DDFTAnb) to predict system behaviors from
combinations of failures unknown to domain ex-
perts. Their approach takes a multinomial time
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series and converts them into untimed boolean
truth data. The unobserved TE states in the truth
data are classified by the Naive Bayesian classifi-
cation model fitted on data with known TE states,
generating complete truth data for repairable FT
extraction. The caveat is that the Naive Bayesian
classification model assumes BEs are indepen-
dent.

5.2. Genetic algorithms

Inspired by biological evolution, Linard et al.
(2019) developed an evolutionary algorithm (EA)
that iteratively evolves static FT structures us-
ing randomized genetic operators. This method
generates FTs with or without expert knowl-
edge, adding sub-trees to an existing structure
if a partial FT is provided. The objective for
each generation is to identify FTs that improve
the accuracy of the TE value predicted from the
given BE values. However, focusing solely on
optimizing TE value prediction without consider-
ing the FT structure often results in inconsisten-
cies in FT construction and long computational
times. To address these limitations, Jimenez-Roa
et al. (2022) proposed Multi-Objective Evolution-
ary Algorithms (MOEAs) that optimize conflict-
ing objective functions, thereby finding optimal
solutions in terms of accuracy and the gener-
ated FT structure. To further enhance the com-
putational efficiency of EAs, the authors later in-
troduced an optimization strategy that leverages
the modularity and symmetries within the MCSs
(Jimenez-Roa et al., 2022). This method is well-
suited for systems with significant symmetries,
such as truss structures. However, the scalability
of the EA approach for large systems remains a
significant challenge. In Linard et al. (2019), ge-
netic operators are applied randomly, raising ques-
tions about whether alternative strategies could
improve the likelihood of finding the global op-
timum and accelerate convergence. Colta et al.
(2024) sought to benchmark genetic operators’
influence on FT generation’s success in the EA
framework. While their results were largely in-
conclusive, they observed that the performance of
genetic operators varied depending on the number
of generations.

5.3. Relationship mining

Logical analysis of data (LAD) is a method for
identifying patterns in datasets through enumer-
ation. Boros et al. (2000) proposed a hybrid
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LAD approach combining bottom-up and top-
down methods. This approach generates minimal
attribute patterns while ensuring each observation
is associated with at least one pattern. Redun-
dant patterns are removed using support sets for
accurate and non-conflicting observation classi-
fications. The Interpretable Logic Tree Analysis
(ILTA) method uses the patterns extracted by LAD
to construct one-level FT. The ILTA is later de-
veloped into Multi-level ILTA (MILTA) (Waghen
and Ouali, 2021) to address ILTA’s limitation in
handling multiple cause-and-effect sequences. An
improved "burn-and-build" algorithm which min-
imizes the number of patterns and their overlap
while maximizing the coverage of same-class ob-
servations is also introduced to optimize pattern
selection. These patterns are then connected via
logic gates and assigned probabilities to form an
ILTA model. If the ILTA model includes inter-
mediate causes at the condition layer, a new sub-
dataset is created to build another ILTA model
based on those conditions, forming a MILTA
model.

5.4. Other methods

The Siemens Corporate Research team (Mukher-
jee and Chakraborty, 2007) explored text mining
techniques to analyze company knowledge repos-
itories to identify failure events. To understand
the meaning of words and their relationships, an
online dictionary is used. They also looked at how
failure events are described in a structured way,
where sub-events leading to equipment failures
are shown as indented text. The team then used
a similarity detection technique to match these
descriptions with the equipment list and catego-
rized the words based on whether they referred to
components or failures. New failure relationships
discovered are added to update the existing FT.
Linard et al. (2019) proposed constructing SFTs
from Bayesian Networks (BNs) using translation
rules. BN learning involves structure learning by
heuristic search and parameter learning which
computes Conditional Probability Tables (CPT) to
determine logic gates. Domain knowledge can be
incorporated to reduce search space, thus mini-
mizing computation time. The limitation of BNs
is that the TE, BEs, and IEs need to be known.
Lazarova-Molnar et al. (2020b)’s algorithm
constructs repairable SFTs by converting time-
series data into Boolean data and identifying cut
sets based on TE occurrences. These cut sets are

refined into MCSs using set theory, with events in
the same MCS linked by AND operators and all
MCSs connected by OR operators. This process
generates a Boolean equation representing the FT,
which is then simplified using Boolean algebra.
Using the same method, multi-state FT is con-
structed in Lazarova-Molnar et al. (2020a).

Qian et al. (2021) tackled the limitations of FT
methods that rely on functional modules or me-
chanical structures, which often lack adaptability
to changing operating frequencies and environ-
ments. They proposed a data-driven FT construc-
tion method using association analysis of fail-
ure data to discover rules and causality between
failure modes. To address the sparsity of failure
data in reliable systems, failure records are trans-
formed into a hierarchical database, and a multi-
dimensional partitioning method is applied. Com-
bined with a failure mode intensity parameter, this
partitioned data creates a transaction database for
association rule mining, with the resulting rules
used to construct the FT.

6. Discussion and Conclusion

FTs are important reliability assessment tools, but
their construction remains a significant bottleneck
to their broader application. This paper reviewed
FT construction methodologies, classifying them
into knowledge-based, model-based, and data-
driven approaches. Knowledge-based and Model-
based approaches depend on domain knowl-
edge, where experts describe the system structure
and behaviors in various formalisms. These ap-
proaches to FT construction offer the advantage
of being implementable during the early stages of
system development, provided that the system’s
representation and relevant domain knowledge are
available. The main drawbacks of these methods
are that they require significant manual effort and
rely heavily on the expertise of domain experts,
meaning their completeness and accuracy vary de-
pending on the depth and precision of the expert-
provided information.

On the other hand, data-driven approaches rep-
resent a more automated way to construct FT. By
learning from sensor readings, data-driven FT can
account for operating environments and frequen-
cies, providing a realistic representation of system
behaviors and even discovering hidden failure be-
haviors. This includes estimating the actual failure
probabilities of BEs and automatically updating
the FT as systems evolve or components are re-
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placed. However, the primary limitation of these
approaches is that they can only be applied after
the system is operational and sufficient data have
been collected. This delay makes them less suit-
able for early-stage reliability assessments, and
data on failure behaviors are rare in highly reliable
systems.

Another key observation is the limited avail-
ability of methods for constructing DFTs. Un-
like static FTs, DFTs incorporate time-dependent
behaviors and dynamic interactions between sys-
tem components, such as sequence dependencies,
functional dependencies, and spares. This capa-
bility makes DFTs essential for the reliability as-
sessment of modern systems, especially for cyber-
physical systems and real-time control systems.
DFTs allow for a more realistic representation of
failure scenarios and provide insights into how
system behavior evolves, making them a crit-
ical tool for analyzing the reliability of next-
generation systems. Despite their importance, au-
tomated methods for constructing DFTs remain
underexplored, presenting a significant research
gap in the field.

This review examines the strengths and limi-
tations of various FT construction methods, em-
phasizing their complementary roles in system
reliability and diagnostics. By providing a concise
overview, this paper contributes to enhance the
understanding of existing approaches and guides
practitioners in selecting the most suitable method
for their needs.
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