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The use of autonomous and controlled drones for last-mile delivery of small cargo is rapidly advancing due to 
improvements in technology, artificial intelligence, and an increase in their cargo capacity. The application of 
drones to improve public services and meet transportation needs in today’s world is an undeniable possibility. 
However, despite the clear benefits of using drones for last-mile delivery, there are potential risks, both known 
and new, that could lead to disruptions in the goods delivery. Hence, there is a necessity to design a method that 
will consider the impact of various risks on drone delivery sustainability at a significantly improved standard. Due 
to the diverse hazards nature associated with operating the aforementioned systems, it can be argued that to 
address these hazards and ensure sustainable delivery, it is essential to develop a flexible model using relevant 
approaches such as fuzzy logic or neural network modeling. Unlike probabilistic models, fuzzy logic does not 
necessitate extensive data. Additionally, an initial data sample on delivery risks posed by drones can be gathered 
through expert opinions. This research marks the initial phase in designing a fuzzy model for assessing risks in 
delivery systems using both autonomous and controlled drones by fuzzy logic. The study identified the key risks 
that primarily impact the drone deliveries' sustainability due to the expert survey. The risks were categorized into 
four groups: human factor; technical hardware issues; software failure; and weather conditions. Participants can 
help to identify the two most significant risk factors for each group. This information was used to determine the 
inputs for the logical-linguistic model. The fuzzy model defines five evaluation levels of supply sustainability. The 
key benefit is recommendations about the feasibility of drone use for last-mile delivery under specific conditions. 
 
Keywords: Transportation, hazard, human factor, technical hardware issues, software failure, weather conditions, 
unmanned aerial vehicle, autonomous vehicle, controlled vehicle, logico-linguistic model. 
 
 

1. Introduction 
Drones are increasingly popular for 
delivering small shipments, especially for 
last-mile logistics (Garg et al., 2023; Jazairy 
et al., 2024). They can be human-controlled 
or autonomous, but identifying potential 
hazards during route planning remains a 
major challenge P1 (Kitjacharoenchai and 
Lee, 2018; Kalinichenko et al., 2023). 
Improving hazard prediction is vital for 

enhancing the reliability of drone logistics 
operations. 

Previous studies have shown that the 
risks associated with the last mile of delivery 
differ from those encountered during the 
initial stage of the route (Tu and Piramuthu, 
2023). The problem P2 of reliability of drone 
usage requires careful and detailed 
examination. Assessing risks during the final 
stages of delivery significantly enhances the 
stability of the entire supply chain (Mismar et 
al., 2022). 
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Some studies have examined hazards 
and risks in drone delivery (Huang, 2023). 
However, current risk assessment methods 
fail to proactively address these hazards, 
impacting supply planning. Such impact of 
risks to the drone delivery system can be 
explained through key aspects: 

� Delays in the cargo delivery at the last mile. 
� Route disruptions caused by unforeseen 

weather conditions. 
� Unexpected twists in the drone's flight plan. 
� Erroneous drone delivery. 
� Emergency loss of communication with both 

autonomous and controlled drones. 
� Software failures. 
� Technical breakdowns of the drone. 
� Unintentional release of cargo from the load-

handling device during flight. 

This brief overview highlights potential 
negative consequences of various risks 
associated with drone usage in supply chains. 
Weighting factors are needed to evaluate the 
impact of these risks, but studies are lacking/ 
This fact is justified by work (Deepu and 
Ravi, 2023). Challenges from swarm drones 
must also be considered (Shreeraj et al., 
2024). Additional solutions for drone-related 
issues in flexible production systems are 
discussed (Deja et al., 2019; Sutak et al., 
2019). The absence of universal methods for 
assessing these risks undermines the stability 
of cargo supply chains, especially in the last 
mile. 

To address the hazards of operating 
these systems, a flexible model is essential. 
Approaches like fuzzy logic (Medvediev et 
al., 2020) and neural networks (Muzylyov et 
al., 2021) can be used. Fuzzy logic, unlike 
probabilistic models, requires less extensive 
data (Muzylyov et al., 2024), but it 
necessitates defining initial data ranges 
(Aqlan and Lam, 2015). These values can be 
provided directly by researchers (Janjua et 
al., 2021) or gathered through expert surveys 
(Mostafa et al., 2021). That's why, it is 
crucial to development of a fuzzy (logical-
linguistic) model involves key stages: data 
fuzzification; selecting the type of 
membership function; justifying a fuzzy 
inference model; designing inference rules; 

modeling using MATLAB; clarifying 
membership function weights; and 
defuzzification of results (Hezam et al., 
2022; Zhang et al., 2021; Luscinski and 
Ivanov, 2020). 

Currently, few systematic models are 
using fuzzy logic to assess risks associated 
with drone deliveries, highlighting the need 
for a proposed model to resolve this gap, P3. 
The study has applied fuzzy logic in an 
intelligent decision support system for this 
purpose (Kovač et al., 2021). Also, fuzzy 

logic has proven effective in various fields, 
including risk assessment in Human-Road-
Environment-Vehicle Systems (Medvediev et 
al., 2024a), supply chain risk management 
(Medvediev et al., 2024b), determining safe 
parameters for inland waterways, and 
evaluating customs delays (Medvediev et al., 
2024d). The fuzzy models are also used to 
quickly assess drone capabilities and 
communicate technical risks.  

2. Framework and methodology of the study 
The study purpose is to design a new method for 
proactive risk assessments for autonomous and 
controlled drones by fuzzy logic. The purpose can 
be successfully achieved by solving the problems 
P1, P2, and P3 in the approaches A1-A5 listed in 
Table 1. 

Table 1. Key problems of the study and 
approaches to solve them. 

Key problem Approach 
P1Currently, there's no 
widely accepted 
framework for identifying 
risks in last-mile goods 
delivery with autonomous 
and controlled systems. 

A1 a semantic analysis 
in a literature review 
focused to risks of 
drones using 
A2 an expert survey 
aimed at identifying 
these risks 

P2. The issues regarding 
the stability of the last-
mile cargo delivery system 
using drones stem from 
improper risk assessment. 

A3 defines the fuzzy 
nature of the initial data 
A4 using Simulink to 
model the fuzzy 
framework. 

P3. Lack of a flexible 
(intelligent) decision 
support system for last-
mile delivery using 
autonomous and 
controlled systems 

A5 ddevelopment of 
intelligent decision 
support modules using a 
fuzzy model for 
proactive risk 
assessments. 
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2.1. Definition of the level of advisability for 
drone 
The definition of the level of advisability for 
drone (Lad) use is expressed as the impact of 
uncertainty on purpose. The key direction of the 
study is to find the pattern between quality drone 
use and risk factors for their use due to various 
hazards: human factors, technical hardware 
issues, software failure, and weather 
(environment) conditions. Therefore, the level of 
advisability for drone use can be formulated as 
the following equation (see Eq. (1)): 

( ; ; ; ) [0;1]hum hw sw ec adRF H H H H L� �  (1) 
RF – risk factors due to various hazards at 

drone use; Hhum - human factors; Hhw - technical 
hardware issues; Hsw - software failure; Hec – 
weather (environment) conditions. 

2.2. Framework 
This study focuses on a framework 

conceptualizing a fuzzy model to assess risks in 
drone delivery systems, incorporating both 
autonomous and controlled drones. Key risks 
affecting sustainability will be identified through 
an expert survey and categorized into four 
groups: human factors, technical hardware 
issues, software failures, and weather 
(environment) conditions. Participants will select 
the two most significant risks from each group, 
which will inform the inputs for the logical-
linguistic model. The fuzzy model will 
ultimately define five evaluation levels of supply 
sustainability. The research framework is 
depicted in Fig. 1. 
 

 
Fig. 1. Framework of the study. 

2.3. Research methodology 
2.3.1. Brief description of potential hazards for 
each group of risk factors 
In the initial stage of the study, it is important to 
identify the hazards associated with each group. 
A preliminary list of hazards for each group will 
be presented on Figures (see Fig. 2-Fig. 5). 

In the first group, we can identify risks 
related to human factors, specifically hazards 
arising from the drone operator's lack experience 
with either a specific model of drone or its 
controlling software. These hazards heighten the 
risk of damage to the drone due to improper 
handling or incorrect understanding of the 
drone's dynamic and maneuvering 
characteristics. Moreover, if the drone operator 
has lacks information about the route—such as 
obstacles, tall buildings, power lines, and other 
potential hazards—this can lead to delivery 
issues. Additionally, the operator's emotional and 
psychophysiological state must be stable. It is 
important to remember that the drone is not a 
toy; operators should not take any liberties 
during cargo transportation or deviate from the 
flight plan and safety guidelines. In addition, an 
Adverse Mental State has a significant impact on 
the productivity of a human-controlled system 
(Grindley et al., 2024; Schmitz-Hübsch et al., 
2024). Furthermore, if the operator experiences a 
decline in physical health, such as a fever, their 
ability to maintain control over the transport and 
ensure stability may be compromised. 

The main hazards associated with the first 
group of risk factors (Human factors) are 
depicted in Figure 2 
 

 
Fig. 2. Potential key Human factors arising risk. 

In many instances, human errors arise from 
inadequate preparation. This often happens 
when a drone pilot lacks sufficient flight hours, 
particularly in densely populated urban areas 
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where last-mile deliveries are made (Nwaogu et 
al., 2024). Another common error on a global 
scale is related to the incorrect design of the 
delivery route (Bruni et al., 2023). 

A critical factor affecting the cargo supply 
chain sustainability when using drones is the 
technical reliability of the drone itself. The drone 
state can change during delivery due to various 
issues, such as damage from collisions with 
obstacles or failures caused by overload (not 
adhering to the drone's operating conditions). 
Particular attention should be given to the 
load/unload gripper, as subpar equipment can 
lead to the risk of cargo loss during 
transportation. This could compromise a 
fundamental logistical principle: cargo must be 
delivered in its original quality and quantity. The 
study aims to test the reliability of cargo 
fastening on a drone under various weight loads. 

The potential hazards for the "Technical 
hardware issues" group are depicted in Figure 3. 
 

 
 
Fig. 3. Potential key technical hardware issues arising 
risk. 

 
The third group of hazards considers 

potential failures in software and drone sensors, 
which can lead to significant challenges when 
delivering cargo during the last mile. The 
reliability of drone control is also influenced by 
the software patch's version. A common issue is 
that the updated version of the drone control 
program may perform worse than the previous 
one. Additionally, urban environments are often 
saturated with various communication devices 
and electronics, resulting in an increased 
background level of electromagnetic radiation. 
This, in turn, can degrade the quality of 
communication with the drone, especially as the 
distance from the operator increases.  

The identified hazards associated with the 
"Software failure" group are depicted in Figure 
4. 
 

 
Fig. 4. Potential key software failure arising risk. 

 
The fourth group of factors pertains to 

weather conditions. While drones offer 
significant advantages for last-mile deliveries, 
they also have a considerable drawback: their 
performance is highly dependent on weather 
conditions.  

Wind can impact the drone's speed and may 
necessitate adjustments to its flight path. 
Additionally, rain or snow can reduce the drone's 
flight performance. Heavy cloud cover or fog 
can limit the drone's operational capabilities, 
increasing the risk of collisions with obstacles 
such as pillars, buildings, or trees, which could 
result in the loss of cargo. Figure 5 presents an 
estimated set of hazards associated with the 
"Weather Conditions" factor. 

 
Fig. 5. Potential key weather conditions arising risk. 

 
2.3.2. Methods utilized in the study 
The following methods are anticipated here: 

� Expert Survey: Identify significant hazards 
for each group to inform input factors for the 
logical-linguistic model. 

� Fuzzy Logic: Develop a risk model. 
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� Simulink: Use this tool to assemble the 
model and run simulations to evaluate 
variation in Lad. 

� Mathematical Statistics: Calculate errors for 
validating the logical-linguistic model. 

� Decision-Making Theory: Design modules 
for an intelligent support system to enable 
flexible decisions during drone operations. 

� Field Drone Testing: Understand risk factors 
related to “Weather Conditions” and “Human 

Factors.” 

2.4. Outlining the main steps of semantic 
analysis to recognize the primary hazards of 
drones. 
This stage of theoretical research will allow for 
the identification of potential hazards associated 
with using drones in both autonomous and 
controlled systems for last-mile cargo delivery. 
The hazards will be categorized through 
semantic analysis, focusing on common risks 
that are characteristic of both managed and 
autonomous systems. Additionally, we will 
highlight unique hazards specific to each 
delivery system utilized in the last mile. 

Semantic analysis helps to eliminate non-
relevant literature, enabling a more accurate 
identification of potential hazards. The primary 
objective is identifying the various hazards 
associated with drone operations, particularly in 
goods delivery. This approach allows for the 
hazard classification into four groups of risk 
factors, which can then be used to prioritize the 
most significant hazards. 

The expected outcome of research task T1 
is to identify the main hazards associated with 
each type of drone: autonomous and controlled. 

2.5. Survey of experts to identify potential 
hazards 
Justification for the target segment of 
respondents participating in the hazard 
identification survey involves segmenting 
respondents by age, gender, experience with 
drones, and other relevant factors. It is planned 
that 20 drone users in Ukraine and Poland will 
be selected as experts. Age group from 21-60 
years, taking into account working age and in 
compliance with gender policy. Tailored 
questionnaires will be compiled for each target 
audience based on these criteria. A mathematical 

justification will be provided for the number of 
respondents selected from each target group.  

The survey will be conducted among the 
identified target groups. The results will be 
analyzed to assess the consistency of expert 
opinions by calculating Kendall's concordance 
coefficient. This analysis will help identify a set 
of significant hazards for each of the four risk 
groups (human factors, technical hardware 
issues, software failures, and weather 
conditions). 

In this research task, we plan to conduct 
field tests using a drone due to the next step of 
the study. This approach will help us better 
understand the risks involved, particularly 
focusing on the "weather conditions" and 
"human factor" risk groups. The results from our 
tests will be compared with expert opinions to 
finalize the identification of key hazards related 
to the delivery of goods. These findings will be 
used to develop a fuzzy model. 

The expected outcome of research task T2 
is to justify the key hazards for inputting into a 
fuzzy model. 

2.6. Preparing database and Conceptualization 
of future fuzzy model 

Preparation of the database for the 
proposed fuzzy model, including the 
fuzzification (approach – A3). The next step in 
the study involves determining the primary range 
of values for each identified risk factor based on. 
A second expert survey will be conducted to 
verify the accuracy of the selected values. The 
quality of responses will be assessed using a 
Likert scale. This approach will help identify 
whether adjustments are necessary for the initial 
range of specific risk factors. Following this, the 
corrected data for fuzzification will be prepared. 

The range of hazards will assess change 
values associated with weather conditions and 
human factors through drone field tests. 
Additionally, other risks and their variations will 
be evaluated using flight simulation by special 
software purchased in the research. This 
approach will enable us to compare field test 
results with expert opinions and better 
understand the range of hazard changes needed 
for fuzzification and input into a fuzzy model. 

The rationale for selecting the types of 
membership functions (triangular and 
trapezoidal). Fuzzification is based on the chosen 
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membership functions. Formulating a 
mathematical conclusion using the fuzzy 
Mamdani inference. The fuzzification process 
transforms precision values into fuzzy linguistic 
values, which are categorized as minimal, 
average, and maximum. Due to the 
defuzzification method based on the centroid 
approach, the output parameter (level of drone 
usage) also has the same three levels as the input 
parameters. 

Developing an experimental plan that 
addresses all potential risk situations. Designing 
logical rules for each experiment case per the plan 
for conducting a full-factor experiment. 

When developing a conceptual framework 
for a fuzzy model, it is essential to consider the 
following features: each group undergoes risk 
modeling using a distinct logical-linguistic 
model; each fuzzy model has two inputs, 
corresponding to the number of key selected 
hazards for research task (T2); three levels of 
variation characterize each hazard; all fuzzy 
models are configured in MATLAB. 

The generic conceptualization for fuzzy 
modeling is depicted in Figure 6. 
 

 
Fig. 6. Generic conceptualization for fuzzy modeling. 

3. Results and discussions 
The expected outcome according to the research 
framework for evaluating the level of 
advisability for drone use includes the following 
type of assessment, as depicted in Figure 7. As 
an example, we show in this study how the 
assessment approach for “Human factors” 

described in chapter 2 (subsection 2.3.1) would 
look like 

 

 
Fig. 7. Fuzzy model for “Human factors”. 

 
The modeling results will be evaluated 

using metrics like SME or RMSE. The logical-
linguistic model will undergo face, content, and 
predictive validity verification, and limitations 
will be outlined. Expected outcomes include a 
system to evaluate drone feasibility based on 
four groups of hazards identified by experts, 
represented by the equation (see Eq. (2)). 

min
near min
aver
near max
max

adif L

�
�
��� �
�
�
��

must not be used
should not be used

then drones can be used with restrictions
can be used
are strongly recommended to be used

�
�
��
�
�
�
��

(2) 

Determine the weighting factor for each 
risk, which will impact the sustainability and 
reliability of delivery, particularly in the last 
mile. Justify the functionality of each module in 
the intelligent decision support system designed 
for proactive risk assessment when using drones 
for last-mile deliveries. Prepare the decision-
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making system for digitalization, followed by the 
development of software. 

The concept of intelligent decision-making 
support system is depicted in Figure 8. 
 

 
Fig. 8. Conceptualization of the of the intelligent 
decision-making support system (IDMSS). 

 
The design IDMSS main outcome is the 

establishment of clear ranges of variation based 
on identified patterns among the input values of 
the risk factors for each group of hazards. This 
method will serve as a simple tool for finding 
answers to the questions: "When is it advisable to 
use a drone for delivery, and when is it not?" 

4. Conclusion 
This paper presents a conceptualization and 
research framework for level of advisability for 
drone use, accounting for experts’ knowledge and 

fuzzy logic as modeling techniques. 
The proposed concept for identifying risks in 

last-mile drone deliveries allows us to pinpoint 
key risk factors from four groups (human factors, 
technical hardware issues, software failures, and 
weather (environment) conditions). This 
assessment helps identify hazards in the proactive 
manner that could impede delivery efficiency. By 
focusing on these risk factors, we can assist drone 
pilots or adjust autonomous delivery algorithms, 
ultimately improving last-mile supply chain 
sustainability. 

This approach will support the creation of an 
intelligent decision support system for last-mile 
cargo delivery and software for risk simulations 
prior to actual deliveries. Additionally, the fuzzy 
model can be applied to drone manufacturers 
during production to integrate potential risks into 
technical parameters based on expert surveys and 
field test results. 

The impact of various weather conditions on 
the cargo supply chain sustainability requires 
more in-depth analysis. When identifying the 
most significant risks, it is essential to rely not 
only on expert opinions but also on the results of 
field tests. This study plans to utilize a drone for 
this purpose. Future field tests will focus on 
determining the frequency and significance of 
failures that occur under different weather and 
climatic conditions during cargo delivery. The 
initial testing will take place at a safe training 
ground at Gdańsk Tech, using small 

consignments. This will help establish patterns 
and either support or challenge expert opinions to 
identify the most critical factors affecting cargo 
delivery. 
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