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Supply chains, especially those related to critical goods such as food, hygiene products, and medication, are
increasingly vulnerable to disruptions stemming from a wide range of risks and systemic interdependencies. In order
to address this challenge, we describe a conceptual approach for a systemic assessment framework that integrates
both risk and robustness aspects by design and is tailored to the specific requirements and challenges of critical value
chains. This monitoring framework builds on a process model for analyzing vulnerabilities and disturbances within
such a critical value chain. The significant stakeholders along with their interconnections and vulnerabilities are
identified in a structured manner based on domain information and expert knowledge. Furthermore, the monitoring
framework utilizes a cross-sectoral simulation model that builds upon an abstract representation of the supply chain
and facilitates the analysis of cascading effects across organizational and sectoral borders. This model enables the
assessment and visualization of the complex relations and dependencies within a supply chain in a general manner,
particularly capturing orthogonal factors such as transport, maintenance, or legal aspects.
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1. Introduction

Recent incidents, such as natural disasters, global
pandemics, political turbulence, and armed con-
flicts, have shown that critical value chains of
goods and services can be severely affected by
both global and local events. This has become par-
ticularly evident due to the armed conflict between
Russia and the Ukraine, which had a significant
impact on gas and energy market in the European
Union Henderson (2024) and on global food sup-
ply chains Jagtap et al. (2022); Sheth and Uslay
(2023), among others. Also the COVID-19 pan-
demic had severe impacts on global supply chains
due to limited work force Kakaei et al. (2022)
or the closure of international ports and other
logistics hubs Su (2024); Wang and Su (2025).
With regards to natural disasters, there have been
extensive studies Ye and Abe (2012) on the con-
sequences of the 2011 earthquake in Japan, which
had a devastating impact on the nuclear power
plant in Fukushima as well as huge effects on criti-
cal infrastructures like dams and roads, and global

corporations’ value chains. As such value chains
represent the backbone of our everyday life, it is
crucial to maintain their functionality and improve
their robustness and resilience. This requires both
the identification of critical goods and the anal-
ysis of complex relationships between upstream
and downstream players from different industries.
Therefore, general factors, such as production lo-
cations, preliminary and auxiliary products, re-
fining steps, as well as orthogonal factors like
packaging, know-how or transport routes need to
be comprehensively considered. Alongside pre-
ventive measures to avoid potential bottlenecks, a
structured approach is required to minimize the –
potentially cascading – effects of any disturbances
when they appear.

In this paper, we present a conceptual approach
that aims at capturing all the above mentioned
relevant information on critical value chains in a
structured and easily reproducible way as well as
consolidating that information into an integrated
assessment model for risk and robustness. This ap-
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proach stems from the ongoing national research
project MERCURIUS, which deals with the vul-
nerability of critical value chains in Austria. We
introduce a value chain analysis model which is
making extensive use of domain information and
expert interviews to identify not only the most
important stakeholders along a critical value chain
but takes a clear focus on the interconnections
and dependencies among them. Building on these
interdependencies, we further describe a systemic
risk and robustness assessment framework. As
a core part of this framework, a cross-sectoral
simulation approach called CASSANDRA facil-
itates the analysis of cascading effects along the
value chain. Since the underlying dependency
graph includes also orthogonal factors in the value
chain such as transport, maintenance and legal
aspects, the CASSANDRA model enables a holis-
tic overview on the overall impacts an incident
might have. As a main advantage of the presented
framework, we will show how the results from
the simulation can be aligned with common risk
indicators of value chains. In this way, the model
is able to estimate risk and robustness at the same
time, allowing stakeholders to choose their miti-
gation actions to account for both factors.

The remainder of the paper is structured as fol-
lows: Section 2 covers a brief overview on current
concepts and models from supply chain manage-
ment and from risk and resilience management as
a starting point for the current model. Section 3
provides a detailed description of the value chain
analysis model, including a step-by-step analysis
guide. Section 4 covers the main aspects of the
cascading effects simulation model. Both parts
are then integrated into the combined risk and
robustness model in Section 5. Finally, Section 6
concludes the paper and provides an outlook on
the next steps in the ongoing research project.

2. Related Work

Risk and resilience have been crucial aspects for
companies and organizations, in general, and crit-
ical infrastructures, in particular, with specifically
the concept of resilience gaining importance over
the recent years. This becomes evident when look-
ing at current EU directives such as the Criti-

cal Entities’ Resilience (CER) directive European
Comission (2022a), the Network and Informa-
tion Systems’ security (NIS) directive European
Comission (2022b) or the Cyber Resilience Act
(CRA) European Comission (2024).

Together with the topic of resilience, all of
these directives also have a strong focus on the
relations and dependencies among organizations
as well as supply chains in general. Accord-
ingly, the analysis of supply chains and Sup-
ply Chain Risk Management becomes more im-
portant and various methodologies for supply
chain analysis have already been described in
the literature. These methodologies can be cat-
egorized as empirical (case studies or statisti-
cal surveys Handfield et al. (2020); Gurbuz and
Ozkan (2020)), quantitative (mathematical mod-
els, simulations or multi-criteria decision-making
(MCDM) Paul and Chowdhury (2021); Wang
and Ip (2009)) and qualitative (expert interviews
or discussions Ishida (2020); Chowdhury et al.
(2021)). Moreover, hybrid methods incorporate
multiple methodologies of one or multiple cate-
gories Kumar et al. (2021); Zhang et al. (2023).

In order to adjust to the higher dynamics and
complex interrelations within supply chains, stan-
dard risk management processes such as the ISO
31000 International Standardization Organization
(2018) or the ISO 27005 International Standard-
ization Organization (2022) are not properly de-
signed but require a clear focus on cascading ef-
fects as part of them. Approaches for modeling
and simulating cascading effects in specific do-
mains can be found in the literature, e.g., applying
Bayesian networks for critical information and
communication (ICT) systems Schaberreiter et al.
(2013) or Interdependent Markov Chains for the
energy sector Rahnamay-Naeini and Hayat (2016)
amongst many others. A more generic concept has
been introduced by König et al. (2019); Schauer
et al. (2020) using probabilistic Mealy automata
to connect physical and cyber domains within a
critical infrastructure Schauer et al. (2020) or to
connect various industry sectors Schauer and Rass
(2020).

Although all of these simulation approaches can
be used as tools in every risk or resilience process,
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an explicit integration of such models has recently
be done by Schauer et al. (2021), designing a com-
bined risk and resilience management process.

3. Value Chain Analysis Model

In the following section, we propose a waterfall
process model for analyzing intertwined critical
value chains. This model builds on multiple meth-
ods and incorporates them into a general frame-
work for a complete risk analysis. In short, the
process model consists of the steps depicted in
Figure 1. In its originality, the process model con-
sists of seven steps resulting in measures for im-
proving robustness. In order to gain an improved
systemic risk and robustness assessment, we com-
bine the first three steps of the process model with
the combined risk and resilience model described
in Section 5. The steps in the systemic risk and
robustness assessment framework resemble a de-
tailing of the value chain analysis process in the
combined risk and resilience process model in
Section 5. Steps (1), (2), and (3) correspond to
context establishment and hazard identification.
Steps (4) to (7) are a predefinition of the risks
which are later assessed quantitatively in the risk
assessment process.

Despite proposing certain methodologies for
each individual step, the waterfall process model
is designed in a way such that the referenced
method of any step described in the following
Sections 3.1- 3.3 can be exchanged by any method
that achieves the same goal.

Fig. 1. Value Chain Analysis Model

3.1. Definition of the Main Reference
Point

Most of the literature on value chain analysis,
e.g. Zhang et al. (2023); Kumar et al. (2021);
Wang and Ip (2009), assumes the main reference
point implicitly. However, defining the main refer-
ence point is an essential part of the critical value
chain analysis, as it specifies the point of view
on the supply network. Different viewpoints on
the value chain can result in very different sup-
ply networks. For example, considering the milk
supply chain of Austria from the point of view
of a certain dairy factory results in a rather linear
supply chain, whereas from the viewpoint of the
complete dairy market, the resulting intertwined
supply network Ivanov and Dolgui (2020) con-
tains multiple dairy companies and all their cor-
responding factories, suppliers, and dependencies
that mutually influence each other.

3.2. Definition of the Value Chain

In step (2) of the process model, the value chain
is defined according to the reference point of
step (1). The difficulty of this step is that there
is no fixed definition of certain value chains, and
depending on the point of view and the level of
detail, any value chain can become highly com-
plex and intertwined. Methods for gaining the
relevant information can range from expert knowl-
edge or literature reviews Wang and Ip (2009);
Paul and Chowdhury (2021), over stakeholder in-
terviews Zhang et al. (2023) to iterative consen-
sus methods like the delphi method Alarabiat and
Ramos (2019); Kumar et al. (2021).

For systematically gaining a fine-grained def-
inition of the considered value chain with all
relevant actors and dependencies, we propose an
iterative search and consensus process inspired by
the Delphi method Alarabiat and Ramos (2019),
genetic algorithms Holland (1984); Katoch et al.
(2021) and by making use of group discussions.

The goal of this process step is to find all
relevant and influencing parts of the considered
value chain and to represent it as an interdepen-
dency graph. Both the Delphi method and genetic
algorithms are iterative methods to search for best
possible solutions. In every iteration the solution
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should improve until a local optimum is found.
Genetic algorithms generate new improved solu-
tions by combining previous ones and the best
new solutions are selected by a so-called fitness
function that defines the quality of the solution.
In the Delphi method, experts provide answers
and inputs (solutions) and the research comprises
those solutions to new questions, thereby allowing
the experts to give further and improved feedback
(improved solutions).

Furthermore, one aspect that is implemented
by genetic algorithms but not considered in the
Delphi method, is mutation (Katoch et al. (2021)),
i.e., integrating randomness or out-of-the-box so-
lutions, to escape local optima. In order to im-
plement this concept in our search process, we
propose group discussions and feedback sessions
with non-experts to get out-of-the-box views on
the value chain under consideration.

Thus, by combining the two search approaches,
we propose the following search process:

(1) Definition of the initial value chain by an
expert (including a literature review)

(2) Expert interview(s) to improve the current
value chain

(3) Group discussion or feedback session with
non-experts to get out-of-the-box views

(4) If the supply chain has been improved in
steps (2)-(3), then do the next iteration from
step (2). Otherwise, the value chain reached a
stable point.

3.3. Definition of Influencing Factors

The definition of influencing factors is based on
the resulting value chain represented as an inter-
dependency graph of step (2). Specifically, the de-
fined value chain allows to systematically derive
influencing factors for every given node and edge
in the value chain. We propose to use the search
process of step (2) (cf. Section 3.2) to generate a
best possible list of influencing factors in the value
chain.

4. Cascading Effects Analysis

The interdependency graph created as part of the
Value Chain Analysis serves as a direct input to

a cascading effects simulation approach. This ap-
proach aims at integrating the relations between
the individual value chain partners and at describ-
ing the consequences of an incident happening
at one individual organization on the entire value
chain. This is done by building on a automaton-
based stochastic model that has been developed by
König et al. (2019); Schauer et al. (2020) (cf. also
Fig. 2). In this model, each partner in the value
chain as well as each critical asset within each
partner (i.e., each node in the dependency graph)
is represented by a probabilistic Mealy automa-
ton; each directed edge represents a dependency
among two of these partners.

Fig. 2. Illustration of the Mealy automaton model for
value chain partners.

In more detail, a Mealy automaton has several
different states, which can be used to describe
the functionality or operational capacity of the re-
spective value chain partner. The number of states
and the interpretation of each state is in general
open, which makes the approach highly adapt-
able to organizations from various domains. These
states can be numbered, e.g., from ”1” to ”5”,
or labeled, e.g., from ”very low” to ”very high”,
to indicate the impact of a specific incident on
the respective organization. Additionally, a Mealy
automaton operates on input and output signals.
The input signals can be interpreted as events
or threats acting on the respective organization
or asset. According to an event, the state of the
automaton can change, e.g., from ”1” to ”2”, to
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describe an event with a small impact or from
”1” to ”5” to describe an event with a big impact.
Since the effects will in general not be determinis-
tic in a realistic environment, the transitions from
one state to another have a specific probability.
Accordingly, the state can change from ”1” to ”2”
with a high probability and from ”1” to ”5” with
a low probability to indicate the fact that small
impacts are more likely, but big impacts can occur
as well. The output signals can be understood
as events that occur after the state change and
can depend on the input event as well as on the
resulting state. These output signals can then be
taken as input events for the depending nodes, i.e.,
for the organizations or assets that are connected
by an edge in the interdependency graph.

This automaton model has been implemented
in the tool CASSANDRA a, which allows to sim-
ulate the cascading effects of an incident through-
out the entire value chain by following the prop-
agation of signals from one partner in the value
chain to another. As a result, CASSANDRA pro-
vides an overview on the final state of each partner
and thus an estimation on how much the entire
value chain is affected by a single incident. Since
the effects of an event on a node are probabilistic,
a large number of simulation runs will provide an
accurate estimation on the worst, best and average
case of the consequences on the value chain.

5. Combined Risk and Robustness
Model

In order to capture risk and robustness, we
are building on an existing framework called
the ODYSSEUS Risk and Resilience Framework
(ORRF), that previously has been developed as
part of the ODYSSEUS project in Schauer et al.
(2021). The ORRF builds upon a classical risk
management process similar to the ISO 31000
International Standardization Organization (2018)
or the ISO 27005 International Standardization
Organization (2022) but has some significant
changes: first, it has a strong focus on the simu-
lation of threat scenarios making use of the cas-
cading effects simulation from Section 4; second,

aOnline accessible at https://risk-mgmt.ait.ac.at/cassandra

it integrates two assessment branches, one for risk
and one for resilience; and third, it combines the
two branches in the end to evaluate the best op-
tions to treat risk and resilience at the same time.

Translating the established ORRF to the con-
text of value chains, the first two steps ”Context
Establishment” and ”Hazard Identification” are
directly covered by the first steps of the Value
Chain Analysis described in Section 3 (cf. also
Fig. 3). In particular, the ”Definition of the Main
Reference Point” is a critical part in the ”Context
Establishment” as it frames the entire perspective
of the assessment process. Further, the ”Definition
of the Value Chain” together with the ”Definition
of the Influencing Factors” mainly contribute both
to the ”Hazard Identification”. On the one hand,
a strong effort is put on identifying the most rel-
evant organizations and parts of the value chain,
including not only the direct supplier-consumer
relations but also orthogonal factors such as pack-
aging, transport, maintenance or legal aspects.
On the other hand, the influences and relations
among these relevant organizations and parts in
the value chain are captured, in the end providing
the interdependency graph that is required for the
simulation of the cascading effects. Additionally,
also the influences from external hazardous events
are identified which then lead to the list of poten-
tial threats that will later on be analyzed in the
scenarios.

As already mentioned above, a core aspect of
the process is the parallel assessment of risk and
robustness (cf. Fig. 3). The part of risk assessment
follows the classical analysis of the threats that
were identified as part of the Value Chain Model
(cf. Section 3), i.e., estimating the likelihood and
consequences for each individual threat scenario.
Whereas the likelihood is usually based on expert
opinions or can be deduced from existing statistics
and historical data, the consequences are based
on the results coming out of CASSANDRA (cf.
Section 4). In detail, after a large number of simu-
lation runs for a particular threat scenario, a statis-
tical overview on the expected final state of each
individual organization and part of the value chain
can be obtained. Where possible, the expected fi-
nal state can also be weighted with some criticality



2025Proc. of the35thEuropeanSafetyandReliability& the33rdSociety forRiskAnalysis EuropeConference

Fig. 3. Illustration of the combined Risk and Resilience Process Model (adapted from Schauer et al. (2021)).

score (i.e., how important the organization or part
is for the entire value chain) or some loss (i.e., how
much damage a limitation or failure of the orga-
nization or part would cost) to get a more tailored
estimation of the consequences. By combining the
results from all of these organizations or parts,
we obtain the overall consequences of the threat
scenario for the entire value chain.

The part of the robustness assessment also esti-
mates the robustness level of the entire value chain
for each threat scenario. Therefore, the estimation
is also based on the outcomes from the cascading
effects analysis. However, the final state of each
individual organization or part of the value chain
is only one aspect of the robustness estimation
and is connected to the consequences computed
in the risk assessment. The interpretation would
be as follows: the more severe the final state of an
organization or part of the value chain, the lower
the robustness. The second important part is the
evolution of the states over the individual steps
of the simulation, i.e., over time of the threat sce-
nario. The interpretation would be the following:
the longer it takes, i.e., the more steps are required,
to bring an organization or part into a worse state,
the higher the robustness.

As already mentioned in Section 4 above, the
CASSANDRA simulation also provides the best

and worst case from the analysis together with the
average case. This gives a lower and upper bound
on the consequences as well as on the robustness
level and thus reconnects with classical risk man-
agement at this point. The different assumptions
made in the simulation translate to different threat
scenarios and the worst, average and best case
represent different severity of a threat scenario in
the risk assessment. Accordingly, risks could be
prioritized based on the average case, worst case
or any (weighted) combination of all three values,
depending on the operator’s needs and require-
ments. These upper and lower bounds also support
and improve the selection of treatment options, as
the operator can evaluate all three bounds and thus
get a better estimation for the improvement gained
by one or a combination of several treatment mea-
sures.

6. Conclusion and Outlook

The main complexity drivers for a general for-
mulation of a supply chain security analysis are
interdependencies and cascading effects triggered
by external influences. These manifest themselves
in external threats that affect the vulnerabilities of
the system and can subsequently be assessed, i.e.,
quantified, as risks. In order to address these rela-
tionships as efficiently as possible, our approach
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presented here combines three approaches - the
Value Chain Analysis Model (cf. Fig. 1), the CAS-
SANDRA model (cf. Fig. 2) and the ODYSSEUS
Risk and Resilience Process Model - to create a
Systemic Assessment Framework (cf. Fig 3).

Particularly through the extensive use of itera-
tion in various phases, this process is successively
refined with repeated feedback loops, and the in-
formative value is improved:

• Development of a general image of the value
chain that stands up to the assessment of (in-
ternal) experts and (external) observers (Value
Chain Analysis Model).

• Implicit distillation of the key influencing fac-
tors, which in turn represent the determin-
ing factor for the robustness analysis (Value
Chain Analyses Model).

• Simulation and testing of possible cascading
effects via these influencing factors through
ongoing repetitions in order to analyze the
behavior of the value network under external
influence (CASSANDRA simulation model).

• Determination of the average final state (i.e.,
impact) of the actors involved in the value
creation network, which can be understood as
a measure of robustness, achieved by repeated
threat scenario simulation (ODYSSEUS Risk
and Resilience Process).

Based on this process model, targeted measures
and controls can then be derived that address
and protect the identified influencing factors. For
future research activities, we plan to adopt the
effect of these measures in a further step and thus
- also via the key aspect of iteration - include
their effectiveness in the assessment of the entire
value chain. Furthermore, the monitoring aspect
of the risk and robustness framework is a focus
of future research activities. Considering also the
efforts and costs for these measures, the most
effective ones, both financially and in terms of
their application, can be derived.
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