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Operators of critical infrastructures are confronted with safeguarding their assets against a wide range of potential
threats. Conventional risk analysis include the assessment of scenario likelihoods, but for security risks, these are
difficult to estimate. This poses a significant challenge for decision making. In order to configure a physical security
system, an approach for decision making considering these uncertainties must be found. As a solution, we propose to
specify multiple protection objectives and base the formulation of the decision problem on the fulfillment of these
protection objectives as well as security system cost. In our approach, we initially develop relevant scenarios via
morphological analysis. Based on these scenarios, we define site-specific protection objectives including minimum
requirements and analyze their fulfillment by qualitative or quantitative models, depending on the level of available
information. With these models, we search for Pareto-optimal security system configurations regarding protection
objectives and costs. We demonstrate our approach using a notional case study on a generic critical infrastructure
site. There, the conducted optimization yields a manageable number of optimal configurations. Additionally, the
resulting optimal configurations show varying trade-offs between protection objectives, as well as costs. Out of this
Pareto-optimal set, a selection may be narrowed by the operator’s assessment of appropriateness. In this way, the
proposed approach enables operators to identify an optimal security system configuration that is tailored to their
specific requirements, thus supporting decision making.

Keywords: Cost-Benefit Analysis, Physical Security, Vulnerability, Critical Infrastructure Protection, Pareto Optimality,
Multi-Criteria Decision-Making.

1. Introduction difficult to estimate due to freedom of offenders’
choice (Baybutt, 2017). Yet, the effectiveness of
security measures can be based on protection ob-
jectives (Garcia, 2008). Generally, these protection
objectives will be in conflict with the objective
of minimizing costs, resulting in a multi-criteria
decision problem.

To support decision making on appropriate secu-
rity system designs, we therefore propose to relate
costs to the fulfillment of protection objectives,
basing the analysis on a comprehensive set of sce-
narios to ensure the coverage of relevant scenarios

The current dynamic development of the security
situation is pushing the risk of attacks on critical
infrastructures further into the focus of both their
operators and the authorities. Legislation such as
the CER Directive (2022) requires operators to
take appropriate physical security and resilience
measures, which makes the development of con-
cepts for securing critical infrastructures against
possible attacks necessary. Conventional risk anal-
ysis includes the estimation of the likelihood of
threat scenarios. However, these likelihoods are
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by security measures.

We demonstrate the approach alongside a no-
tional example of a generic site considering alterna-
tive measures of perimeter and building protection.
In order to consider scenarios systematically, we
apply a morphological scenario analysis. Then,
we define site-specific protection objectives and
analyze their fulfillment by qualitative or quanti-
tative models, depending on the level of available
information. Based on this fulfillment and the costs
of security measures, we calculate Pareto-optimal
security system configurations, out of which a
selection may be narrowed by the operator’s as-
sessment of appropriateness.

2. Methods

We use the following methods, models and existing
approaches as a basis.

2.1. Morphological scenario analysis

Morphological scenario analysis explores the space
of possible scenarios (Ritchey, 2006; Johansen,
2018). The scenario space is divided into multiple
dimensions of uncertainty. For each dimension,
a set of possible instances is identified. Thus, a
scenario describes a set of instances that specify
each dimension.

The Cartesian product over all dimensions yields
all possible combinations, i.e. scenarios. A sub-
sequent consistency assessment filters consistent
scenarios by judging the consistency of all pairs
of characteristics. Only scenarios that have no
inconsistent pairs are consistent and are included
in further analyses.

2.2. Pareto optimality in security
assessment

The assessment of physical security measures is
based on scenario-specific protection objectives
(Garcia, 2008). The fulfillment of each protection
objective represents a decision criterion of a multi-
criteria decision problem, whereas the degree of
fulfillment can be represented by an objective func-
tion f. For examples see Hester and Mahadevan
(2010); Bandlow et al. (2017).

In this context, solutions can be compared by
their Pareto-order to find a set of Pareto-optimal

solutions. A solution is Pareto-optimal if no im-
provement of an objective function is possible with-
out worsening another objective function, i.e. it is
not Pareto-dominated by another solution (Censor,
1977). Solution 1 Pareto-dominates solution xo
over all [ objectives if:

vie{l,...,l}:
Je{l,....1}:

fi(z1) < fi(zz) (D)
fi(z) < fi(x2) ()

2.3. Assessment of security measures

The performance of security measure is essential
for the fulfillment of protection objectives. In the
context of risk, McGill et al. (2007) describe the
performance by the reduction of threat likelihood
via deterrence, as well as reduction of vulnerability
via prevention.

2.3.1. Assessment of deterrence

Security research has worked on quantifying the
deterrent effect of critical infrastructures (Taque-
chel and Lewis, 2012). For instance, McGill et al.
(2007) propose to assess deterrence based on the
expected utility of the attack profile from the
adversary perspective. This model includes four
key factors that influence the adversary’s decision:

e Perceived probability of success: the adversary’s
assessment of the likelihood that an attack will
succeed.

e Gain from success: the potential benefit to the
adversary if the attack is successful.

e Loss from failure: the potential negative conse-
quences to the adversary if the attack fails.

e Cost of the attack: the resources and effort the
adversary must invest to carry out the attack.

2.3.2. Assessment of vulnerability

The assessment of vulnerability is commonly
based on the approach compiled by Garcia (2008)
(McGill et al., 2007; éakija et al., 2020). The
Adversary Sequence Diagram (ASD) is one such a
model of this approach where potential intrusion
paths are described by a graph of barriers (Sandia
National Laboratories, 1989). The supplementary
EASI model describes the effectiveness of security
measures along the barriers of an intrusion path by
a probability of detection P and a time game of
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delaying the intruder long enough to intervene in
time with a given delay time ¢p and response time
tr (Bennett, 1977).

Uncertainties regarding tp and ¢y are consid-
ered by describing these parameters as random vari-
ables with probability distributions, for instance
normal distributions.

According to the EASI model, the probability of
adversary sequence interruption for a path with n
barriers is:

Pi=Pp; P(tr <trp1)
" i—1

+ Z Pp,i P(tr < trp,i) H(1 —Ppj) (3)
=2 Jj=1

where {rp is the residual delay time, given by the
sum of delay times of all remaining barriers along
the path. The residual delay time at the i-th of n
barriers is:

n
trpi = » 1D “
=i

2.3.3. Assessment of costs

Cost models describe subcategories of costs associ-
ated with the implementation of security measures.
Examples of such models can be found in the
work of Villa et al. (2017), Chen et al. (2020) and
Reniers and Sorensen (2013). These models allow
for a detailed breakdown of the costs involved in
protection means for physical security systems.
In principle, these models sum up costs in cost
categories (C'C') and cost subcategories (C'SC):

Cost =» CC;, CCi=)» CSC; (5)
i J

Typical cost categories include initial costs,
installation costs, operating costs, as well as main-
tenance, inspection and sustainability costs (see
Villa et al., 2017).

3. Approach and Notional Case Study

In the following, we propose an approach to find
Pareto-optimal security system configurations bal-
ancing multiple protection objectives considering
costs. The approach incorporates the aforemen-
tioned methods of morphological scenario analysis
and assessment of security measures.
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Alongside the description of our approach, we
demonstrate its application to a notional case study.
In this example, we consider only ground based
attacks for the sake of simplicity. Fig. 1 shows the
structure of the system in the form of an ASD,
which includes the considered barriers. The initial
two columns in Table 5 and Table 6 provide an
overview of alternative security measure options
that are under review at each barrier.

’ Outside ‘

' '

’ Outdoor ‘

! }

’ Door ’ Window ‘ ’ Inner fence ’ Inner gate
’ Indoor Plant unit ‘
Fig. 1. Adversary Sequence Diagram of generic site.

3.1. Development of a scenario space

We explore and identify potential scenarios via a
morphological scenario analysis. There, we include
factors that are relevant for the subsequent analysis:
On the one hand, the analysis needs to include
factors that enable the specification of protection
objectives, e.g. the act to be addressed. On the
other hand the analysis needs to include factors
that enable the analysis of the effectiveness of
security measures, e.g. the attack means relevant
for vulnerability or the type of offender relevant
for deterrence.

For the notional case study, we assume the sce-
nario characteristics and their pairwise consistency
given by the cross consistency matrix in Table 1.
A special feature of our cross consistency matrix
is the pairwise assessment of different means. By
doing so, we can derive sets of means that can be
used by an offender in one scenario.

The result of the morphological scenario anal-
ysis is a list of consistent scenarios as shown in
Table 2. The scenarios link the characteristics,
which influence the optimization.
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Table 1. Cross consistency matrix of scenario characteristics.
Category Characteristic ~ Offender Act Target Means
v 2 o 3
—_— —_— Q
<) S =
s 3 % s E 523 °%
§ s E % %D 8 = = 3 i > >
HEEIBEEE T
b5 <
228 £E5 322 2234
Offender Activist - — - - - = - — _
Burglar - - - - - - - - - - -
Terrorist - - — — — — — — — — — - _
Act Trespass O 1 1 - - — — — — - - - -
Theft 1 0 1 - - — - — — — — — -
Sabotage 1 1 0 - - - - — — — — — -
Target QOutdoor 0 0 O 0 0 1 - - - = = = -
Indoor 1 0O O 0 OO - - - - — — -—
Plantunit 0 0 0O O 0 0 - - - - — — -
Means Lightweighttools 0 1 1 0 0 0 0 0 0 - - -
Heavyweighttools 1 0 0 O 0 O O O O 1 - - -
Lightvehice 1 0 1 0 0 0 0 0 O 0 0 - -
Heavyvehice 1 0 O 0O 0 O O OO 1 0 1 -

Legend: 0: consistent pair, 1: inconsistent pair.

Table 2. Scenario space of consistent scenarios with
most extensive sets of means.

Offender Act Target Set of means

1 Activist Tresp. Outdoor L. tools

2 Activist Tresp. Plantunit L. tools

3 Burglar Theft Outdoor H. veh. & H. tools

4 Burglar  Theft Indoor H. veh. & H. tools

5 Burglar Theft Plantunit H. veh. & H. tools

6 Burglar  Theft Outdoor L. veh. & H. tools

7 Burglar  Theft Indoor L. veh. & H. tools

8 Burglar  Theft Plantunit L. veh. & H. tools

9 Terrorist Sabot. Indoor H. veh. & H. tools
10 Terrorist Sabot. Plantunit H. veh. & H. tools

Legend: H: Heavy/Heavyweight, L: Light/Lightweight.

3.2. Specification of protection objectives

We propose three protection objectives that security
measures aim for:

e Deter: reduce the likelihood of attacks.
e Monitor: detect an intrusion.
e Prevent: detect and interrupt an intrusion.

We define lower bounds for the fulfillment of
the protection objectives. This ensures a minimum
level of protection in the optimization process
while it allows to define the desired level of protec-
tion as a basis.

We relate the protection objectives to scenario
factors established in the morphological scenario
analysis. For the case study, we define protection
objectives based on the target and the act, as
we assume this determines the severity of the
consequences essentially. Table 3 shows the pro-
tection objectives. Note that we define no lower
bound for deterrence for demonstration purpose.
Additionally, we set a low probability to prevent
an act outside, as prevention may be difficult due
to short attack paths.

3.3. Quantification of protection objective
Sfulfillment

To quantify the extent to which the objectives are
fulfilled, we apply the models described in the
following sections.
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Table 3.

tions with minimum requirements.

Protection objectives and used objective func-

Act Target Objective

Deter  Monitor Prevent
Trespass ~ Outdoor D Pp>05 P >0.1
Trespass  Plant unit D Pp>05 P >05

Theft  Outdoor D Pp>0.5 —
Theft Indoor D Pp>05 P >05
Theft Plant unit D Pp>05 P >05

Sabotage Indoor D Pp >0.5 —
Sabotage Plant unit D Pp>05 P >05

3.3.1. Deter Model

We base our model of deterrence on the perception
of the adversary to its expected utility, although
we use a qualitative model as we assume to have
few information about the deterring effect of the
security measures. We rely on the visibility of
deterrence measures as a measurement indicator in
combination to the impact of the expected utility
and relate it to the intention of the respective
offender as seen in the scenario analysis. Table 4
is used to categorize the strength of deterrence D.

Table 4. Strength of deterrence.

D Label Description

- No Measures are not perceived or do not
deterrence  impact the expected utility.

+ Weak Measures are perceived, but only
deterrence  slightly reduce the expected utility.

++ Strong Measures are perceived and reduce
deterrence  the expected utility extensively.

We define the deterrence effect of the security
system by the maximal deterrence effect of a single

measure from all m taken measures:
D =max(Dy,...,Dy,) (6)

3.3.2. Monitor model

We assume the probability of detection along paths

to be an indicator for the objective of monitoring.

By removing intervention considerations from
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the EASI model, we obtained the probability of
detection along a path with n barriers:
n
Pr=1-]]-Poy) 7)

i=1
3.3.3. Prevent model

We use the EASI model in conjunction with an
ASD as a model of prevention and determine the
probability of interruption along the weakest path.

In the case study, we assume a normally dis-
tributed response time with mean ¢ = 600 s and
standard deviation o = 60s. Values of normally
distributed delay time ¢p and detection probability
Pp are shown in Table 5 and Table 6, respectively.

3.3.4. Cost model

We define a simplified cost model in which we
define a cost value for each measure Chyieasure
individually. Then, the system cost is the sum over
all m implemented measures:

Cost = Z CVMeasulre,i (8)
=1

We consider the costs of the individual measures
over a period of time. For simplicity, a single cost
value is assumed for each measure, but in principle
it can be derived from the cost categories and cost
subcategories introduced in section 2.3.3. The used
cost values are shown in Table 5 and Table 6.

3.4. Optimization

We use the aforementioned deter, monitor, prevent
and cost models as objective functions that quantify
the objectives like formulated in Table 3. The
optimization problem is defined as follows:

H}jlln( —D1,...,—Dy, —Pp1,...,—Ppp,
—Pri,...,— P, Cost)

Here, k is the number of the corresponding objec-

tive functions and z; is a security system configu-

ration formed by the alternative barrier and sensor

options in Table 5 and Table 6. A configuration is
a set of m taken options:

€Tr; = (Ml,

)

» My,) 10)

where M is the measure option taken from the
j-th alternative.
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Table 5. Barrier alternatives and model parameters.

Alternative Option Costs (€) D tp
2z 5 g Light- Heavy-
% g" % weight weight Light Heavy
< m = tools tools vehicle vehicle
p(s) o(s) ps) o) pls) o) p(s) of(s)
Perimeter fence Fence SR2 20250 + - - 180 54 120 36 0 0 0 0
Inner fence Fence SR2 5850 + - — 180 54 120 36 0 0 0 0
Perimeter fence Fence SR3 49000 ++ ++ + 900 270 300 90 inf 0 inf 0
Inner fence Fence SR3 9800 ++ ++ + 900 270 300 90 inf 0 inf 0
Perimeter fence Fence SR4 94000 ++ ++ + 720 216 420 126 inf 0 inf 0
Inner fence Fence SR4 18800 ++ ++ + 720 216 420 126 inf 0 inf 0
Perimeter gate  Gate SR2 10500 ++ + - 180 54 120 36 20 6 10 3
Inner gate Gate SR2 10500 ++ + - 180 54 120 36 20 6 10 3
Perimeter gate  Gate SR3 13750 ++ + - 540 162 300 90 120 36 60 18
Inner gate Gate SR3 13750 ++ + - 540 162 300 90 120 36 60 18
Perimeter gate ~ Gate SR4 20000 ++ + + 600 180 480 144 inf 0 inf 0
Inner gate Gate SR4 20000 ++ + + 600 180 480 144 inf 0 inf 0
Door Door RC 2 2450 + - - 300 90 160 48 inf 0 inf 0
Door Door RC 3 3700 ++ - - 900 270 400 120 inf 0 inf 0
Door Door RC 4 5000 ++ + - 1200 360 600 180 inf 0 inf 0
Window Window RC 2 2150 + - - 300 90 180 54 inf 0 inf 0
Window Window RC 3 2650 ++ - - 600 180 400 120 inf 0 inf 0
Window Window RC 4 5100 ++ + - 1200 360 600 180 inf 0 inf 0
Legend: inf means an unlimited delay within the scope of the analysis.
Table 6. Sensor alternatives and model parameters.
Alternative Option Costs (€) D Pp
é gﬂ 5 :‘% 2z % = = %_j E;%:
g2 & 582858 2%
Perimeter sensors Electric Fence, Microwave Detector (EF&MD) 20000 + ++ + 0.80 0.80 0.80 0.80
Inner sensors Electric Fence, Microwave Detector (EF&MD) 10000 — ++ — 0.80 0.80 0.80 0.80
Perimeter sensors Taut Wire Fence, Video Analytics (TWF&VA) 60000 + ++ + 090 090 0.90 0.90
Inner sensors Taut Wire Fence, Video Analytics (TWF&VA) 20000 — ++ — 090 0.90 0.90 0.90
Perimeter sensors Fence-Mounted Point Detector, 28000 + ++ — 095 095 0.95 0095
Ground Based Radar (FM&GBR)
Inner sensors Fence-Mounted Point Detector, 14000 — ++ — 095 095 0.95 0095
Ground Based Radar (FM&GBR)
Building sensors  Fibre Optic Cable (FOC) 77150 - - - 1.00 1.00 1.00 1.00
Building sensors  Break-Glass Sensors, 600 — + - 0.80 0.80 0.80 0.80
Balanced Magnetic Switch (BGS&BMS)
Building sensors  Active Infrared Beams (AIB) 1000 — + - 095 095 095 0.95
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Additionally, we use the minimum requirements
formulated in Table 3 as constraints of the opti-
mization.

To find also nearly Pareto-optimal configura-
tions, we relax the strict definition of Pareto-
dominance in Eq. (1) and Eq. (2). For this we
introduce a tolerance 71" for each objective function.
Configuration x; dominates configuration xs if:

Jilw1) +T; < fi(wa) (11)
fi(@r) =T < fi(w2) (12)

For the notional example, we use:

Vie{l,... I}
Jjed{1,...,1}:

Teoss = 1000
Tp, = Tp, = 0.01

(13)
(14)

4. Results

Table 7 shows the resulting Pareto-optimal con-
figuration for the notional case study, sorted by
increasing cost. The optimization yields 16 optimal
configuration out of a total of 3° = 19 683 possible
configurations. The optimal measures variate, but
all optimal configurations include strong barriers
(SR3/SR4 and RC3/RC4). It can therefore be
said that the specified protection objectives and
minimum requirements necessitate a long delay
time. For instance, a long delay at the perimeter
is required to prevent trespassing outdoor. This
is underlined by Fig. 2, that shows the objective
functions of configurations 2 and 4 selected for
illustration purpose. Here, a relative low P can
be identified for that protection objective of pre-
venting trespassing outdoor. This is in line with
the EASI model, as only one barrier has to be
overcome.

Furthermore, Fig. 2 shows an increased overall
effectiveness for configuration 4 at higher cost
compared to configuration 2, except for preventing
theft indoor, where P is lower. This reveals that
there is a trade-off between protection objectives.

It is evident from Fig. 2, that the optimal con-
figurations are influenced solely by prevention and
monitoring, with no variation of deterrence. In
our case study, this applies to all configurations.
This may be due to the fact that we only consider
measures that are effective for both prevention and
deterrence.
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Table 7. Resulting optimal configurations.

Barrier Sensor

=4
s P88
20 0 @R S
g 5258
5 <8 Y5z
O & Sa& EAQZ Perimeter Inner  Building
1 34443 3 EF&MD EF&MD AIB
2 344 4 4 4 EF&MD EF&MD AIB
3 3444 3 3 EF&MD FM&GBR  AIB
4 3 4 4 4 3 3 FM&GBR EF&MD BGS&BMS
5 344 4 4 4 EF&MD FM&GBR AIB
6 3 4 4 4 3 3 FM&GBR EF&MD AIB
7 3 4 4 4 4 4 FM&GBR EF&MD BGS&BMS
8 3 44 4 4 4 FM&GBR EF&MD AIB
9 4 3 4 4 4 4 FM&GBR EF&MD BGS&BMS
10 4 3 4 4 4 4 FM&GBR EF&MD AIB
11 4 4 4 4 3 3 EF&MD FM&GBR  AIB
12 4 4 4 4 3 3 FM&GBR EF&MD BGS&BMS
13 4 4 4 4 4 4 EF&MD FM&GBR  AIB
14 4 4 4 4 3 3 FM&GBR EF&MD AIB
15 4 4 4 4 4 4 FM&GBR EF&MD BGS&BMS
16 4 4 4 4 4 4 FM&GBR EF&MD AIB

Note: See Table 5 and Table 6 for full names of measure options.

Objective = Prevent

1.00 X,
,\
//.*vo J Sp——
P 0.75 1 / NTe ®
'/ Configuration, Cost
0.50 b —-@— 2,148900 €
== 4,152750 €
Objective = Monitor
1.0 A X o K = = e =
Pp R R e T
0.8 4 00—
Objective = Deter
D+ |( X X X A ek
= o o = o = +~ oo -~
= o ws ZR=IE =5} =2 o= o
55 2g 22595 25 £8
£2 85 32 F5 5E 2§ 8¢
o =6 == =S 85 8.5
= e A e »
Act, Target

Fig. 2. Objective functions of two selected optimal
configurations in a parallel coordinates plot.
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5. Conclusion

In this work, an approach is presented for analyzing
the relationship between the costs of security mea-
sures (barriers and sensors) and the achievement
of defined protection objectives (deter, monitor,
prevent). The primary aim was to find an optimal
balance between fulfilling these protection objec-
tives and minimizing costs. To this end, we perform
a morphological scenario analysis, thereby creating
consistent scenarios based on scenario character-
istics (offender, act, target, means). Subsequent to
establishing the fundamental models (deterrence,
prevention, monitoring, costs), a Pareto optimiza-
tion was conducted, including the protection objec-
tives as well as the aggregated costs.

By specifying multiple protection objectives and
quantifying these protection objectives, we make
the decision problem accessible to optimization
without knowing the actual likelihood of scenarios.
Nevertheless, we can balance protection objectives
by the specification of minimum requirements.

This methodological approach effectively illumi-
nates the trade-offs between security effectiveness
and associated costs, thereby providing decision-
makers with a framework for optimally allocating
resources while ensuring the desired level of secu-
rity. In the notional case study, a manageable set
of solutions can be provided to the decision-maker,
from which he can select an appropriate solution by
evaluating the fulfillment of the protection objec-
tives. Still, the number of solutions may increase
with increasing system complexity.

The results demonstrate the potential of com-
bining scenario-based analysis with multi-criteria
optimization to support the development and eval-
uation of appropriate security systems.
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