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Critical infrastructure systems such as power, gas, water, and telecommunications, are constantly
exposed to natural and anthropogenic hazards, which combined with their expanding demands
and high interdependency, increase their vulnerability and exacerbate human and economic
losses. Thus, public and private stake-holders are giving priority to studying such critical
interdependent systems, in order to improve their ability to withstand a hazard, contain its damage,
and return to adequate performance levels. In order to determine the optimal recovery strategy of
a partially destroyed system of interdependent networks, we have proposed the Interdependent
Network Design Problem (INDP), concerned with finding the minimum-cost reconstruction
strategy, while considering realistic operational constraints. In this paper, we propose novel
analytical and computational methodologies that expand on the INDP capabilities, to perform
analyses beyond the reconstruction of damaged systems of networks. In particular, we show how
the proposed models can be extended to also study and optimize preparedness and retrofitting
strategies, considering limited budget and resources. Moreover, this paper shows how the INDP
models can be used to evaluate and quantify the tradeoffs between pre- and post-event decisions,
their associated resource utilization, and their impact on the overall resilience of systems of
interdependent networks.
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Maintaining adequate performance levels of critical infrastructure systems is imperative for the
proper operation of society. However, these systems, which are increasingly interconnected and
interdependent, are constantly affected by man-made and natural hazards. Thus, there is a need to
develop methodologies that allow designing resilient systems of interdependent infrastructure
networks, such that they can adequately withstand the occurrence of a disruptive event, as well as
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quickly recover from it (Hosseini et al. 2016). In order to address the problem of efficiently
recovering a system of interdependent networks after a disruptive event, Gonzalez, Duefias-
Osorio, Sanchez-Silva, et al. (2016) proposed the Interdependent Network Design Problem
(INDP), which seeks the minimum-cost recovery strategy while considering operational
constraints associated with resource availability and limited supply and transportation capacity,
among others. Later on, Gonzalez, Duefas-Osorio, Medaglia, et al. (2016) proposed the time-
dependent INDP (td-INDP), in order to solve this problem considering multiple recovery periods
simultaneously. However, such mathematical formulation considered exclusively post-event
decisions, and assumed that physical independencies occurred only between nodes in different
networks. This paper presents an extended reformulation of the td-INDP, which allows: (i)
modeling functional interdependencies between any pair of elements in the system, both within
and between different infrastructure networks, and (ii) optimizing pre-event decisions associated
with increasing the supply capacity and the availability of resources.

2 Time-dependent Interdependent Network Design Problem (td-INDP) Reformulation

Assume the existence of the sets, parameters, and variables described below:

eSets: K, set of infrastructure networks; £, set of commodities; R, set of limited resources to be
used in the reconstruction process; T, set of time periods in the recovery time horizon, §, set of
geographical spaces (spatial distribution of the area that contains the infrastructure networks); V',
set of nodes before a destructive event; Vy, set of nodes in network k € K before a destructive
event; JVy/, set of nodes destroyed in network k € K, A, set of arcs before a destructive event;
Ay, set of arcs in network k € X before a destructive event; A}, set of arcs destroyed in network
k € I; E, set of elements in the system of networks, i.e., A U NV'; E, set of elements in network
k,i.e., Ax UNy; Ey, set of destroyed elements in network k € K, i.e., A} U NV} .

e Parameters: f,;, reconstruction cost of element e € E at time ¢t € T; ¢, flow unitary cost of
commodity [ € L through arc e € A at time t € T; M}, cost of oversupply in node e € '
associated with commodity [ € L attime t € T; M, cost of unsatisfied demand in node e € V'
associated with commodity [ € L attime t € T'; g, cost of preparing geographical space s € S
attime t € T; u,;, capacity of arc e € A attime t € T; v,, total availability of resource r € R
attime t € T; h,,+, amount of resource r € R used to reconstruct element e € F attime t € T;
Bes, binary (zero-one) parameter indicating whether or not space s € S has to be prepared when
reconstructing element e € E; y,4, binary (zero-one) parameter indicating whether or not
element e € E depends physically on element é € E, where e # é; b,;, demand/supply in node

e € Nattimet €T.

e Variables: x,;;, flow of commodity [ € L through arc e € A at time t € T; §7;;, oversupply in
node e € V" associated with commodity [ € L at time t € T; &,;, unsatisfied demand in node e €
NV associated with commodity [ € L at time t € T; y,;, binary variable indicating whether or not
element e € E becomes functional at time t € T; ¥,;, binary variable indicating whether or not
element e € E is recovered at time t € T; zg, binary variable indicating whether or not
geographical space s € S is prepared at time t € T.

Considering these, the proposed td-INDP mathematical reformulation is described as follows.
Minimize

ZteT (Zke?( (Zleﬁk (Zeecﬂk Celtxelt)) + Zke?( (Ze EEI’c fetyet) +

Ykex <Zle£k (ZeeEk (M85, + Me_1t5e_lt))> + Yses gstZst) (1)
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Subject to,
Y e, Xapie = LjGied, Xgoie = bur — i + i, Vk € X, Vi € Ny, VI € Ly,
VtEeT, 2)
Dier, X S U peYeks Yk €K,V )) € Ay, Ve €{i,j, (i, )}, VLET, 3)
Yeer Yes Yet 2 Yor, VEEEVLET, “4)
Yeo =0, Vk €K, Ve € Ey, ®)
Ver < Yk Vet VKkEK,Ve€E,VLtET|t>0 (6)
Yiex Zeep), MereVet < Ve,  Vr ER,VLET, (7)
VotBest < Zst,  Vk € K,Ve € E;,Vs € S,Vt €T, (8)
=0, Vk€EX,VieEN,VIEL,VteT, 9)
87,20, VkEK,ViEN,VIEL,VET, (10)
Xor 20, VkEK, Ve €A, VIEL,VtET, (11)
Vor €{0,1}, VkEX, Ve €E,VtET, (12)
Vet €{0,1}, Vke€XK,Ve€E,VteT, (13)
7,€{01}, VseESVteT. (14)

Eq. (1) describes the objective function to be minimized, which is composed of four different
terms: (i) the flow or transportation costs, (ii) the recovery costs, (iii) the costs associated with
excess or insufficient supply of commodities, and (iv) the costs related to preparing the
geographical spaces for the recovery process. Eq. (2) represents the balance constraints related to
the flow of commodities. Eq. (3) represents the capacity constraints in the system, such the
maximum flow through each arc is limited, and dependent on its damage state. Eq. (4) models the
physical interdependencies present in the system of networks, where the functionality of a given
element may require the functionality of one or more additional elements. Eq. (5) guarantees that
all elements that were damaged by the disruption event are not functional immediately after the
occurrence of the event, while Eq. (6) guarantees that each element that was initially damaged
cannot be functional until it has been recovered. Eq. (7) guarantees that the resources used for the
recovery process at each period do not surpass the available resources. Eq. (8) guarantees that
whenever any given element is being recovered, its surrounding geographical space is adequately
prepared. Finally, Eq. (9) to Eq. (14) describe the nature of the decision variables used.

The described td-INDP reformulation so far focuses primarily on a post-event context, where
the decisions taken will only take place and impact the operation and performance of the system
after it has been damaged. However, the proposed td-INDP reformulation can be extended to also
consider relevant pre-event decisions as well, focused on reducing the vulnerability of the system.
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2.1 Extending the td-INDP to include both pre- and post-event decisions

In order to improve the resilience of any given infrastructure system, it is imperative to guarantee
that the system’s performance can recover fast after a disruptive event. However, it is also
important to ensure that the initial reduction of performance caused by a disruptive event is
minimal. While the proposed td-INDP reformulation can be used to determine the optimal
recovery strategy of a system after it has been affected by a disruptive event, it also can be
extended to consider pre-event actions. In particular, there are two possible pre-event actions that
we consider in this paper: (i) increasing the supply capacity of critical elements, and (ii) increasing
the availability of key resources. In order to model these, let us define a;;; as the decision variable
that indicates the percentage in which node 7 increases its capacity of supplying commodity / at
the beginning of time ¢, and p,; as the decision variable that indicates the percentage in which the
availability of resource r increases at the beginning of time z. Note that, based on these definitions,
in fact the two variables model both pre-event (using t = 0) and post-event (using t > 1)
decisions. Considering these variables, Eq. (15) represents the new associated balance constraints
of the system (which replace Eq. (2)), and Eq. (16) represents the new constraints associated with
the use of limited resources (instead of Eq. (7)).

Yt pedar Xapie = BjGieag XGow = A+ audbye — i + Sigp, VkeX, Vie
N, V€ L, VtET, (15)
ZkefK ZeeE,’( hertj;et < (1 + prt)vrtr VreR,VteT, (16)

However, in general, increasing supply capacity and resource availability has an associated cost.
To model these costs, let us define a;;; as the cost of increasing one hundred percent the supply
capacity in node 7 for commodity / at time ¢, and p,; as the cost of increasing one hundred percent
the availability of resource 7 at time ¢. Thus, the new total cost to be minimized, which considers
both the post-event costs associated with the recovery of the system and the pre-event investment
made, is given by Eq. (17) (which updates the objective function described by Eq. (1)).

{ZteT (ZkESIC (Zle,ck (Zeeﬂk Celtxelt)) + Ykex (Ze €E] fetyet) +
Ykex <Zle£k (ZeeEk (M85, + Me_lté‘e_lt))> + Yses gstfst)} +
{Zter Trex (Ziew, Tier, Qe + Zrer PrePre)} (17)

Thereby, the extended td-INDP formulation can be used to determine the optimal pre- and post-
event decisions that result in minimum cost (or equivalently, in minimum average unsupplied
demand, if M, is large enough with respect to the other costs). Thus, assuming performance is
measured as the fraction of supplied demand, the extended td-INDP can be used to study the trade-
offs between pre- and post-event investments, and their impact over the system’s resilience.

3 Illustrative example (system of water, gas, and power networks in Shelby County, TN,
USA)

In order to illustrate the capabilities associated with the proposed mathematical formulation, we
performed computational experiments over a system of three interdependent infrastructure
networks. In particular, we studied the system of water, gas, and power networks in Shelby
County, TN, which are constantly under earthquake hazard due to their proximity to the New
Madrid Seismic Zone (NMSZ). The disruption level modeled in this study is consistent with an
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earthquake with magnitude M,, = 7, while the system topologies, capacities, costs, and other
relevant parameters used, are taken from Gonzalez, Duefias-Osorio, Sanchez-Silva, et al. (2016).

Figure 1 shows the evolution of the overall performance of the system for different increment
levels of supply capacity and resource availability. For illustrative purposes, this example assumes
that all supply nodes increase their capacity in the same percentage, and that resource availability
is increased equally for all periods (i.e., @y = a,Vi E N,VI € LVt €T, and p,; = p,Vr €
R,Vt € T). As expected, it can be seen that the larger p is, the higher the performance at all times.
However, note that, for any given period, the rate at which the performance improves is marginally
decreasing. On the other hand, note that increasing the supply capacity of the system seems to
have little effect on the initial performance reduction caused by the disruptive event. However,
increasing the supply capacity does substantially improve the performance of the system during
the recovery process.
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Figure 1. Overall performance of the system of interdependent infrastructure networks (water, power, and
gas) in Shelby County, TN, as a function of the recovery period, for a values of (a) 0, (b) 0.1, (c) 0.2, and
(d)0.3.

In order to evaluate the impact of the modeled decisions over the resilience of the system, Figure
2a shows how resilience (as defined by Ouyang & Duefias-Osorio (2012)) increases as a function
of p, for different values of a. As expected, resilience grows with both a and p; however, the rate
in which resilience increases is marginally decreasing. In order to illustrate the trade-offs between
investing on increasing the supply capacity and investing on increasing the available resources,
Figure 2b shows a contour plot that indicates the optimal resilience achievable for each possible
combination of @ and p. Among others, this Figure shows that the larger the values of a and p,
the less sensitive the resilience is.
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Figure 2. Measured resilience of the system of interdependent infrastructure networks (water, power, and
gas) in Shelby County, TN, as a function of p, for different a values (a), and optimal resilience achievable
for possible combinations of a and p (b).
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4 Conclusions

This paper introduced a novel mathematical model based on the time-dependent Interdependent
Network Design Problem (td-INDP), which enables determining the pre- and post-event decisions
that optimize the resilience of a system of interdependent networks. In particular, this new
mathematical model enables studying the trade-offs between investing on increasing supply
capacity and investing on increasing resource availability. Using the system of gas, water, and
power networks in Shelby County, TN, we show that resilience increases with both types of
investment; however, the observed rate of increase in resilience is marginally decreasing for both
types of investments as well. The proposed formulation models the increment of supply capacity
and resource availability with time-indexed variables that include both pre-event and post-event
domains. Thereby, the proposed model also presents a powerful tool to study the trade-offs
between pre- and post-event investments.

The present study assumes that the observed disruption and system’s operational parameters
are fully known. However, for future work, we would like to explore extensions of the proposed
model that allows for uncertainty in the damaging event and the properties of the system.

Acknowledgments

This publication was partially funded by the “Research Program 2012” Grant from the Office of the Vice
President for Research - Universidad de los Andes (Bogota, Colombia). The authors gratefully acknowledge
the support by the University of Oklahoma, the U.S. National Science Foundation (Grant CMMI-1436845),
the U.S. Department of Defense (Grant W911NF-13-1-0340), and FICO for providing the Xpress-MP
licenses used in the computational experiments.

References

Gonzélez, A.D., Duefas-Osorio, L., Medaglia, A.L. & Sénchez-Silva, M., The time-dependent
interdependent network design problem (td-INDP) and the evaluation of multi-system recovery
strategies in polynomial time. In H. W. Huang et al., eds. The 6th Asian-Pacific Symposium on
Structural Reliability and its Applications. Shanghai, China, 544550, 2016.

Gonzalez, A.D., Duefias-Osorio, L., Sanchez-Silva, M. & Medaglia, A.L., The Interdependent Network
Design Problem for Optimal Infrastructure System Restoration. Comput. Civ. Infrastruct. Eng.,31(5),
334-350, May 2016

Hosseini, S., Barker, K. & Ramirez-Marquez, J.E., A review of definitions and measures of system
resilience. Reliab. Eng. Syst. Saf., 145,47-61, 2016.

Ouyang, M. & Dueiias-Osorio, L., Time-dependent resilience assessment and improvement of urban
infrastructure systems. Chaos An Interdiscip. J. Nonlinear Sci., 22(3), p. 33122, Sep 2012.



